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Abstract 
This paper belongs to a group of papers dealing with the problems of risk assessment, at first only 
in the field of occupational health and safety, from where the assessment method originates, but 
later its implementation is extended to the field of information technology. However, the paper is 
a step forward regarding what was said in our previous papers on risk management issues. In 
these discussions, the method of our School was created regarding risk assessment and a model 
for risk assessment was developed for application in other areas, including information technol-
ogy. Furthermore, it stresses possible influences on the formation and definition of the system, 
both external and some internal concerning business planning. For these cases, a repeated risk 
assessment was carried out to perceive on a practical example the environmental impact on an 
information system. Risk reassessment is inevitable when an information system undergoes 
changes and this is insufficiently covered in the literature.   
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Introduction 
In every working area, assets are exposed to risk of various harms. In the information technology 
area, there is risk of damaging or losing resources. Risk assessment is a process that determines 
what information resources require protection, and it documents potential risks from IT security 
failures that may cause loss of information confidentiality, integrity, or availability. The purpose 
of risk assessment is to help management create appropriate strategies and controls for the steer-
ing of information assets (BSI Standard 100-1,2,3), (ENISA Regulation).  

IT resources are tangible assets (such as hardware, equipment, buildings), data, documents, soft-
ware, users, and intangible resources (reputation, confidence, etc.)  

Management of the information system (IS) is a component of the company management and 
makes its inherent part. The planning of the continuity of IS operation and development must be 
entirely coordinated with the same activities on the company level. Both short-term and long-term 
strategies must be harmonized within the framework of business, development, changes, and 

planning.  

Risk management and its maintenance 
on an acceptable level is part of the 
work process and its development. Its 
basic characteristic must be continuity 
(Nikolic, 2007). The chosen acceptable 
risk level after the implementation of 
particular measures also means a deci-
sion on balance referring to costs con-
cerning the achievement of the selected 
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risk level and benefits, i.e., profit of the company. 

Methodology 
The methodology of risk assessment implies recognized procedure (Macdonald, 2004), detailed 
system description, identification of hazards, defining causes of emphasized hazards, risk assess-
ment, measures for risk reduction and mitigation, risk reassessment according to remaining haz-
ards, and conducting measures for maintaining risk at an accepted level.   

Figure 1 displays the methodology of risk assessment with elements of the risk management sys-
tem.  

Risk assessment in the IT area can be conducted by way of various methods. We use the method 
established and developed by our expert team (Nikolic & Laban 2008). The method was created 
for the occupational health and safety area, and is successfully applied in the IT area as described 
in Nikolic and Ruzic-Dimitrijevic (2009). This method enables the achievement of one of the 
main goals of risk assessment:  risk assessment for every employee, workplace, and work envi-
ronment, i.e., the assessment of all risks.  

The work environment can be a company, building, floor, or office.  It can also be a plant, build-
ing site, park, field, or any system, as well as an information system and its components, such as 
hardware, communication equipment (network), and system software. 

The workplace in an information system is application software with data as final products, and it 
can be considered in the same way as in the occupational health and safety area.  

IT resources are buildings, hardware, communication equipment, software, data, and, of course, 
people who take part in IT processes. Risk assessment is carried out on more levels (items in the 
work environment). Software also has several levels – environmental  software, operating system, 
program supported application, and finally a single application – as well as the data used and 
gained in application executing. Risk assessment of each level involves conducting appropriate 
protective measures in order to obtain the layered protection.   

Therefore, the risk assessment of an information system (IS) is conducted through the risk as-
sessment of every application and through the evaluation of the system’s state.   

Risk identification involves the knowledge about the organization (internal and external), as well 
as earlier experiences about risk issues. The evaluation of risk classifies risk in certain categories 
(quantitative and/or qualitative) according to which adequate measures are carried out. Depending 
on the risk category, the decision is made what risks require conducting measures in order to be 
reduced (Harms-Ringdahl, 2001).  

Measurements could be technical (hardware or software), organizational (procedures), or protec-
tive. After the consideration of all costs and benefits, an action plan can be developed, including 
proposed actions and responsibilities for conducting it.  

The implementation of the action plan should modify the risk, in order to lower it, and the re-
maining risk has to be assessed. The management of the organization should accept this residual 
risk (Bozic, Kosic, & Nikolic, 2006). In addition, there is a need for recommended measures in 
order to maintain the residual risk on an acceptable level. This process of risk management is 
continuous, and assessments have to be updated, repeating the risk management cycle. 
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Risk Management 
The greatest problem in risk assessment is the recognition of hazards and harms. This is actually 
the real and expert segment of the work, while risk assessment itself is just the implementation of 
tools and calculations. Besides the very hazards and harms, it is important to estimate well the 
degree of possibility of their occurrence. The hazards can be classified as natural (thunderbolt, 
fire, and alike that cannot be influenced), intentional human-generated (false information, hack-
ing, viruses, etc.), and unintentional human-generated (based on ignorance and accident, from the 
management level to the lowest level). 

The hazards can be external (out of the company) or internal (from the company). The harms due 
to various hazards, or even to the same ones, differ a lot; hence, the hazards are given special at-
tention.  They must be identified, from the source all the way to the goal, motive, frequency, and, 
of course, consequences. Only then, the measures can be effective, and the company management 
efficient in decision-making. 

With regard to every hazard, risk is determined individually. It is the elementary rule. However, 
risk can be determined on the basis of a larger number of hazards all together, as the risk of a sys-
tem, in order to enable the comparison of risks of different systems.  There are other explanations 
for this in the literature (“Risk Management”, 2006; Stoneburner, Gougen & Feringa, 2002), 
which depend on the method choice. This approach to risk assessment is characteristic for work 
environment risks, i.e., the system risk; the recognition of hazards and harms is performed 
through “the estimate of the condition” of that system. 

The risk assessment is a permanent process that reiterates continually to obtain an acceptable risk 
level after one or more iterations. It is very important in conducting recommended protective 
measures and management in order to retain a desired acceptable level of risk.   

The continuity of this process, changes, and new and old hazards require precise daily informa-
tion on the system, both the basic ones already mentioned and the numerous additional ones. 

The measures are carried out to prevent, diminish, or eliminate the risk. The other type of meas-
ures is the one serving to keep in the future the achieved risk level – the residual risk. Accepting 
of this risk level on behalf of the management means accepting of the establishment of all meas-
ures and represents the company policy, since the process of risk assessment and carrying out of 
the measures make the system of risk management. All limitations, organizational, financial, 
technical, and others are taken into account by all means. The measures refer to the entire system 
that is, to its managing, logical, and physical parts. There are numerous measures such as techni-
cal, organizational, educational, and control. 

The measures provide the following: 

- Implementation priority, which means that priority is given to the activities where risk 
level is the highest; 

- Cost effectiveness analysis, which means the selection of measures with minimum ex-
penses with justified decrease of risk level; 

- Determination of responsibility of the persons in charge to realize specific measures; and 

- Making of an action plan with deadlines (Nikolic & Gemovic, 2009). 

The American National Standards Institute recommends (ASIS, 2009) the organization resilience 
management system that supposes understanding of an organization’s risk, security, prepared-
ness, response, continuity, and recovery requirements. 
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The organization resilience policy includes risk prevention, reduction, mitigation, and further re-
silience enhancement in order to attain continual improvement. In this document, it is emphasized 
that risk and impact should be re-evaluated within the context of any change: in the organization, 
procedures, functions, or in the organization’s operating environment, services, and supply 
chains.  

Any change of any system element requires reassessment, as well as every injury.   

Forming and Defining of Our Information System  

Description of Old System 
The school’s old information system was established as a network of computers in two school 
buildings. All computers were connected to the Internet either by wires or by a wireless system. 

In the institution, there were three computer classrooms with 35 PCs in total and one classroom 
with 12 laptops. In the financial department, there were four networked PCs. In the student ad-
ministration office there was a network of 5 PCs as workstations and one PC server. Also, there 
were one or two PCs in every staff office.  

Two computer classrooms are in the same building with the financial and student administration 
offices, and there are two more in the other building with about 30 PCs in faculty offices.  

There was an antenna for wireless Internet connection between the main server and the Internet 
provider. Internally, all PCs are connected to the main server by wires, switches, and routers. Ad-
ditionally, two PC classrooms have the access to the main server by the internal wireless network.    

Every computer has the Windows XP OS, MS Office, and additional software for specific pur-
poses.  

Change of Connection and Networking  
We had some changes in our information system last summer. Above all, these changes were in 
networking. A new way of connection was initiated due to the increased number of computers 
placed in new computer classrooms, and computer equipment in faculty and administrative of-
fices. 

The wireless connection turned out to have a slow access, the provider could not offer faster data 
flow, and ADSL connection provides a better speed and costs less. 

First of all, we changed wireless Internet connection with 2 ADSL connections. For each of the 
connections we linked a group of networked computers. The third group of computers remained 
on the wireless connection.    

The first group consists of 3 PC classrooms and 1 laptop classroom (each of them has between 12 
and 15 computers), the library with 4 computers, and several classrooms and labs (13) with one 
computer per room for lectures.  There are about 60 computers in total, situated in two different 
school buildings.    

The second network consists of the student administration office, financial department, and other 
administration computers. 

The third group is made of computers in teachers’ offices, and they are also distributed in two 
buildings. 

Cables were used in networking, except in two classrooms, where wireless router networks com-
puters.  
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There were problems during the new system installation including the following: 

– Inappropriate computer distribution with complex allocation required 3 inde-
pendent networks; 

– Adjusting of routers; 

– Network testing; and 

– Network viruses blocked the network.  

In the open system network, without a server-controlled access, the hazard from viruses exists on 
each networked computer. It was obvious that antivirus software had not been updated regularly, 
but this problem was not identified until the network was separated in 3 parts. (Figures 2.1, 2.2, 
and 2.3 given in the Appendix display the distribution and configuration of the information sys-
tem hardware).  

Change of Activities  
At first, it was planned to keep the wireless connection for faculty offices and install 2 ADSL 
connections for other computers.  

Besides the replacement of equipment, new activities can also cause unpredicted difficulties and 
hazards. We started the implementation of distance learning system (DLS) in our school pro-
grams. Consequently, the problem of data flow appeared due to uploading of a large amount of 
teaching material on the sub domain of the official website for DLS purposes.    

Therefore, we had to include more observed items (elements) in order to assess the protection 
status of our IT system. New activities required an unexpected enhancement of equipment. The 
management had to anticipate the future development and provide advanced devices.   

Software Modification due to External Factor  
The application software used in the student administration office that processes student data was 
described in Ruzic-Dimitrijevic and Nikolic (2008). The data used and obtained in this process 
are very important for our School. This application contains procedures considering students en-
rolment and rules to determine student status: government-financed students or self-financed. In 
addition, there are rules about the calculation of tuition fees for self-financed students. The pro-
gram code was created according to recent conditions and regulations of studies. 

Herein, it is important to point out that 2/3 of our school’s income is its own financial means 
raised from tuition fees and other services it offers. 

Unfortunately, faced with students’ pressure to relax study and enrolment requirements the Gov-
ernment changed its own rules at the beginning of the last school year. There was very little time 
for editing the program code in order to adjust it to the changes. Our institution was in danger of 
financial lost, as well as of losing its credibility because of errors and issuing invalid results and 
wrong data.  

Therefore, we had to include one more threat, the jeopardy from short notice changes in the work-
ing process due to external requirements, which can cause serious consequences. Unfortunately, 
little can be done to reduce this risk. Hence, we cannot recommend any appropriate measure for 
that particular threat.  
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Example of Risk Reassessment 
We had an example of the application with an organized IS that was well set from the risk aspect 
(Nikolic & Ruzic-Dimitrijevic, 2009). The forms below are from this example. Form 1 includes 
the application description. Form 2 is a descriptive analysis of identified hazards and estimated 
harms. Form 3a involves risk assessment with values from Table 1 for estimated level of damage, 
and Form 3b involves risk assessment after proposed measures for risk reduction. The final row is 
added in all forms referring to a new external hazard with a high risk level. 

The hazards were assessed, as well as harms, measures were taken based on obtained values, and 
other phenomena were not expected. The decision of the Government made a lot of harm to the 
application with hardly any possibility to successfully apply any adequate measures, which led to 
the appearance of high risk.  

The results in Forms 3a and 3b related to the appearance of high risk due to the Government deci-
sion confirmed our assumption about a possible scenario. The consequences are serious since 
there are no measures that can diminish them. They include financial loss, possible issue of incor-
rect data due to unexpected disturbance of IS, and loss of credibility in the eyes of the students 
concerning the institution and management. 

Form 1: Application description  

Company: Higher Education Technical 
School of  Professional Studies  

Department: 
Student administration

Application: Information system 
for student administration 

Page 
Number: 

Equipment, installations:  PC computers – clients and server, 
networking hardware, printers 

Software:  OS Windows, student administra-
tion software 

General description of the program, process, types of information stored 
There are three processes: application process of potential students, teaching process and payments. The appli-
cation of potential new students is conducted once or twice per year and it can be divided in two processes:  

application and entrance examination and ranking and enrolment.  
The payment process divides into the payment of:  application and entrance examination and tuition fees. 
The Board of Studies prepares inputs for these processes and the management receives reports about it.  
The teaching process consists of several processes with possibilities of further division: 

• students enrolment  
o enrolment of academic/school year,  
o registering of subjects,  
o semester verification, which becomes student’s record for the completed semester and defines the 

study year on the basis of accumulated credits,  
o enrolment of study year, which offers possibilities for registering corresponding subjects. 

• tuition   
o updating of curricula and syllabi,  
o tuition delivery, which besides lectures involves student evidence and fulfilling conditions for tak-

ing a particular exam.  
• examination 

o applying for exams,  
o assessment.  

• issuing documentation 
o issuing records,  
o issuing certificates,  
o issuing the final diploma.  

 Protective measures:  
Using admission password  
Antivirus software 
Weekly data backup 
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Form 2: Hazard and harm identification 

COMPANY: SECTION: APPLICATION: 

DESCRIPTIVE ANALYSIS 

N
o   

H
az

ar
d 

co
de

  

Threats and vulnerabilities Occurrence 
probability  

Exposure 
frequency Consequences Risk 

1  Electrical supply interruption Possible but unusual 
Constant exposure 

Loss of the last 
input data or 
data inconsis-
tency 

exists 

2  Switch or router, card malfunction Possible but unusual 
Constant exposure Work delay exists 

3  Deleting network installation Possible but unusual 
Constant exposure 

Internal network 
interruption – 
delay 

exists 

4  Workstation failure  Possible but unusual 
Hourly exposure 

Loss of the last 
input data or 
data inconsis-
tency 

exists 

5  Server disk failure Possible but unusual 
Constant exposure 

Loss of data 
before last 
backup 

exists 

6  Unauthorized admission and data 
changing  

Unlikely but could occur 
Monthly exposure 

Incorrect data, 
loss of confi-
dence 

exists 

7  Virus in network 50% possible 
Constant exposure 

Loss of data, 
data inconsis-
tency, loss of 
confidence 

exists 

8  Bugs (program flaws) 50% possible 
 

Data inconsis-
tency  exists 

9  External impact – regulations 
changing  50%, yearly exposure 

Data inconsis-
tency, loss of 
confidence, 
financial loss  

exists 
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Form 3a: Risk assessment and risk management 

Responsible person:  Analyst : 

Risk  assessment, valuation and reduction  

QUANTITATIVE RISK ANALYSIS  RISK REDUCTION 
MEASURES  

Ev
en

t P
ro

ba
bi

lit
y 

Le
ve

l o
f D

am
ag

e 

Fr
eq

ue
nc

y 
of

 E
xp

os
ur

e 

R
IS

K
  

R
IS

K
 L

EV
EL

 

Protection 
Aims  Technical, Operational, Organizational  

2 0.5 5 5 Low but 
significant Install UPS equipment 

2 0.1 5 1 / 

2 0.1 5 1 / 

2 0.5 4 4 

Negligible 

/ 

2 2 5 20 Low but 
significant 

Weekly backup, as well as after every larger data 
processing  

1.5 4 1 6 Low but 
significant 

Physical protection of workstation, protecting and 
frequent changing of passwords  

5 4 4 80 High  Frequent updating of antivirus software, avoiding use 
of unverified external data media  

5 0.5 4 10 Low but 
significant Comprehensive testing and fixing of program flaws

5 10 1.5 75 High 

D
at

a 
sa

fe
ty

, p
ro

ce
ss

 sa
fe

ty
 

- 

 

 Table 1: Degree of possible harm (H) 

 

Violation of regulations and laws 0.1 
Impairment of an individual’s right to informational self-determination 0.5 
Communication/knowledge and skill 1.0 
Possible (serious) injury of an individual  (danger to life and limb) 2.0 
Impairment/loss of reputation, confidence 4.0 
Endangering of the company’s existence  6.0 
Financial loss though significant, could be absorbed   10.0 
Financial loss could not be survived  15.0 
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Form 3b: Risk assessment and risk management 

DATE :  Links with other documents 

RISK ASSESSMENT, 
VALUATION AND REDUCTION RISK MANAGEMENT  

REMAINING RISK 
ASSESSMENT  MEASURE ENFORCEMENT  

Ev
en

t  
Pr

ob
ab

ili
ty

 

Le
ve

l o
f D

am
ag

e 

Fr
eq

ue
nc

y 
of

 E
xp

os
ur

e 
 

  
R

IS
K

  

R
IS

K
 L

EV
EL

 

W
H

O
  

D
EA

D
LI

N
E 

PR
O

C
ED

U
R

E 

CO
N

CL
U

SI
O

N
 

RE
CO

M
M

EN
D

ED
 M

EA
SU

RE
S 

FO
R 

M
A

IN
TA

IN
IN

G
 A

N
 A

CC
EP

TA
BL

E 
RI

SK
 

LE
V

EL
 

2 0.1 5 1 Negligi-
ble 

Techni-
cian  One week 

Maintaining of the UPS 
system 

2 0.1 5 1 / / / 

2 0.1 5 1 / / / 

2 0.5 4 4 

Negligi-
ble 

/ / / 

2 0.5 5 5 
Low but 
signifi-

cant 

System 
administra-

tor 
Continuous 

Apply backup proce-
dures regularly  

1 1 4 4 Negligi-
ble 

Security 
and staff Continuous 

Obey rules about access 
to workstation and regu-
lar changing of pass-
words 

2 4 2.5 20 
Low but 
signifi-

cant 

System 
administra-

tor 
Continuous 

Obey rules about using 
external data media and 
regular update of anti-
virus software 

2 0.5 4 4 Negligi-
ble 

Program-
mer  Periodical  

Comprehensive testing 
after every change in the 
application  

5 10 1.5 75 High - - 

K
ee

pi
ng

 th
e 

hi
gh

 q
ua

lit
y 

le
ve

l i
n 

ac
co

rd
an

ce
 to

 th
e 

Q
ua

lit
y 

Sy
st

em
  

R
is

k 
is

 a
cc

ep
ta

bl
e 

- 
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Analysis and Discussion  
A system can suffer different influences, but herein we are going to point out the uniqueness of 
the phenomenon indicating that IS and company policy must be harmonized so that risk manage-
ment would not be disturbed. 

In risk assessment in the field of occupational health and safety on several levels, such as com-
pany, building, floor, workplace, etc., we actually follow the traffic flow of employees during 
working time in order to detect all hazards and harms and accordingly make risk assessment for 
the observed workplace or employee. If we physically divided the company in two parts and the 
employees moved in only one of them, then we would have two risk assessments – a separate one 
for each entity as if they were two companies. In both parts, there are the same levels for assess-
ment as before. In the IS area, regardless of the fact that the company is physically parted there is 
one network and we have one risk assessment (Nikolic & Ruzic-Dimitrijevic, 2009). Due to the 
described changes (increased number of computers in the network and bandwidth), we have three 
systems (three independent networks); therefore, there are three risk assessment, one for each 
network. Each of them is a system for which a separate risk assessment is to be done, including 
risk assessments for implemented applications. 

Accordingly, it is quite possible and expected that their risks differ, since in these systems differ-
ent values of condition assessment, event occurrence and size of damage are possible even for the 
same elements. For instance, the occurrence and level of damage from viruses in the first and 
second case can differ, and risks will definitely also be different. It does not mean that in the 
smaller system the risk will be smaller for it depends on the occurrence and size of damage.  

The second influence is made of changes in activities that should be coordinated with the changes 
in the company and its development. It would be logical to plan these changes no matter how im-
portant they are, so that risk assessment can anticipate corresponding measures. We had such an 
example in case when a decision was made to introduce distance learning, which consequently 
had an abrupt increase of data upload to the official website. 

The third influence, the exterior effect mentioned earlier, is far more dangerous from the aspect of 
interruption of the risk management system. The Government decision and disturbance of the 
legal regulation of the student status caused on the other side, new, big and unexpected hazards 
that were related to the system, in our case.  

The Same Dangers – Different Consequences 
The new organization in distribution and networking of IS resources requires the definition of all 
levels. The first level is each of the 3 independent networks connected to the Internet with 3 
ADSL devices. The computers in one network make the second level. They are also grouped by 
applications that function as one (grouped) workplace.  

Considering that similar applications (teaching software) are installed in the classrooms, each 
classroom can be treated as one grouped workplace.  

The situation is the same with computers in the offices. Six computers in the student administra-
tion office have the same application and can be observed as one workplace, the financial de-
partment office with 3 computers as the second, whereas other computers with service applica-
tions in the administrative offices make the third workplace.  

All computers in the faculty offices are provided with similar software applications and can be 
seen as one workplace with the same hazards and harms. 
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These 3 groups are exposed to diverse hazards, but with different degrees of participation in dam-
age. The hazard from virus is a good example.  

The most frequent probability regards the occurrence of computer viruses in classroom com-
puters. Users are students and often breakdowns are expected, but there are not reliable data for 
the whole School. The minor damage (consequences) are computer failures in classrooms. The 
most complex harm is when some teaching software must be reinstalled.  

There is a recommendation of avoiding the use of unverified external data media in teachers’ 
computers, and it is supposed that the users are educated in maintaining their computers (updating 
antivirus programs, backup of valuable data, etc.) There is a possibility of connection break in 
with difficult consequences this sensitive area. The communication via these computers is impor-
tant because they are used in our distance learning system to connect remote students and teach-
ers. 

The most complicated form of damage would be destroying of data in the student administration 
office and the financial department office. At the moment, there is no available external access 
there, which makes the risk smaller, but protecting data in that part of IS is very important.    

Yet, there was a new hazard for the software application in the student administration office (Ni-
kolic & Ruzic-Dimitrijevic, 2009) in the form of an external unpredictable fact, mentioned in the 
previous section. 

Now it is possible to better understand the basic requirement in risk assessment regarding every 
employee (computer), every workplace (application), and every work environment (part of sys-
tem or entire system). 

Besides, the importance of any change in the system and its impact on the system of risk and 
company policy is quite clear.  

Conclusion 
Every working system is dynamic, and it is necessary to follow its modification. The organiza-
tional resilience management system proposes high quality foundations for successful fulfilling of 
all requirements that arise due to new circumstances.  

We had several modifications of our information system, which caused new risks. It required re-
peated risk assessments with corrections and updating of data and measures. 

The reasons for the modification are various: internal because of increased amount of work, com-
pany progress that requires updated equipment; external like impact of environmental require-
ments, or regulation changes.  

The slightest change, even seemingly unimportant, requires risk reassessment. The maintenance 
measures include various controls to check the implementation of selected measures. Quite fre-
quently, measures exist, but their application is wrong or inadequate. Sometimes they are not 
even carried out. The experience tells us that in risk assessment persons in charge of the assess-
ment often count up measures that formally exist but are not applied. Even worse, it is done de-
liberately, and it is well known. Therefore, it is necessary to incorporate measures execution con-
trol and give them special importance. Moreover, it is necessary to talk about correct implementa-
tion of control. 

The management control means the making of various regulations and their implementation, 
technical control refers to software and hardware components, whereas physical control is in the 
function of assets protection, monitoring, etc. The avoidance of measures and lack of control in 
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IT are particularly interesting, for in comparison to occupational health and safety, they are less 
visible and, therefore, can have greater consequences. 

Successful business planning by way of anticipating such sources of hazards is difficult and can 
be compared to some events on which the employer cannot influence – like the natural disaster 
magnitude in occupational health and safety.  Although in both cases the employer is not respon-
sible, the question is whether this can be a sufficient comfort for lost lives in occupational health 
and safety or the crash of IS and huge financial loss. 
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