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Abstract

Ignoring security threats can have serious consegse therefore host machines in network must
continually be monitored for intrusions since tlaeg the final endpoint of any network.

As a result, this paper presents an Intelligemtgnon Detection and Prevention System (IIDPS),
which monitors a single host system from threesdiifit layers; files analyzer, system resource
and connection layers. The approach introducedjia-mayeredapproach, in which each layer
harnesses both aspects of existing approach, signandanomaly approaches, to achieve a bet-
ter detection and prevention capabilities. Thegiesi IIDPS consist of three basic components;
the iExecutive which is an agent that runs in thekiground, iBaseline which is a database that
stores the signatures of intrusions andith@nager which is a user Interface that servesias a
intermediary between the IIDPS and the user.

This work serves as a foundation upon which inteksesearchers can further buildton
achieve better detection and prevention capabilitie
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Introduction

Considering the reliance of humans on computershatwlork infrastructures to perform virtually
every aspect of day to day activity, there is catineed for ensuring the reliability and intégri
of these infrastructures. According to the Natidnatitute of Standards and Technology, Intru-
sion is an attempt to compromise the confidenyiailitegrity, availability or an attempt to bypass
the security mechanisms of a computer or netwarkgsd & Sielkens, 2000). The reasons for
these intrusions could be attempts to
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and denial of service attacks (Cisco Systems, 260&gently, Intrusion Detection Systems (IDS)
have been used in monitoring attempts to breakrisgaumhich provides important information

for timely countermeasures (Chen, Abraham, & Y&0§y7). Intrusion Detection System (IDS)
implements application monitors in the form of &ware program to learn and monitor the be-
havior of system programs in order to detect astagjainst computer hosts. Existing IDSs are
built with either signature-based or anomaly-basetem,

Signature matching is based on a misuse modelinthision detection system detects intrusions
by looking for activities that corresponds to kmointrusion techniques(signatures)or system
vulnerabilities while anomaly detection is basedamormal use model (Hwang, Cai, Chen, &
Qin, 2007), they detect intrusion by looking fotiaities that is different from a user’s or systems
normal behavior. They may be classified into Hasddd and Network-based according to the
information used by each IDS. A Host-based IDSrsefie the class of intrusion that resides on
the monitor and the individual host machine, wiildletwork-based IDS monitors the packets
that traverse a given network link (Jones & Sielk000). The system proposed here is a type
Host-based intrusion detection systems (HIDSskthg®e of systems rely on events collected by
the host they monitor .HIDSs can be classified Basethe type of audit data they analyze or
based on the techniques used to analyze their. iBpuhmon classes:

» operating system-level intrusion detection systems
» application-level intrusion detection systems

The system proposed here is an operating systerhigkusion system, because the OS is a
trusted entity and it controls access to resoustgd) as memory and files.

Overview of Existing Systems

From the literature, there are various works infiglel of intrusion detection system. This paper
reviews those that are closely related to the m@pavork based on the Anomaly and Signature
detection approaches and the combination of batbrder to ascertain the efficiency of the new
approach, a comparison is drawn between the axiatark that have used the combination of
both approaches and the new system which showsefumprovement over the existing ones.

Adaptable Real-time Misuse Detection System (ARMDQJL998)is a host-based misusietec-
tion system. Its pattern of signatures is overcuerce of abstract events and this is tagged
MuSig'. This describes conditions that the absteseint attributes must satisfy. Based on the
signatures (MuSigs), the available audit trail, Helstrategy costs, ARMD uses a strategy gen-
erator to automatically generate monitoring striatetp govern the misuse detection process.

It employs database query optimization techniqaespeed up the processing of audit events.
One advantage of ARMD is that knowing the char#sties of the audit trail he [ps estimate the
cost of performing misuse detection and this gihessecurity officers the opportunity to tune
the misuse detection system.

A limitation of ARMD is that it requires users tave a precise understanding of the attacks and
to make careful plans for the abstraction of everits planning is not an easy job, especially
when a user does not know how his/her MuSigs maysbe. In particular, unforeseen attacks
may invalidate previously defined abstract events MuSigs, thus forcing the redevelopment of
some/all of the MuSigs (Peng & Sushil, 2003).

Primary Response 2.2 (2004takes an innovative approach to application secuetirningnor-
mal code paths taken during the execution of systlls, including local file access, astép-
ping in when it detects variations to prevent &tadt can be installed and configurgdickly
and can be managed centrally via a web browsenaPriresponse consists of a management
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server and “adaptive profiling” agents. The ageatson Windows or Solarisosts, monitoring
those servers and reporting back to the managemzntt requires several days of “learning”
before the agent can establish a baseline of narszage (Givhens & Herring, 2004). Protection
against buffer overflow attacks, however, is predidight out of the box without any need for
tuning.

It is easy to manage because it has granular sgiaorblocking file access duringn anomalous
event and it has the ability to learn a serverlsb®r on an incremental basis and to “readapt
“after an OS is patched. Its downside is thatiit caly detect intrusions that are anomalous in
nature since it was nattegrated with a signature-based detection sy§arza & Roth, 2004).

The Computer Misuse Detection System (CMDS) (1998}ybe rCop Monitor (CCM) (1999)

and the newsystem, Intelligent Intrusion Detectiorand Preve ntion System (IIDPShreall

host based system. CMDS and CCM were implemenied bsth signature and anomaly detec-
tion methodologies. IIDPS is a new system introduoethis paper which also uses battpects

of misuse and anomaly detection approach but the #thias over these two is in the use of a
new approach, a multi layered approach. IIDPS oadis layered approach to create a new de-
sign such that the each layer harnesses both asgeartomaly and misuse detection approaches.
The layers involved in this design are the File-gaer, the Connection layer and the System
Resources Layer. The approach ensures detectigorevention at each layer atigs result into
lower false positives and detection of new attacks.

Comparisons between CMDS, CCM and IIDPS

This section discusses the comparison betweenrdpeged system (IIDPS) and existing works
that are closely related to the proposed system.

Protection

Both CMDS andIIDPS detect DOS attackSMDS requires user ID and Password to start the
console whildIDPS needs the Operating System UserName and Passwstattehe console.

Components

CMDS uses a GUI console, a manager and an agent, Wei@GM uses a command console, a
centralized database and an agent antdS uses a Window GUI, an agent and a Database.

Responses

Options available ICMDS are ‘ignore’, ‘increase observation’, ‘deny’ , assdo theperpetrator
and ‘emergency shutdown of the targetCi@M options available are terminate’, ‘shut down’,
and ‘block’, while inlIDPS options available are ‘Allow’, ‘Block’, and ‘IgnoteCMDS does not
respond to pings while [IDPS responds to pingshEWIDS and IIDPS raise alarms and warn-
ings to the GUI in real time.

Reports

CMDS uses graphical trending reports from profiles, werand alertsCCM uses Text based
and Graphical reports through SMI (Security Managetninterface), whi@lDPS uses text-
based for all the layers and graphical trendingntsfor only the System resouraealyzer.

Detection Mechanism

Both systems use both the Anomaly Detection (SizdisDeviation) and the Misuse Detection
(Signature Recognition).
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Mode of Operation

CMDS supports Real Time, Batch and On-Demand wHi¥®S supports both real timand
batch. BothCMDS andCCM support a distributed architecture whillBPS runs on a single
host.

Customization

CMDS requires the developers’ professional servicesatidiPS andCCM allows for custom
settings and thresholds.

Functionality

CMDS agents collect, compress, encrypt, and transfeeenidit logs to the manageCM
command console and agent collect, and analyzeigestatus from each worktation, while
IIDPS collects, analyze and transfer entire processediniatal time to the databa&MDS
Manager consolidates and analyzes this informd&diomisuse CCM database stores data from
remote machines, while ilDPS the database stores the informationtfee windows GUI.

CMDS GUI with ad hoc data analysis, reporting, and dam@itbols, and can correlate evdram
a number of manageiSCM Network Associate SMI (Security Managemémtierface) allows
for the viewing of the data, whikDPS GUI picks the information in reaime form the Data-
base.

Architecture of the Proposed System

Figure 1 explicitly shows the layers involved ie ttlesign of intelligent intrusion detection pre-
vention system (IIDPS). Each of these layers isdasd briefly with the corresponding data
flow for each layer.

Layers of the Proposed System
File-Analyzer

Most operating systems provide a file system, fils aystem is an integral part of any modern
operating system. The interface provided by anaipay system between the user and the file
system can be textual (such as provided by a coohii@ninterface, such as the Unix shell) or
graphical (such as provided by a graphical userfmte in Windows, such as file browsers). The
graphical interface includes folders, containingudoents and other files, and nested folders
(Microsoft Encarta Encyclopedia, 2007his layer, the File-Analyzer monitor is directed t
wards monitoring the files and folders omast server that could be of interest to any imtrud
and this is determined to a large extent by theiraskmator. The administrator decides on the im-
portant files or directories to monitor so thia¢ IIDPS does not monitor all the files and faider
on the machine as this would cause a langgrhead on the system resources.
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Figure 1. Architectural Design of Intellige nt Intrusion Detection Prevention System

Figure 2 represents the flow of data from an eatezntity (User) abne end to another external
entity (User) at the other end. Data flows fromualer who relates with the systemdpecifying
checks and threshold values on different filesetarionitored to the file-analyzer layer of the sys-
tem. The layer creates signatures for the ched@dfignl by the user and stores both signatures
and threshold values in the database. The agdetisothis information fomnalysis to determine
if the signatures match the incoming events drafihcoming events have exceeded the defined
threshold values. If the agent flags an alertbeécahreshold values being exceeded, the system
respond by allowing the user to choose from aroomf either allowing further modification or
reject further modifications to the files. Othemyi#f the agent flags aalert to the matching of
signatures, then the system respond automaticaliggioring the file tats initial state. The in-
trusions flagged are stored in the database agxt &dsed report is sentttee user through the
user interface (iManager).
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Figure 2. Data Flow Diagram for Layer 1: FILE — ANALYZER

System Resources

Programs often need certain system resources suokiaory or disk space, and they request
them as needed from the operating system (Micr&safairta Encyclopedia, 2007).

This layer is designed to periodically scan throtighsystem log for latest entries and compare
with the threshold value that must have been défiyethe user. This enables the system re-
sources layer to detect intrusions on system ressur

Figure 3 represent the flow of data from an exiexntty (User) at one end to another external
entity (User) at the other end. Data flows fromuler who relates with the system by specifying
the system resource to be monitored, specify ttesltiold values and upload signatures for intru-
sions into the system. This layer sends this infdion (the threshold values and tignatures)

to the database. The agent collects this informditam the database for analysisdetermine if

the signatures in the database match the incormigt® or if the incoming events have exceeded
the defined threshold values for the system resaarquestion. If the agent flags alerts to the
threshold values being exceeded, the system resppyralerting the user througgxt — based
messages. Otherwise, if the agent flags an alénetonatching of signatures, then the system re-
spond automatically by Killing the process thataited the incoming event. Thetrusions

flagged are stored in the database and a text laaskgraphical based report is senthe user
through the user interface (iManager).
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Figure 3. Data Flow Diagram for Layer 2: SYSTEM RESODURCES

Connection Analyzer

Connection can be described as a link between miitees which could either be physical or
logical; physical connections let computers disetinsmit and receive signals while logical or
virtual connections allow computer applicationssisas e-mail programs and the browsers ex-
plore the World Wide Web, to exchange informatBhysical connections are defined by the
medium used to carry the signal, the geometricngeent of the computers (topology), and the
method used to share information. Logical connastare created by network protocols and al
low data sharing between applications on diffetgmes of computers. Some logical connections
use client-server application software and aregmilynfor file and printer sharingThe Trans-
mission Control Protocol/Internet Protocol (TCP/4Rie, originally developed by the United
States Department of Defense, is the set of logmahections used by the Internet, the world
wide consortium of computer networks (Microsoft Bria Encyclopedia, 2007). Connection
layer monitors all of such connections made tost h@chine.

Figure 4 represents the flow of data from an eatezntity (User) abne end to another external
entity (User) at the other end. Data flows fromuaker who relates with the systemdpecifying

a blacklist of TCP/IP addresses (i.e. TCP/IP addasethat are not allowed to connéxthe host
at all) and a list of authorized TCP/IP addres$ts.layer creates signatures fdocking all the
blacklisted computers specified by the user suahabnnection from thessomputers cannot be
established. The layer also creates a baselinbdanormal activities ofhe permitted TCP/IP
addresses. The agent collects this informatioraauadl/zes all connection attempting to connect
to the host. If the agent matches the signaturttssawT CP/IP address, such a computer is blocked
from establishing a connection. If the agent flagsalert to the deviatioof the normal baseline
of authorized TCP/IP addresses, the system flagdeainand sends a tebised message to the
user who will take further actions. The intrusidlagiged are stored in the database and a text
based report is sent to the user through the nsaface (iManager).
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Figure 4. Data Flow Diagram for Layer 3: CONNECTION ANALYZER

System Components

In order to adequately implement and harness thgses as described in the previous section,
three basic components are needed in the impleti@ntd these layers. These components are:
a window service known as “i[Executive”, a datalesed the “iBaseline” and a user interface
called the “iManager”. Each of these componentsriher analyzed below:

iExecutive

iIExecutive is the core component of IIDPS. It isagent which is a long-running executable that
runs at the background without a users’ interventibmonitors the files at the file-analyzer
layer, system resources at the system resouraesaag connections to the host at tlamnec-

tion layer. Usually, iIExecutive starts when therapiag system is booted and runs in the back-
ground as long as the OS is running, though itimaoonfigured to run manually. Once the
iExecutive is installed, it can be managed by er through the iManager (the user Interface).

iIManager

iManager is the Graphical User Interface (GUI) tids interaction between the computer and
the user. The input and the output designs for Egeh are discussed below.

Input Design
In this section, the input designs of each layerdiscussed.
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File Analyzer

The monitor definition interface for the File Anadr consists of three panes as seen in Figure 5;
the first pane displays the contents of all theedrisuch that the user can specify which files or
directories to be monitored for protection, theagecpane consists of options of several

checks that can be performed on the selected figrectory (Signature) and the third pane con-
sists of options for the user to set the maximuthramimum size and the units in which the

file/folder is not meant to exceed (Anomaly).

Defines Rules to Manitar

O In b cheschsd O heckm s b ko o O gt e i) o Farmicss d Fbe S o —_—

Fadificaton of Fles e O G (CpTHE
W L Creaste Fil 5 on @ foldardsinte Data
. Crasts Polders in s driveddppand Duts
.
[ Crelete Files Plire Sige
tha ™ e Dl ebe SubrFolders
rewiad atlae
o Chwriga Farruins o Pdmz. Siaa
[T Tabe Owamiership
awd Hlse
el Chzepe of At butes
=
e ad
apply Charges apply Changs:

Figure 5. Monitor Definitions for File Analyzer

System Resource Analyzer

Figure 6 shows the design for the monitor definiab the System Resource Analyzer. This en-
ables the user to choose the kind of system profiest CPU usage, memory usage and disk us-
age) to monitor such that the specified resoures dot fall below the threshold value defined by
the user and also the opportunity to upload nenasige for the System Resource Layer.

System Resources to Monitor ﬂ
Theuser choosesan

option from; A ra =
|5p-|nml‘mputr: || PU Usape 'i.'a'| ‘Fmesmm{'ﬂl' ‘ﬂ 7 Theuser

i CPU Usage —— choozesdvalue
betweena 0 and
i, Memory 100

Upload Signatures:
Browse...

Figure 6. Monitor definitions for Syste m Resource Aalyzer

Connection Analyzer

This signature part of the layer has a user ingatface where a list of black- listed IP addresses
is given, once any of them is trying to connectltB¥ S blocks the IP address from connecting.
The anomaly part of the layer have a user inpetrfiate where a list of authorized IP addresses is
given, once an abnormality is detected from anaaiztd IP address it flags an alert. (See Figure
7.)
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Figure 7. Monitor Definitions for Conne ction Analyzer

Output Design

The output basically consists of alert boxes, brdports on alerts, graphical reports anth-
maries of various alerts run on specific date rafigpe output designs are constructedlgger
basis for clarity.

File Analyzer

Figure 8 represents the output design which endideadministrator receive the details of intru-
sions on the integrity of files and directoriesyiasly specified for monitoring.

Object Access Alert Report

S/ | Message Aetion Time Day WETTy
Farformed

Figure 8. A Tabular report for flagged alerts at the File Analyzer Layer
SIN: this represents the number of alerts that has ¢eperated.

MessageThis represents the message logged for any aamerof an event and this is used by
the file - Analyzer to notify the user of detailsam alert.

Action Performedthis shows the actions taken by the user in tegathe alerts been made

Time: specifies the time when an event triggers arn.aler
Day:. specifies the day of the week when an eventdrggn alert.

User This specifies the user that initiated an evéat jparticular category which resulted in an
intrusion.

System Resource analyzer

Figure 9 represents the output design which engileadministrator receive the details of anom-
aly behavior that deviates from the pre-definedghold values specified on each system re-
source.
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Figure 9. A Tabular report for flagged alerts at the System Resource Analyzer

Figure 10 represents the output design which esahéeadministrator to receive the details in
graphical form of the system resources.
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Figure 10. A Graphical report on Disk Usage, CPU Use and Memory Usage

Connection analyzer
Figure 11 represents the output design which esahéeadministrator receive reportspaiging
activities
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Figure 11. A Tabular re port for pinging activities at the Connection AnalyzerLayer

Figure 12 represents an alert box which pops umeser there is a port scan activity on the Host
system.

iManager
.1 Port Scan in Progress!

Figure 12. A pop — up message to alert a user opart scan activity

Figure 13 represents the output display for the tesalert him/her about thgortscan activities
on the machine.
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Active TCP/IP Connections
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Figure 13. A Tabular report for port scan activities at the connection analyzer Layer

IBASELINE

iBaseline is the component that collects dataiferllDP S (Intelligent Intrusion Detection Pre-
vention System) and manages the data such thatalatae easily retrieved and manipulated. It is
a relational database in which data are storegbie$ - rows and columns of data, where these
tables are related by means of keys — primary kelyfereign key. A primary key is a column or
columns in a table whose values uniquely identfgrerow (record) in a table. A foreign key is a
column or columns whose valuage the same as the primary key of another table.r&lation-

ship is made between two tables by matching theegabf the primary key in one table with the
value of theprimary key in the other.

The design of iBaseline consists of the specificstiof thevarious tables, fields contained in the
tables and their corresponding data types.

Tables specifying the data elements are describled/b

File Analyzer Layer
a. Signature

Table 1 shows the various data elements used sighature component of the layer. The func-
tions are described below:

* FileSystemID: this is a particular ID assigned foaaticular file.

* FName: This is the particular path nanfehe object. " Filesionsturss

« Type: This stores the type of intrusion that isurcng ¢ ) Cavstemi

» Permissions: This store the changes made in tmeigmons of a .T:m

. . EFMISEIDME
file or directory Cwner

» Owner: This stores change in the owner or group fié or di- f;tr;n‘:l':nnm
rectory. LastAccessTime
« CreationTime: This store the time when a new filelieectory is Checksum
created.

Table 1. Table for the
Signhature compone nt
of the File Analyzer

 LastModifiedTime: This stores the last time a gaiér file or
directory was modified

* LastAccessTime: This stores the last time a pdatidile or di-
rectory was accessed

* CheckSum: This stores a change in the integrithefile or directory.
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b. Anomaly
Table 2 shows the various data elements used mrthenaly e
component othis layer. The functions are described below: FileHame
) ) ) ) ) T4 Ik mm Size
* FileSizelD: this stores the unique ID of a paracdlle or ,,4;:.,..1um5,1,
directory
* FileName: this stores the file or directory address
* MinimumSize: this stores the minimum size in whicé
file or directory must not be lower than Table 2 Table for the
« MaximumSize: this stores the maximum size in whigh File Analyzer
file or directory must not exceed. (Signatures)

System Resource Analyzer
Anomaly

The database consists of various tables whichsst@er inputs and system outpuitrusion) for
the anomaly component of the system resource layer.

User Input Table

The tables in this layer are the Activities, Pramed)sage, and Memory Usage table.

The relationship that exists between these tabldgione-to-mangelationship as shown in Ta-
ble 3.

Pracessorlsage e hthes Memarylfage

¥ ProcessoridsagelD L YT —— ; U Memarylsageld
Parcertagelisad | Activity k Percentagellsed
ActisitylD 2 = ArtintylD

Table 3.System Resource Analyzer input table

Activities
The Activities table consists of the system resesitieing monitored such as the processor usage,
memory usage and disk usage:
» ActivitylD (Primary Key): this stores the unique Dr each activity performed by the
System Resource.
* Analyze Activity: this stores the specific syste@source being monitored.

Processor Usage & Memory Usage
These tables stores threshold values input bysbesdor process@nd memory usage.

» UsagelD: this stores the unique 1D
» PercentageUsed: this stores a percentage in wigcéystem must not exceed.
» ActivitylD (Foreign Key): this stores the ID of thactivity
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Output

The tables in this layer are the Memory Usage,é&®ar Usage, ardisk Usage as shown in
Table 4. They store the intrusion details.

» Percent: stores the current percentage of thersyster an intrusion has been discovered
» Time: stores the time in which the intrusion occur.
» Day: stores the date in which the intrusion occur
Memoryllzage . Dizklsage Processorllcage
Percent Peroert Parcent

Time Tirme Tima
Day Dy Diay

Table 4 System Resource Analyzer output table

Signature Syt gnature
Table 5 shows the various data elements used Bythiem 7 SystemSiglD
Resource Analyzer (Signature). Their functionsaescribed System5ig
below:

» SystemSigID: this assigns and stores the uniqu@i@very
new signatureuploaded

» SystemSig: this holds the signature information.

Table 5 System Resource
Analyzer (Signature)
output table

Connection Analyzer

a. Signature

Table 6 shows the various data elements used sighature [ Backisreds
component of the Connection layer. The functioresde- @ BlackListediD
scribed below: BEADIS

* BlackListedID: this assigns and stores the uniduéolr each
blacklisted IPAddress

» |IPAddress: stores blacklisted IP addresses foeesrieval

Table 6 Connection Ana-
lyzer (Signature) table
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b. Anomaly
AuthonzedIP
¥ AuthorizedID
AuthorizedlPaddress

Table 7 shows the various data elements used rnbm-
aly component of the Connection layer. The funstiare
described below:

* Authorize id: this assigns and stores the uniquéoli2ach
Authorized IP Address

» Authorized IP Address: stores authorized IP addsef®
easy retrieval

Table 7 Connection Analyzer
(Signature) table

Mode of Operation

The iExecutive and the iManager will be installedtioe host intended to be monitored while the
iBaseline configured to the correct path. The igkamtifies the files that change sparingly and
those that change constantly. He/she specifieg files on the iManager and choose appropriate
checks to be performed if the file changes spariagt specifies the threshaldlues for the

those files that are constantly changing. The caercheck the dashboard wmmary report.

The user can also specify the system resources naobitored as well as updatitite signatures

of the system resources through the iManager. $heaan also blacklist some IP addresses that
will not be allowed to connect to the host whilddhe also specifies the list of authorize deld?
dresses. All report can be viewed on the iManager.

Conclusion
The field of Intrusion Detection System is a vaedtifwhere lots of interest is being shown.

Existing works were reviewed which gave an instghthe functionality of a typical intrusion
detection system. This work introduced a new apgroa multi — layered approach to the design
of Intrusion Detection and Prevention System wiioimprised of three distinct layers; the file
analyzer, system resources and connection layach & these layers harnessed both aspects of
the basic detection methodologies; anomaly andhsige. The work incorporates prevention and
detection capabilities into the design of eachrajehe Intelligent Intrusion Detection and Pre-
vention System. The IIDPS is software which caimbtlled on any single Host foetection of
unwanted activities such as tampering with impdriges, unauthorized connection, unauthor-
ized elevation of permissions etc.

Future Work

The present work was implemented on a single Hustimplementation can be further extended
on multiple hosts such that the agent (i.e. IExeeuts installed on each host and the iManager is
able to correlate all information from each of thagents while the iBaseline (the database) is
maintained in such a way that it does not becorharid ‘hang’. This system can however be
further extended such that the iExecutive andNtanager can be installed on several hosts
which then connects to system that contains ttaseine. This would involve using a better da-
tabase like mySQL, MS SQL Server and other datajasiicts that supports multiple users and
concurrent connections. This way issues like tlasddine hanging will be eradicated and the
iExecutive and iManager can also be installed barabperating systems, as long as they can
connect to the machine with the iBaseline.
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