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ABSTRACT

Aim/Purpose The purpose of this study is to develop tactics for leveraging artificial intelli-
gence (Al in the writing of doctoral dissertations. These recommendations
address the current lack of instructional materials that guide students in effec-
tively and ethically integrating Al into this specific academic task. The paper
outlines the challenges students face during the dissertation writing process
and identifies specific Al tools that can help overcome these challenges.

Background Despite Al’s potential in doctoral education, its application in drafting disser-
tation documents remains limited. Students encounter numerous challenges
during the writing phases of a doctoral dissertation. Traditional support sys-
tems are often slower and more constrained than Al tools, which can address
these challenges more efficiently.

Methodology As a theoretical piece, the study proposes recommendations for the practical
application of Cognitive L.oad Theory (CLT) as a framework. The paper ad-
dresses the challenges inherent in doctoral research and dissertation writing,
chief among which is the cognitive transformation that occurs during the
writing process. Therefore, employing CLT as the theoretical underpinning is
a logical approach.

Contribution This paper can be a valuable resource for using Al tools in doctoral disserta-
tion writing. It provides a foundational Al literacy, covering core concepts, a
brief historical overview, ethical applications, and other important principles.
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By describing the proper use of Al models and tools, this paper promotes
their adoption to help address challenges in dissertation writing. By leverag-
ing Al for writing tasks, students can free their minds from time-intensive,
repetitive tasks, allowing them to focus more on analytical and interpretive
work.

Students can effectively use Al tools and models to address challenges they
face in writing doctoral dissertations. Tools such as Generative Artificial In-
telligence (GenAl) and other specialized applications can significantly en-
hance the efficiency of the dissertation writing process. Limitations and
drawbacks of using Al need to be discussed to help students avoid potential
pitfalls.

Based on the research, four specific recommendations are proposed for doc-
toral mentors: (1) provide Al training and ethical guidelines: Integrate train-
ing on ethical Al tool usage into doctoral curricula; (2) encourage GenAl for
ideation: promote the use of Generative Al (GenAl) for brainstorming and
refining research topics; (3) promote Al for literature review and citation —
encourage students to use Al tools to assist with literature reviews and ensure
citation accuracy; and (4) establish clear Al usage policies: develop and com-
municate clear institutional policies regarding the use of Al in academic writ-
ing.

Future research on Al in education should focus on several key areas. First, it
is crucial to study Al adoption rates within doctoral programs, examining
how institutional policies, training initiatives, and awareness campaigns influ-
ence integration. Additionally, research should explore how to prepare faculty
advisors to guide students better in the ethical use of Al potentially through
specialized training programs. Finally, a study analyzing Al’s impact on the
quality and originality of dissertations would provide valuable insights.

Integrating Al tools into doctoral education could accelerate knowledge crea-
tion. By streamlining the dissertation process, Al can reduce student burden
and stress, leading to higher completion rates and, consequently, more suc-
cessful doctoral graduates. Furthermore, an increase in the doctoral comple-
tion rate would make more trained educators available to contribute to stu-
dent success and societal advancement.

Keywords artificial intelligence and doctoral education, artificial intelligence and disser-
tation writing, leveraging GenAl in dissertation writing
INTRODUCTION

The proliferation of news regarding artificial intelligence (AI) consistently highlights its pervasive and
powerful nature (Joshi, 2025; Pietsch & Mah, 2025; Walter, 2024). This constant stream of headlines,
which spans new developments, expanding applications, and instances of harmful use, makes it clear
that Al is a permanent feature and will be applied to an increasing range of purposes (Selvaraj et al.,
2025; Singh et al., 2025).

These advancements necessitate the crucial integration of Al tools into many relevant fields. Delay or
failure to do so could result in a significant disadvantage and the risk of being left behind (Sowa &
Przegalinska, 2025; Sridhar et al., 2025). Consequently, individuals who incorporate Al into their
work are likely to be more productive than those who do not.
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Al tools have found diverse applications within education. They can be used for tasks such as per-
sonalized tutoring, customer service, writing computer programs, student registration, and many
other tasks (Adair, 2023; Adhikari, 2024). Furthermore, Al is increasingly being utilized for research
and various stages of the writing process (Eghosa, 2025). While the use of Al for research and writ-
ing may raise concerns about academic integrity, students and educators can ethically leverage these
tools to their advantage (Kooli, 2023). In fact, many are already doing so to enhance their work
(Holmes & Porayska-Pomsta, 2023).

The issue becomes particularly critical when considering the use of Al tools for writing doctoral dis-
sertations. There is a notable gap in the application of Al tools to support this process (Torres &
Statti, 2025). As a result, students who do not use these tools may take considerably longer to com-
plete their dissertations than those who do (Grichko et al., 2025). Al holds significant potential to as-
sist doctoral students in navigating the numerous challenges of dissertation writing (Rafi & Amjad,
2025). However, its integration is not without challenges (Suglo et al., 2024). A variety of Al tools are
available for educational use, but while the application of some is well understood, others remain am-
biguous (Rafi & Amjad, 2025). Additionally, there is general uncertainty regarding the availability and
appropriate use of certain tools. Many educators are either unaware of these tools or lack the
knowledge to use them effectively and maximize their potential (Adair, 2023).

These challenges are also relevant to the use of Al tools in doctoral dissertations. While some educa-
tors are not fully informed about their usage, others are concerned about ethical considerations and
proper application (Suglo et al., 2024). This is further complicated by the sheer number of specialized
Al tools currently in existence (Rafi & Amjad, 2025). Therefore, a comprehensive understanding of
these available tools is a crucial prerequisite for their successful integration into academic fields.

RESEARCH PROBLEM

This study addresses the underutilization of Al tools in doctoral dissertation writing (Rafi & Amjad,
2025). This underutilization represents missed opportunities for doctoral students, as Al could be
leveraged to streamline routine, repetitive tasks in dissertation writing (Suglo et al., 2024).

The limited use of these tools is partly due to a lack of pedagogical resources that specifically demon-
strate to students how to apply Al models and tools in dissertation writing (Grichko et al., 2025).
Consequently, many students are unaware of how to use these tools effectively, creating a gap in ped-
agogical resources. This gap, which this study aims to explore, is defined as the deficiency in the ap-
plication of Al tools in doctoral dissertation writing,

RESEARCH OBJECTIVE

The primaty objective of this research is to theoretically explore the opportunities that artificial intel-
ligence (Al) presents for writing doctoral dissertations. This aim is pursued in two distinct phases,
giving the research a two-fold purpose. The first is to establish a foundational understanding of Al in
education, including its core concepts and terminology. This “Al literacy for dissertation writing” is
essential for the second phase, which is to develop pedagogical recommendations for integrating Al
into the doctoral dissertation writing process.

Before presenting the pedagogical recommendations, this paper will first define the foundational Al
concepts necessary for understanding its application in academic writing. By doing so, the research
aims to help students work “smarter, not harder” throughout their dissertation journey. This ap-
proach is intended to streamline the writing process and enhance productivity by leveraging Al capa-
bilities.

THEORETICAL UNDERPINNING

This research utilizes Cognitive Load Theory (CLT) as its theoretical underpinning to formulate ped-
agogical recommendations. CLT posits that learning is influenced by the demands placed on an indi-
vidual’s cognitive system (Paas & Ayres, 2014). The theory suggests that learning can be enhanced by
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effectively managing cognitive load and strategically sequencing instructional materials (Prestine &
LeGrand, 1991; Tennyson & Rasch, 1988). Therefore, an understanding of memory types and cogni-
tive resource allocation is fundamental to the application of CLT.

A study by Duran et al. (2022) explored the application of Cognitive Load Theory (CLT) in compu-
ting education, highlighting several key concepts. Three constructs are relevant to the present re-
search: working memory, long-term memory, and example-based learning (EBL). Working memory
is defined as the active, readily accessible memory used during learning (Baddeley, 2020). Conversely,
long-term memory represents a more permanent store of accumulated knowledge, which is generally
slower to access than working memory (Alberini, 2011). When working memory is overloaded with
information — a state known as cognitive overload — individuals must retrieve information from long-
term memory (Duran et al., 2022), thereby slowing cognitive processing.

Pedagogical planning and tools can mitigate this cognitive overload. One such tool is example-based
learning (Van Gog & Rummel, 2010), where students acquire new knowledge by studying worked
examples that model the content being learned (Sukkar et al., 2023). This research adopts this ap-
proach, utilizing Cognitive Load Theory (CLT) as its theoretical foundation and employing Example
by Learning (EBL) to formulate pedagogical recommendations.

CLT is typically noted in research as used in education to optimize learning by managing the load on
working memory. Knowing the limitations of working memory compared to those of long-term
memory, it would be more effective to delegate some non-critical workload to the long-term memory
(Tennyson & Rasch, 1988). This paper explains how leveraging Al tools allows users to bypass rou-
tine cognitive hurdles, facilitating the encoding of core concepts into long-term memory while main-
taining focus in working memory.

OUR APPROACH TO LITERATURE REVIEW

This study employs a scoping review methodology to conduct our literature review. This approach is
particularly well-suited for providing a broad overview of a research topic, enabling a wide-ranging
exploration of key terms and concepts (Pham et al., 2014). The efficacy of this methodology has been
demonstrated in similar contexts, such as in defining competencies and design considerations for Al
literacy (Long & Magerko, 2020). Accordingly, this paper utilizes a scoping review to delineate the
core terms associated with Al literacy, establishing a conceptual framework for the pedagogical rec-
ommendations presented in subsequent sections. This literature review is structured into three dis-
tinct phases to organize the information gathered:

e Phase I: Fundamentals of Artificial Intelligence - This phase explains the evolving field
of Al and its foundational terminology.

e Phase II: AI Tools for Research Writing - This section identifies specific Al tools that are
utilized in the context of academic research and writing.

e Phase III: Disadvantages of Using Al - Examines the potential drawbacks and ethical
considerations that may arise from the use of artificial intelligence.

RESEARCH OVERVIEW

The remainder of this study is structured as follows. First, we will introduce the knowledge base nec-
essary for the pedagogical recommendations presented in this paper by discussing and defining Al
literacy. Due to the wide variety of topics relevant to Al literacy, this discussion is presented in the
three phases outlined previously. Following this, we will discuss the Al tools introduced in this paper,
using practical examples and a review of the ensuing discourse. Based on this, we will present our
pedagogical recommendations for using Al in doctoral dissertations. In the next section, we will ex-
plain how this study met the research objective and present our recommendations. Finally, the paper
will conclude with a summary of key findings and suggestions for future research. Figure 1 presents a
pictorial overview of the research for this paper.
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Figure 1. Overview of this study

Al LITERACY PHASE I - ABOUT ARTIFICIAL INTELLIGENCE

When discussing Al literacy, a range of divergent perspectives has emerged regarding the essential
concepts, terminology, and knowledge required for an individual to be considered “Al literate.”
These suggestions span a range of topics, including the technical foundations of Al, prompt engi-
neering, and ethical considerations (Long & Magerko, 2020; Ng et al., 2021). However, a review of
the field’s history reveals a substantial body of literature that informs and shapes our understanding
of Al literacy (Rasheed et al., 2024). Consequently, this section begins by presenting the evolution of
artificial intelligence to establish a foundational knowledge base for the pedagogical recommenda-
tions that follow.

THE EVOLUTION OF AI AND ITS IMPACT ON LITERACY

The capabilities of modern Artificial Intelligence (Al) are expansive, allowing it to engage in complex
conversations, provide consistent answers to questions, and even write computer programs (Singh et
al., 2025). This advanced functionality is presented in a manner that is accessible and easily under-
stood through natural, human language (Rawat et al., 2024). However, this sophisticated state of Al is
the result of a long developmental process marked by significant milestones. A deeper understanding
of this evolution is crucial for grasping the full scope of Al literacy. Figure 2 provides an overview of
these historical milestones, which began in the mid-twentieth century and have continued to shape
the field to the present day.

The milestones presented in Figure 2 offer a comprehensive overview of Al’s development. While
some are not directly relevant to the scope of this study or the evolution of Al literacy, others are
crucial and warrant further discussion. This section focuses on the following key milestones:

e The birth of AI: The foundational event where the term “Artificial Intelligence” was first
coined.

¢ “Good Old-Fashioned AI” (GOFAI) and Symbolic AI: An exploration of these eatly
paradigms that relied on symbolic reasoning and logic.

e Natural Language Processing (NLP): A discussion of its significance in simplifying com-
munication between humans and machines.

e Chatbots: An overview of their widespread use and impact.

¢ Generative Al (GenAl). An analysis of this modern advancement and its implications.

The academic discipline of artificial intelligence (Al) was formally established in 1956 during a sum-
mer research workshop at Dartmouth College. The primary objective of this gathering was to explore
the possibility of creating machines capable of simulating human intelligence and thought processes
(Russell, 2021). This workshop aimed at enabling machines to perform tasks traditionally exclusive to
humans (M. Chen, 2020). It was at this time that the term “artificial intelligence” was coined to de-
fine this emerging field of study. Following its inception at Dartmouth, Al quickly gained traction in
academia. Stanford University was among the first to offer a course on the subject, followed by other
prominent institutions such as the Massachusetts Institute of Technology (MIT) and Carnegie Mellon
University (CMU). This period also marked the beginning of discussions surrounding Al in educa-
tion (AIEd), a field dedicated to leveraging Al to improve teaching and learning opportunities (Mus-
tafa et al., 2024).
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Figure 2. Evolution of Al (Vadapalli, 2025)
Source: upGrad (https://www.upgrad.com/blog/history-of-ai/)

Following its inception as an academic field, numerous versions of artificial intelligence emerged. A
significant early paradigm is classical Al, also known as symbolic Al or GOFAI (Good Old-Fash-
ioned Al). This approach to Al relies on symbolic representations and predefined rules programmed
by humans (Singh et al., 2025). The name “GOFAI” helps distinguish this early form of Al from
later, more sophisticated models. Two key concepts are central to GOFAI: expert systems and logic
programming. Expert systems are designed to mimic human decision-making processes by applying
programmed knowledge to solve problems. In contrast, logic programming focuses on formally de-
tining the problem itself before attempting to find a solution (Sowa & Przegalinska, 2025).

A pivotal moment in the public perception and development of Al occurred when IBM’s Deep Blue
defeated the reigning world chess champion, Garry Kasparov, in 1997. This victory marked the first
time a computer had triumphed over a human champion in a chess match (Sridhar et al., 2025). AI’s
success was not based on intuition or strategy in the human sense but on its ability to perform mil-
lions of calculations for each move, assessing potential gains and predicting the opponent’s responses
based on prior moves (Shelke et al., 2025). While a symbolic triumph, this event was deeply meaning-
ful. It demonstrated a machine’s ability to excel in a domain long considered a bastion of human in-
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tellectual superiority (Bloomfield & Vurdubakis, 2008). This milestone set the stage for subsequent
Al victories in other complex games and cemented the public’s fascination with the potential of arti-
ficial intelligence (Zhang et al., 2025).

Another major advancement in AI’s evolution is Natural Language Processing (NLP), which allows
computers to understand and process human language (Scherbakov et al., 2025). This technology en-
ables people to interact with computers in a conversational manner, much as humans do. The com-
puter then provides answers to questions based on its vast database (Selvaraj et al., 2025). Unlike ear-
lier forms of computer interaction, NLP eliminates the need for users to fill out forms, select from
pre-set options, or navigate complex menus. In the past, interacting with a computer often involved
indirect responses, such as a list of links or large amounts of information that were not always rele-
vant to the user’s query. NLP represents a significant departure from this, offering a more intuitive
and direct way to get the needed information (Gavira-Durén & Jiménez-Preciado, 2020).

The development and widespread use of chatbots mark another important milestone in the history of
Al (Kooli, 2023). A chatbot is a computer program designed to simulate human conversation (Li et
al., 2025). Early versions were limited in their responses and often required detailed input before
providing an answer. Later versions expanded their capabilities and were used in applications such as
customer service and the automation of simple tasks. This development is particulatly significant be-
cause it foreshadowed the interactive, user-driven nature of modern Al. Although limited in scope,
these eatly chatbots prompted users to engage with Al in a conversational manner (Meincke et al.,
2025). This paved the way for more sophisticated technologies, ultimately leading to the development
of Generative Al, which enables more fluid, free-form interaction.

GENERATIVE ARTIFICIAL INTELLIGENCE

Generative Artificial Intelligence (GenAl) represents a significant new frontier in Al, with the poten-
tial to boost productivity and transform communication and workflows (Singh et al., 2025). This
technology, which began as a single model, has since proliferated into numerous specialized models
designed for diverse purposes (Joshi, 2025). Our research identified several of these GenAl models.
Table 1 provides a quick reference listing some of these models, brief descriptions of their functions,
and links to their websites. While this table serves as a useful guide for finding an appropriate GenAl
model, we anticipate that the number and diversity of these models will continue to grow rapidly.

Table 1. Partial Listing of AI models

The AI model Brief description Link to the website
ChatGPT Most widely used for content generation | https://chatgpt.com
and brainstorming
Gemini Googol’s chatbot, writing, and ideation https://gemini.google.com
OpenAl Automate knowledge-based tasks https://openai.com
Adobe Firefly Text-to-images and text-to-video https://www.adobe.com/prod-
generation ucts/firefly.html
VoiceBox Developed by Meta, the Text-to-Speech https://voicebox.metade-
type of generation molab.com/

The GenAl models listed above share a fundamental feature: a similar interaction method. This simi-
larity in functioning is a significant factor in their popularity. The communication method that allows
users to interact with GenAl models is called prompt engineering.

PrOMPT ENGINEERING

A prompt is the text that an individual enters to communicate with GenAl. The purpose of these
prompts is to get answers to questions, complete specific tasks, and fulfill similar requests. The user
provides a question or a request, and GenAl then generates a response by drawing from a massive
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database (Walter, 2024). While this process may seem as simple as the fairy tale of Aladdin and his
magic lamp, the text entered into the prompt significantly influences the relevance and accuracy of
the output. Therefore, effective prompt engineering is a crucial skill for obtaining high-quality results
from GenAl).

The popular adage GIGO, or “garbage in, garbage out,” applies directly to GenAl. If the prompts
are incomplete or incomprehensible, the resulting output from GenAl will likely be of poor quality.
However, if the questions are clear and follow the correct protocols, the likelihood of receiving con-
sistent, relevant answers from GenAl is significantly higher (Hutson & Cotroneo, 2023). The key
takeaway is that prompts entered into GenAl must be carefully crafted, or “engineered,” to increase
the likelihood of receiving a direct, relevant response. This process of meticulously designing queries
to enter GenAl is known as prompt engineering (B. Chen et al., 2025).

It is important to clarify that prompt engineering is not always a single question-and-answer ex-
change. If the initial response is not satisfactory, a user can ask follow-up questions. GenAl typically
retains information from earlier prompts and builds upon it. This process of entering additional
questions and related data is known as an “iterative prompt engineering” (Wang et al., 2025).

Figure 3 illustrates the iterative prompt engineering process. The process begins in Step 1, where a
user enters an initial prompt. GenAl then generates a response, which the user can analyze for suffi-
ciency. If the answer is not satisfactory, the user can refine the prompt with additional data to im-
prove clarity, then submit a follow-up question. This iterative, back-and-forth process can continue
until the user obtains the desired response or decides to pursue a different approach (Adair, 2023).

[TERATIVE PROMPT
DEVELOPMENT

STEP 2

Analyze Initial
Resuhts

STEP |

Initial Prompt
Creation

STEPS/—NS /ST?P 3

Evaluate and Refine the Prompt
THerate

STEP 4
Further Refinement

Figure 3. Iterative prompt engineering development (Ahmed, 2024)
Source: https://aifordevelopers.io /prompt-engineering-for-software-developers-4

Prompt engineering has become an essential concept for effective GenAl use. Learning how to ask
the right questions can significantly increase your chances of getting specific, accurate answers. We
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will now introduce additional terms relevant to prompt engineering that are crucial for developing Al
literacy (B. Chen et al., 2025).

A prompt engineering mindset involves understanding how to communicate effectively with
GenAl to get the desired results. This process is a form of mutual learning, enhanced through experi-
ence. As users learn how GenAl responds, they can adjust their prompts, while GenAl, in turn, can
refine its answers by learning from the user’s question patterns and feedback (Pietsch & Mah, 2025).

Write, refine, and optimize prompts: Prompt engineering is not a one-and-done process. Prompts
can be submitted, the results analyzed, and the prompt then refined and re-entered. The results can
then be re-analyzed. A key feature of this process is that a prompt can build on previous ones. Alter-
natively, you can direct GenAl to disregard the previous conversation and generate an answer based
on entirely new information (Walter, 2024).

Trial and error in learning prompt engineering: Learning prompt engineering is a process of trial
and error, where both the user and GenAl learn from each other as they work together. This in-
volves observing the outcomes, adjusting, and repeating the cycle (Singh et al., 2025).

Figure 4 illustrates the types of entries that are helpful for receiving the desired information from
prompts. Additional entries, such as specific or sequential historical events, can also enhance the dia-
logue with GenAl (Wang et al., 2025). This is because GenAl is better at building and referencing
specific information in its database rather than general or broadly stated information (B. Chen et al.,

2025).

What is Prompt Engineering?
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Figure 4. Helpful entries for prompt engineering (Tahir, n.d.)
Source: https://cloudkitect.com/wh i ing-is-useful-for-generative-ai-models

1
=
O
B8
N
e}
)
5
o
e}
=
=)

|

BRAINSTORMING WiTH GENAT

Brainstorming is the process of exchanging thoughts among a group to generate new ideas for a spe-
cific problem or topic (B. Chen et al., 2025). The core concept is “ideation,” which aims to stimulate
discussion and produce a wide range of creative ideas (Suleri, 2020). In a group setting, participants
talk freely about a given topic to develop a new plan, strategy, or fresh ideas. This can occur in per-
son among teams, groups, or partners, and in an educational context, it often happens between stu-
dents and educators (Suleri, 2020).


https://cloudkitect.com/why-prompt-engineering-is-useful-for-generative-ai-models/

Leveraging the Use of Artificial Intelligence

Despite its many advantages, brainstorming also has its drawbacks. These can be categorized into
four key areas: groupthink, production blocking, social loafing, and evaluation apprehension (Lavri¢
& Skraba, 2023). Groupthink occurs when one person dominates the session, preventing others from
contributing equally. Production blocking occurs when a participant speaks for too long without a
time limit, preventing others from participating equally. Social loafing is when a person contributes
less to the conversation than other participants (Meincke et al., 2025). Evaluation apprehension is
particularly prevalent in education. Some students may be hesitant to ask questions out of concern
that their inquiries might be incorrect or perceived as unintelligent (Ali et al., 2023). This type of ap-
prehension can be significantly reduced when using GenAl for brainstorming, as it eliminates the
fear of judgment (Lavri¢ & Skraba, 2023).

Through iterative prompt engineering, users can acquire new and potentially useful information from
GenAl While some of the information may not be helpful, each new question generates new data.
The key is to refine the prompts to achieve the desired output consistently. Fortunately, GenAl will
not get tired or look down on users for asking the same question multiple times. In their article,
“Brainstorming Will Never be the Same Again,” Suleri (2020) suggests that group brainstorming can
be enhanced with GenAl. They demonstrated the effectiveness of an Al brainstorming tool that used
an iterative process to develop a regional plan for community improvement.

After establishing the fundamentals of Al in this section, we now shift our focus to using Al tools
specifically for research writing.

AI LITERACY PHASE II - TOOLS FOR RESEARCH WRITING

Generative Al (GenAl) models are not the only Al tools available to researchers. While GenAl is
useful for brainstorming and fact-finding (Eghosa, 2025), many other Al tools are designed to assist
with various stages of research writing. We have identified numerous Al tools that serve specific put-
poses in the research writing process (Grichko et al., 2025). We believe these tools are an essential
component of Al literacy and a necessary foundation for the pedagogical recommendations we will
present in this study. Table 2 lists Al tools for research writing, which can also be helpful for disser-
tation writing.

Table 2. Al tools for research writing

Purpose Software name Link

Research with Al tools Research Rabbit https://www.researchrabbit.ai
Scite https://scite.ai

Organizing your research paper with Al | Scrivener https://www.scrivenerai.com

Writing the first draft Perplexity Al https://www.perplexity.ai
Elicit: AI-Assisted | https://elicit.com
Research Drafting

Editing and paraphrasing with Al QuillBot https://quillbot.com
Hemingway Editor | https://hemingwayapp.com

Managing references and avoiding pla- | EndNote https://endnote.com/down-

glarism PaperPile loads/styles/artificial-intelligence

https://paperpile.com

Final check: proofreading and polishing | Gammarly https://www.grammarly.com

the research Co-writer https://cowriter.com

To gain knowledge or learn about a LearnAbout https://learnaboutai.ai

topic

To organize a group of articles into one | NotebookLM https://notebooklm.google

document

References and citations check reciteworks https://reciteworks.com
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It is important to clarify that the tools listed in Table 2, although categorized as “Al tools,” do not
use the same prompt engineering model as GenAl. Unlike the free-format nature of GenAl, each of
these tools is designed for a specific purpose and requires unique input and processes. For instance,
“Learnabout” can be used to gain an initial understanding of a topic, which a researcher can then ex-
plore further to determine whether it fits the research study under consideration.

BRAINSTORMING WITH Al TOOLS

In addition to using GenAl for brainstorming through prompt engineering, other tools have been
developed specifically for brainstorming. Numerous different Al tools are designed for this same
purpose. The EdrawMind Team (20206) lists many of these tools, summarizes their content, and adds
other links for more examples. Table 3 partially lists some of these Al tools used in research writing.

Brainstorming can be taken to a new level with the tools listed above. They can generate and polish
mind maps and also produce text and ideas to contribute to the session. A mind map is a visual way
of organizing information, ideas, and tasks around a central theme or concept. This is considered to
be critically helpful in research writing (Suleri, 2020).

While the tools discussed above offer immense productivity gains, their effective use also depends on
understanding the inherent risks, drawbacks, and ethical ‘red lines’ that we explore next.

Table 3. List of brainstorming tools

(EdrawMind Team, 2020)
Name of brain- Explanation Link
storming tool

Wondershare Mindmap, outline, kanban, presentations | https://edrawmind.wonder-

EdrawMind EdrawMind, a full-featured collaborative | share.com/ai-features/ai-brain-
mind mapping and brainstorming tool storm.html

HyperWrite Content generation, editing, and im- https://www.hyper-
provement writeai.com/

Whimsical Integrated project space for tasks, docu- | https://whimsical.com
ments, and communication.

Context Minds Hub for content creation. Research, https://www.con-

brainstorm, plan, and visualize your con- | textminds.com/
tent ideas all in one place.
Ayoa Ideation and brainstorming, all-in-one https://www.ayoa.com
mind mapping and task management
tool designed to boost creativity and

productivity

Visual Enriches the idea of brainstorming by in- | https://sym-

Brainstorming cluding images, diagrams, and visual bio6.nl/en/blog/visual-brain-
models storming-ai

Al LITERACY PHASE III - DRAWBACKS OF USING GENAI

Despite the many advantages GenAl tools offer, they also come with significant drawbacks. Many
studies have noted and cautioned against these drawbacks (Maleki et al., 2024; Westenberger et al.,
2022). Therefore, we consider them an essential component of Al literacy and present them in this
study as Phase 3 of Al literacy. Gaining insight into these drawbacks can help users avoid potential
pitfalls and mishaps, as discussed below.
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ERRORS IN AI OUTPUT

It is crucial to understand that the output generated by GenAl is not always accurate. Deviations
from the expected or correct outcome can manifest in several ways:

e Factual Inaccuracies: Al can provide misleading or incorrect information. These inaccura-
cies often stem from the AD’s training data (Basak et al., 2025). Although inaccuracies may be
corrected as more data is introduced, they remain a significant problem.

e Hallucination: Al may fabricate information, create non-existent stories, or present false
information as fact. This phenomenon is known as hallucination; it is not based on facts but
on inaccuracies within the AI’s training data (Maleki et al., 2024).

e Biases: Al can produce discriminatory results due to flaws in its training data (Saumure et
al., 2025). This biased information can originate from historical misinformation, incomplete
data, or data that does not accurately represent the population from which it was gathered
(Banerjee & Chanda, 2020).

¢ Context Handling Failure: GenAl sometimes fails to understand the context of a question
or conversation fully. This can lead to misunderstandings, inaccurate responses, or even the
program shutting down. This is similar to a program “crashing,” though in the case of Al, it
may simply stop responding or revert to the operating system’s display (Westenberger et al.,
2022).

e Deepfakes: Al can create fabricated images, videos, or audio that appear realistic, mislead-
ing people about their authenticity. This can occur when a person’s face or voice is digitally
altered to look or sound like someone else’s. These are often created for malicious purposes,
such as extortion or the spread of false information (Sharma & Kaur, 2022). Jargon (2025)
reported an incident where criminals called a mother, claiming her daughter was kidnapped.
They used an Al deepfake to play audio of her daughter begging to be freed. The mother
rushed to transfer the ransom money, only to later discover her daughter was safe, and the
audio had been generated by Al

LINGUISTIC AND CULTURAL BIASES WITHIN AI TRAINING DATA

In addition to the limitations identified in the previous section, a further concern that has received
increasing scholarly attention is the presence of linguistic and cultural biases in Al training data. This
issue has become more noticeable as artificial intelligence systems are more deeply integrated into
everyday societal functions. Scholars suggest that training datasets are disproportionately composed
of Western languages and cultural perspectives, resulting in the underrepresentation or misrepresen-
tation of many non-Western societies and cultures (Betak & Sztts, 2025).

Al training data sources may consist of large-scale, aggregated datasets drawn from multiple sources,
which systems analyze, synthesize, and transform into outputs in response to user prompts. How-
ever, these datasets are predominantly derived from widely spoken languages, particularly English,
and are heavily influenced by Western cultural norms and frameworks. Consequently, languages with
fewer digital resources and cultures outside dominant paradigms are often insufficiently represented
(Foka et al., 2025). Given that many topics are subject to interpretive variation, the absence of di-
verse cultural and linguistic perspectives may result in outputs perceived as biased or incomplete (Be-
tak & Szits, 2025).

While such limitations may have minimal impact in routine informational use of Al, they carry signif-
icant implications in academic research contexts, particularly in doctoral-level data collection and
analysis. Bias in Al-generated insights may affect the interpretation of findings and the validity of
conclusions (Al et al., 2023). This concern is especially relevant in light of the growing number of
international doctoral students, whose research increasingly engages with culturally and linguistically
diverse contexts that remain underrepresented in Al training data.
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THE NEVER-ENDING DISCUSSION ABOUT CHEATINGIN Al

Concerns about using Al for academic dishonesty are widespread among educators. While there is no
consensus on the issue, many are concerned about students using GenAl to cheat (Chanpradit,
2025). This concern is valid; the ease of generating content with GenAl makes it tempting for stu-
dents to submit Al-created work as their own. What complicates the matter is that the boundaries
between violating academic integrity and acceptable Al use aren’t always clear (Holmes & Porayska-
Pomsta, 2023). Fortunately, many academic institutions are now developing specific Al policies, of-
ten referred to as “the red lines of academic integrity,” to address this challenge.

THE RED LINE OF ACADEMIC INTEGRITY

The term “red line” is commonly used to describe a set of firm rules or boundaries that should not
be crossed. These rules are specific and rigid, allowing no exceptions. Different studies identified
some of these red lines (Erséz & Engin, 2024) for the use of Al in research writing, as listed in the
following:

o Apoid direct copying from GenAI: Do not copy and paste information verbatim. Instead, pata-
phrase the content or, better yet, find other sources that can be cited more easily.

o Cite GenAl for ideas: 1f you get an idea from GenAl and include it in your document, you
should cite the Al model as the soutce.

o Use a decision-making algorithm: Refer to the algorithm in Figure 5 to determine when infor-
mation from GenAl needs to be cited.

We want to emphasize two distinct points. First, we do not recommend using direct quotes from
GenAl in any situation. Second, we recommend the principle of “erring on the side of caution.” If a
researcher uses any information from an Al, this information should be cited. At the same time, we
agree with Sheng’s (2025) chart in Figure 5, which offers guidance on when to cite GenAl. We be-
lieve it is safest to cite any new information you get from Al

Should | Cite?

Cite it and place
double quotation
marks around the

Is it a quote?

text
Is it a paraphrase? Cite it
Is it another's .
Cite it

idea/theory?

There is no need to cite if it is common
knowledge or your own thoughts

Figure 5. Decision to cite or not cite a source (Sheng, 2025)

Source: https://www.academia.edu/4116194/20 How to Harvard reference
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In the three phases listed above, we have covered the relevant concepts of Al literacy. Understanding
these concepts is essential to developing pedagogical strategies that close the Al adoption gap in dis-
sertation writing. The next section presents the discussion and findings of the research.

DI1SCUSSION AND FINDINGS

This section discusses how GenAl can be used in writing a doctoral dissertation. It begins by outlin-
ing the dissertation writing process, then focuses on three key areas where Al models and tools can
be most helpful to students:

e Topic Selection: Assisting students in contemplating and focusing on a dissertation topic.
e Literature Review: Specifically aiding in the writing of the literature review chapter.
o Citation Management: Helping to match references with in-text citations.

ABOUT THE DOCTORAL DISSERTATION WRITING PROCESS

A dissertation is the culminating document required for doctoral students to complete their research
program. This document often represents the student’s first publication (Ali et al., 2024), which is
typically lengthy and poses various challenges. The dissertation is conventionally divided into named
chapters and sections that serve as a guide for students during the writing process. To successfully
earn their degree, students must not only complete this document but also defend it before a com-
mittee of academic and/or industry experts. Both the completion of the written dissertation and a
successful defense are mandatory requirements for graduation.

The dissertation process can be challenging from its inception to the defense (Ali et al., 2023). Right
from the start, students enter uncharted territory and encounter various obstacles. One of the main

challenges is cognitive transformation. Students typically could face a significant shift in their think-
ing when adapting to a new process. A study by Ali et al. (2024) highlighted this transformation and
provided a table to illustrate it. Table 4 shows this transformation in thinking.

Table 4. The Transformation in the Dissertation Writing Stage (Ali et al., 2024)

; Pre-. " ; Dissertation

dissertation Cognitive transformation .

writing phase
phase

e Dependent ; ; e Independent
stage Thinking beyond the norm stage

e Teacher e Intellectual
control autonomy

e Given e Assign
assignments themselves

e Passive o Self-directed
adoption of e Independent
knowledge learning

e Undertake e Creating
guided own
research knowledge

Table 4 highlights the significant adjustment steps doctoral students undergo. These steps may be un-
familiar, leading to a period of mental adaptation. One common experience is the uncertainty sur-
rounding dissertation topic selection, which can lead to a “mental fog” that makes it difficult to focus
on a specific topic (Ali & Pandya, 2021).
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An effective technique for overcoming this “mental fog” is through repeated brainstorming (Suleri,
2020). Traditionally, students brainstorm with their advisors or mentors. However, as previously dis-
cussed, repeated brainstorming sessions can lead to “evaluation of apprehension” (Lavri¢ & Skraba,
2023). Additionally, scheduling conflicts and limited access to advisors can be problematic. This is
where generative Al (GenAl) can be helpful. With its free-form iterative prompt engineering, GenAl
makes brainstorming much easier and more convenient (Lopes et al., 2024). Students can brainstorm
with GenAl for a focused research topic for their dissertation.

BRAINSTORMING WITH GENAI FOR A FOCUSED RESEARCH TOPIC

Doctoral programs typically require students to start with a research topic in mind, but in reality, this
is often not the case. Students may have multiple ideas or no topic at all. The challenge for an advisor
is to work with the student to narrow the focus to a single, manageable topic while considering con-
straints such as funding, time, and viability. and others (Ali & Pandya, 2021).

It is common for students to propose projects that are too ambitious to be completed within a rea-
sonable timeframe. Educators often joke that this is “trying to solve the world’s problems.” The ex-
aggeration accurately reflects a student’s tendency to propose a topic that is beyond their control or
their institution’s reach. The advisor’s job is to help scale these grand ideas down to a feasible project
within the surrounding constraints (Ali et al., 2024). This process often requires numerous brain-
storming sessions between the student and the advisor. However, as previously mentioned, too many
sessions can have drawbacks. As an alternative, students can use GenAl to brainstorm and focus on
their topic. This involves prompt engineering, which requires careful planning and adherence to spe-
cific protocols with GenAl.

To illustrate this, we will use a common dissertation topic: “The level of risk appetite that I'T manag-
ers are willing to take when planning their cybersecurity plan.” This topic is similar to one our stu-
dents have chosen. Our goal was to identify similar topics to explore, so we began our first session
with ChatGPT. We went through four prompts with ChatGPT to narrow our research focus. Each
subsequent prompt was built on the previous one and provided additional information - a process
known as iterative prompt engineering. We prepared these prompts based on the responses we re-
ceived. To illustrate the dialogue, we have included our first prompt in Figure 6 and ChatGPT’s re-
sponse in Figure 7. The complete dialogue is available in the Appendix, Demonstration in Princi-
ples,” to avoid disrupting the flow of this discussion.

I want to write a dissertation on the level of risk appetite I'T managers are willing to take when
planning their cybersecurity strategies. Can you help me find five topics that are relevant to what I
am looking for? I want a list of five related topics that have been discussed in the last three years.

Figure 6. Our first prompt to ChatGPT

Certainly! Based on recent developments in cybersecurity and I'T management, here are five disser-
tation topics that align with your interest in the risk appetite of I'T managers during cybersecurity
planning:

1. Evaluating I'T Managers’ Risk Appetite in the Adoption of Autonomous Al Agents
for Cybersecurity Operations
This topic explores how IT managers assess and manage the risks of integrating autono-
mous Al agents into cybersecurity frameworks, including the potential for Al-driven
breaches and the need for robust identity and access controls.

2. The Influence of Regulatory Compliance on I'T Managers’ Cybersecurity Risk Ap-
petite
Investigate how evolving regulations, such as the New York Department of Financial Ser-
vices” Al cybersecurity guidance, affect I'T managers’ willingness to assume cybersecurity
risks and their compliance strategies.
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3. Assessing the Impact of Cyber Insurance on I'T Managers’ Risk Appetite in Cyber-
security Planning
Analyze how the availability and terms of cyber and data privacy insurance influence IT
managers’ decisions regarding risk tolerance and the implementation of cybersecurity
measures.

4. The Role of Cybersecurity Culture in Shaping I'T Managers’ Risk Appetite
Examine how the development and maturity of an organization’s cybersecurity culture af-
fect IT managers’ perceptions of risk and their approach to cybersecurity planning,.

5. Impact of Security Convergence on I'T Managers’ Risk Appetite in Cybersecurity
Strategies
Explore how the integration of physical and information security functions (security con-

vergence) influences I'T managers’ risk assessments and decision-making processes in cy-
bersecurity planning.

These topics are grounded in recent research and industry developments, providing a contempo-
rary perspective on the factors influencing I'T managers’ cybersecurity risk appetite.

Figure 7. ChatGPT’s response to our First Prompt
LEVERAGINGAI TOOLS FOR WRITING THE LITERATURE REVIEW

Doctoral students typically begin their literature review with some foundational knowledge of their
chosen topic (Ali & Pandya, 2021). From there, they seek more information. Much like other re-
searchers, they often start with a web search. The term “Googling” is commonly used to describe
this process. However, this method rarely yields just the right amount of information. Instead, it of-
ten produces an overwhelming number of results, many of which are only tangentially related to the
topic. Students can quickly become overwhelmed by a tangled web of links and information, leading
to feelings of “information overload” or “swimming in information” (Duran et al., 2022). As a result
of this information overload, a major challenge emerges in managing the vast amount of information
for the literature review. Engaging in prompt engineering can even make the situation worse, leading
to a state of “cognitive overload” in which the brain becomes overwhelmed by the sheer volume of

information (Croskerry, 2013). Figure 8 illustrates the negative outcomes that can result from both
“swimming in information” and “cognitive overload.”

Cognitive Overload

Cognitive resources for analytic
thinking are limited

More decisions made in the intuitive
mode

Figure 8. Cognitive overload (Source: Croskerry (2013)
(https://www.researchgate.net/figure/Effects-of-cognitive-overload figl 262147339)
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While cognitive overload can result from processing a massive amount of information, Al tools de-
signed to handle and manage this “information overload” can help students minimize its negative ef-
fects. We experimented with two such tools: NoteBookLLM and “Learn About”. NoteBookLM al-
lows students to upload various documents. It then analyzes the content, summarizes the infor-
mation, and organizes it with keywords. This tool also provides links that guide the user through
menus and categories, reducing the time a researcher needs to review the material. This allows stu-

dents to let the Al tool organize the information while they focus on the analysis and writing phases
(Dihan et al., 2025).

The second tool, “Learn About”, uses Al to answer questions with visual and interactive guides. Stu-
dents can explore various topics, ask different questions, or upload their own materials to delve
deeper into a chosen subject. This tool helps users gain an initial understanding of a new subject, af-
ter which they can decide whether to explore it further or move on. In essence, students can delegate
tasks to the software to produce summaries and reports, then shift their focus to analyzing the re-
ports from Learn About and deciding what to include in their work.

MATCHINGIN-TEXT CITATIONS WITH REFERENCES USINGAI TOOLS

One of the challenges doctoral students face when writing their dissertations is matching references
with in-text citations. While this may seem like a simple, straightforward task, our experience with
dissertation committees shows that it is far from error-free.

This “easy thinking” may stem from prior experience writing smaller papers with fewer references. In
those cases, matching citations and references is less problematic because the limited number of
sources allows for manual checking and correction of spellings and dates.

However, the situation is different in doctoral dissertations. The number of references and citations
is significantly higher, and the quality of the document is often measured by the number of sources
listed (Ali et al., 2022). With so many references, the likelihood of mistakes increases. Common er-

rors we have observed include:

o Mismatched names: Reference names and citation names do not match due to different spell-
ings.

o Incorrect dates: The date listed in the reference is different from the one in the citation.

o Uncited references: A reference is listed in the bibliography but never cited in the text.

o Missing references: A citation is included in the text but has no corresponding entry in the refer-
ences section.

While these types of errors may seem small, they are common and can be a major source of frustra-
tion for students. An analogy can be drawn to learning a programming language, where a simple syn-
tax error, like a single typo, can render a program inoperable for hours (Liu & Wu, 2018). Students
may meticulously review their code without finding the issue until they realize it was a simple mis-
spelling or a name mismatch.

Similarly, in a dissertation, a high number of references can be confusing, especially when authors are
cited multiple times or have long names. These routines, though not complex, are often best handled
with specialized tools. We believe this is a seamless application for an Al tool like ReciteWorks.

USING RECITEWORKS

Reciteworks is a software designed to find mismatches between references and citations, ensuring ac-
curacy in both “in-text citations” and the reference list. The research document is submitted, and
Recitworks generates three types of reports:

e The first report identifies mismatches between references and citations, specifically noting
errors in:

o Differences in author names between the reference list and in-text citations.
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o Discrepancies in the date of the reference between the two locations.
o Differences in a combination of both the authot’s name and the date.

e The second report lists all references and the number of times each is cited. It also flags ref-
erences that are not cited in the document.

e The third report highlights the document, showing where the references have been cited.

Reciteworks also provides other useful information, such as misaligned references when they are not
sorted correctly. Another valuable piece of information is the Digital Object Identifier (DOI), which
is increasingly important for academic publications as it indicates the integrity of the source (Mondal
& Mondal, 2023).

The ease with which dissertation reviewers can find these errors is notable. They can run the disserta-
tion through Reciteworks, which generates error reports. It is not uncommon to see a report with
hundreds of errors that students must fix gradually. This process can be iterative as students work to
tind and correct every error. Therefore, we strongly suggest that students do not submit their disser-
tations for review until they have addressed the errors identified by Reciteworks.

Now that we have completed the sections of Al literacy and the discussion and findings of this study,
our next step is to explain how this article achieved its research goals and offer pedagogical recom-
mendations.

FULFILLMENT OF THE RESEARCH PURPOSE &
RECOMMENDATIONS

This section is divided into two parts: (1) a review of our initial goals, and (2) a consolidated list of
recommendations for reducing cognitive overload.

FULFILIMENT OF THE RESEARCH PURPOSE

This paper aimed to provide practical pedagogical recommendations for using Al to streamline the
dissertation process. By delegating repetitive tasks to Al, doctoral students can significantly reduce
cognitive overload and redirect their mental energy toward high-level critical analysis. While these
tools and strategies were discussed throughout the previous two sections, this section centralizes
them into a definitive set of explicit recommendations.

PEDAGOGICAL RECOMMENDATIONS

Our recommendations are derived from both a review of current literature and our own practical ex-
perience. Grounded in Cognitive Load Theory, these strategies aim to leverage Al for time-consum-
ing, repetitive tasks, thereby freeing working memory for high-level critical analysis:

o Develop Al Literacy: To use these tools effectively, it is essential to master Al literacy concepts,
most notably Prompt Engineering and Iterative Prompting.

o Acknowledge Al Limitations: Al output should never be treated as “faultless.” Users must re-
main vigilant, as models frequently exhibit biases or generate factually incorrect information
(e.g., hallucinations).

o Streamline Data and Literature Management: Managing the high volume of articles and data re-
quired for a dissertation can be overwhelming. Tools like Scrivener, Perplexity, and Elicit can
help organize this information more efficiently.

o Refine Research Scope through Brainstorming: Narrowing a dissertation topic is an iterative process.
Generative Al is highly effective for brainstorming and refining research questions.

o Utilize Specialized Visnalization Tools: For more structured brainstorming and mind-mapping,
specialized tools such as Wondershare EdrawMind, Hypotenuse (Hypewrite), Whimsical,
ContextMinds, and Ayoa are recommended.
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o Eunbance the Literature Review: To navigate the challenges of a comprehensive literature review,
researchers could utilize tools like ResearchRabbit, Scrivener, and Notebookl.M.

o Ensure Citation Accnracy: Discrepancies between in-text citations and reference lists are a ma-
jor source of error. We recommend using Reciteworks or Grammarly to ensure all references
are accurately matched and formatted.

o Adhere to Ethical Al Principles: Maintaining academic integrity is of paramount importance.
While we have introduced the “Red Line of Academic Integrity,” researchers must also con-
sult their specific institutional guidelines. Tools like Grammartly or Co-Writer can further
help identify duplicate content and avoid plagiarism.

CONCLUSION

This study addressed the significant adoption gap of Artificial Intelligence (Al) tools in doctoral edu-
cation, focusing on the complex process of dissertation writing. While Al technology is evolving rap-
idly, academic institutions have been slow to adopt it, primarily due to concerns about ethical use. It
has become essential to explore how powerful Al tools can be leveraged effectively and ethically
within the academic environment. Through a comprehensive literature review, this paper delineated
the challenges doctoral students face during the dissertation process and identified specific Al tools
and models that can mitigate these difficulties at various stages of the dissertation.

Our findings strongly indicate that doctoral students can benefit from integrating Al tools into their
dissertation writing process. While we acknowledge valid concerns about academic integrity and po-
tential misuse, the proper application of Al can streamline processes, improve efficiency, and help
students navigate the complexities of doctoral research.

We have discussed the utility of Generative Al (GenAlI) models like ChatGPT and Gemini for brain-
storming and refining research topics through iterative prompt engineering. This interactive approach
can help students overcome “mental fog”” and narrow broad ideas into manageable dissertation top-
ics. This serves as an alternative to traditional advisor-student brainstorming sessions, which are
sometimes limited by the advisor’s availability or the student’s evaluation of anxiety.

We have also highlighted the role of specialized Al tools in managing the “information overload”
that is common during a dissertation literature review. Tools like NotebookLM and LearnAbout can
organize and summarize vast amounts of information and present data in a more manageable format.
This reduces cognitive load, allowing students to focus on critical analysis and synthesis. Another
crucial, but often overlooked, challenge is accurately matching in-text citations to reference lists, a
problem ReciteWorks addresses robustly.

We discussed the inherent drawbacks and ethical considerations associated with Al. Al is prone to
factual inaccuracies or “hallucinations,” biases stemming from questionable training data, and failures
in context handling; for example, mixing up Apple, Inc. with the fruit apple, which one of the au-
thors sadly observed in a student’s paper. This also includes the concerning proliferation of “deep-
fakes.” Therefore, users must exercise discernment and ethical judgment.

RECOMMENDATIONS FOR FUTURE STUDIES

The use of Al in education is continually evolving, which presents numerous avenues for future re-
search. One critical area is to examine Al adoption rates in doctoral programs, specifically assessing
how institutional policies, faculty training, and student awareness influence the integration and effec-
tive use of Al tools. Such studies could provide valuable insights into the best practices for fostering
an Al-literate academic environment. Once a baseline is established, it would be interesting to con-
duct a longitudinal study of the Al adoption rate.

Further research could also examine the pedagogical implications of Al integration. How can doc-
toral advisors and mentors be better equipped to guide students in the ethical and effective use of
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AI? This could involve developing specialized training programs, creating standardized curricula for
Al literacy in doctoral studies, or exploring the impact of Al on the mentor-mentee relationship.

Finally, another area of future investigation that would be beneficial is the impact of Al tools on the
quality and originality of dissertations. While this suggested study focuses on the utility of Al, an ana-
Iytical study comparing the characteristics of dissertations written with Al assistance versus those
without it could be undertaken in the future. Such an analysis could provide empirical evidence of
Al’s influence on research depth and overall academic contribution.
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APPENDIX: DEMONSTRATION IN PRINCIPLES

A common teaching/learning method educators use when asking students to complete assignments
is through the “demonstration in principles”. In this method, the educator presents concepts or prin-
ciples, demonstrates to students the steps to complete the assignment, and then assigns students’
work that follows the demonstrated steps in different settings. We followed this approach in writing
this paper. We presented concepts and principles before; now is the time to demonstrate how to use
iterative prompt engineering to focus the dissertation topic. This lays the ground for students to use
the iterative prompt engineering concept, to follow these steps, and to narrow down the topic of
their dissertation.

Our demonstration goes through four steps of using iterative prompt engineering. We start with an
open and general question about a particular topic. We used ChatGPT for our demonstration.
ChatGPT replied to us, we used its prompt and, with our experience and through iterations, devel-
oped a more focused research topic that is being discussed for a doctoral dissertation. To demon-
strate our approach (and the four iterative questions we asked ChatGPT), we present our first ques-
tion below. Figure A1 shows the first question we asked ChatGPT.

I want to write a dissertation about the level of risk appetite that I'T managers are willing to take
when planning for their cybersecurity plan. Can you help me with finding five topics that are rele-
vant to what I am looking for. I just want a list of five related topics that have been discussed in
the last three years.

Figure Al. Our first question to ChatGPT

Figure A2 is the ChatGPT response we received to the first question about the dissertation topic. As
shown, ChatGPT listed five narrower (focused) topics as relevant to the general topic we listed first.

Certainly! Based on recent developments in cybersecurity and I'T management, here are five disset-
tation topics that align with your interest in the risk appetite of I'T managers during cybersecurity
planning:

1. Evaluating I'T Managers’ Risk Appetite in the Adoption of Autonomous Al Agents
for Cybersecurity Operations
This topic explores how I'T managers assess and manage the risks associated with integrat-
ing autonomous Al agents into cybersecurity frameworks, considering the potential for
Al-driven breaches and the need for robust identity and access controls.

2. The Influence of Regulatory Compliance on I'T Managers’ Cybersecurity Risk Ap-
petite
Investigate how evolving regulations, such as the New York Department of Financial Ser-
vices” Al cybersecurity guidance, impact I'T managers’ willingness to assume cybersecurity
risks and their strategies for compliance.

3. Assessing the Impact of Cyber Insurance on IT Managers’ Risk Appetite in Cybet-
security Planning
Analyze how the availability and terms of cyber and data privacy insurance influence IT
managers’ decisions regarding risk tolerance and the implementation of cybersecurity
measures.

4. 'The Role of Cybersecurity Culture in Shaping I'T Managers’ Risk Appetite
Examine how the development and maturity of an organization’s cybersecurity culture af-
fect IT managers’ perceptions of risk and their approach to cybersecurity planning,

5. Impact of Security Convergence on I'T Managers’ Risk Appetite in Cybersecurity
Strategies
Explore how the integration of physical and information security functions (security con-
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vergence) influences I'T managers’ risk assessments and decision-making processes in cy-
bersecurity planning,

These topics are grounded in recent research and industry developments, providing a contempo-
rary perspective on the factors influencing I'T managers’ cybersecurity risk appetite.

Figure A2. ChatGPT’s prompt to our first question

ChatGPT answered our question and listed the five topics we asked about, each with a brief descrip-
tion. But we want to narrow the topic further, so our iterative question this time focused on one of
the five questions listed. So, our follow-up question (question #2) in Figure A3.

ChatGPT, thanks for this information, but please give us about one more page of information on
this topic. Evaluating I'T Managers’ Risk Appetite in the Adoption of Autonomous Al Agents for
Cybersecurity Operations.

Figure A3. ChatGPT’s prompt to our iterative Question #2

ChatGPT’s response to the follow-up question (Question #2) is shown in Figure A4. It focused the
answer on the topic we selected and explained it further.

As artificial intelligence continues to evolve, many organizations are exploring autonomous Al
agents to bolster cybersecurity defenses. These agents can automate threat detection, incident re-
sponse, and even predictive analysis. However, the adoption of such technology introduces new
and complex risk considerations. This dissertation examines the risk appetite of IT managers when
integrating Al-driven agents into their cybersecurity frameworks.

The core of the study would examine how IT managers evaluate the trade-offs between increased
efficiency and potential vulnerabilities introduced by Al. Key concerns include algorithmic bias,
lack of transparency in decision-making, and the possibility of adversarial attacks exploiting the Al
systems themselves. I'T managers must balance the desire for innovation and automation with the
necessity for control, accountability, and compliance with regulatory standards.

This topic would benefit from interviews, surveys, or case studies of organizations that have begun
adopting Al tools in their security architecture. It could also explore how different sectors (e.g.,
finance, healthcare, government) approach Al risk differently, as well as how factors like organiza-
tional culture, budget, and leadership support influence risk tolerance. By understanding these dy-
namics, this research can contribute to a deeper understanding of how risk appetite shapes the
adoption of transformative cybersecurity technologies.

Figure A4. ChatGPT’s prompt to our Question #2

ChatGPT’s prompt gave us more information about the topic we selected. We want to focus more
on the one topic we selected. So we asked ChatGPT another iterative question to give us more infor-
mation about the topic we selected. Our iterative Question #3 is shown in Figure A5.

Can you list three articles on this topic published in the last two years? Include the information in
APA format, including DOI for the three articles.

Figure A5. Our iterative Question #3 to ChatGPT

ChatGPT was properly prompted and provided information on the three relevant references and the
Dol (Figure AG).
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Certainly! Here are three scholarly articles from the past two years that discuss the adoption of au-
tonomous Al agents in cybersecurity and the associated risk considerations for I'T managers. Each
entry is formatted in APA style, including DOI links where available:

1. Ligo, A. K., Kott, A., & Linkov, 1. (2022).
Autonomons cyber defense introduces risk: Can we manage the risk?
arXiv. https://doi.org/10.48550/arXiv.2201.11148

This paper examines the integration of autonomous cyber defense systems, highlighting the poten-
tial risks such as unintended harm due to machine learning training, algorithmic feedback, and
constraints. It emphasizes the need for trust in autonomous cyber defenses, which is crucial for IT
managers when considering the adoption of such technologies. arXiv

2. Ee, S., O’Brien, J., Williams, Z., El-Dakhakhni, A., Aird, M., & Lintz, A. (2024).
Adapting cybersecurity frameworks to manage frontier Al risks: A defense-in-depth approach.
arXiv. https://doi.org/10.48550/arXiv.2408.07933

This article discusses the evolving threat landscape due to frontier Al development and proposes a
multi-layered approach to risk management. It outlines strategies such as functional, lifecycle, and
threat-based approaches to identify and manage Al-related risks, providing I'T managers with
frameworks to assess their risk appetite in the context of Al adoption. arXiv

3. Farber, S. (2024).
Tackling Al risk requires a new governance framework.
Palo Alto Networks Blog. https://www.paloaltonetworks.com/blog/cloud-security/ai-risk-gov-

ernance-framework/

This blog post addresses the novel security risks and governance challenges introduced by rapidly
advancing Al technologies. It emphasizes the importance of developing a nuanced governance
framework to assess and manage Al risks, which is essential for I'T managers when determining
their organization’s risk appetite in cybersecurity planning.

Figure AG. ChatGPT provides article list with Dol information

A note to make here: although ChatGPT listed the references with Dol, there were some mismatches
between the references and the Dol information; thus, we recommend always checking the accuracy
of GenAl’s prompts. After going through all the iterative steps with ChatGPT, we wanted to express
our thanks (Figure A7).

Thanks, ChatGPT, that was very useful, I will come back to you tomorrow.

Figure A7. Thanks to ChatGPT after iterative prompts

ChatGPT was even more professional and kindly responded to our eatlier request (Figure AS).

You’re very welcome—I’m glad I could help! Good luck with your research, and I’ll be here when-
ever you’re ready to continue. Have a great day!

Figure A8. ChatGPT responded to our thanking it for working with us
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