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ABSTRACT

Aim/Purpose Generative artificial intelligence (GAI) tools based on Large Language Models
(LLMs) are increasingly used to enrich knowledge, support decision-making,
and generate new content. However, as beneficial as these tools may be, they
also store vast amounts of information, which might jeopardize users’ privacy
and data protection. Thus, users who wish to maximize the benefits of GAI
tools must relinquish some of their privacy, a phenomenon known in the litera-
ture as the “privacy paradox.”

Background This research aims to determine whether users experience privacy concerns
when using GAI tools by examining the relationships among privacy concerns,
trust in Al operators, and actual usage patterns among students. It considers
different theoretical models (Privacy Calculus, TAM, and UTAUT) to detet-
mine if perceived benefits outweigh the risks of information disclosure.

Methodology To examine this issue, a quantitative pilot study was conducted using closed-
ended questionnaires distributed to 121 students in Israel. Data were analyzed
using Pearson correlations and a stepwise multivariate linear regression to iden-
tify predictors of GAI tool usage.

Contribution This study contributes to the body of knowledge by being the first to examine
GAI privacy perceptions within Israeli academia. It challenges the universal ap-
plicability of the privacy paradox by demonstrating that, in this specific con-
text, trust and proficiency are more decisive than privacy concerns.

Findings The findings indicate that Al-related privacy concerns have no significant cor-
relation with the amount of GenAl tool usage. However, higher levels of trust
in the operators of GenAl tools were found to positively affect the amount of
GenAl tool use and Internet proficiency.
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Privacy Perceptions in Using Generative Al Tools Among Israeli Students

Recommendations  Operators of GAI tools should prioritize transparency regarding data collection

for Practitioners and usage to build user trust, which directly influences adoption rates. Educa-
tional institutions should integrate Al literacy programs to increase students’
proficiency, thereby fostering more confident and effective use of Al tools.

Recommendation ~ Researchers should move beyond simple correlational studies to explore causal

for Researchers links between emotional engagement and data disclosure. It is also recom-
mended to use validated, multidimensional scales to measure privacy concerns
rather than broad self-reports.

Impact on Society ~ The findings suggest that as users feel safe and knowledgeable about digital
risks, their intent to utilize GAI increases, potentially accelerating the integra-
tion of Al into work and study processes.

Future Research Future studies should employ larger, more diverse samples across multiple in-
stitutions to test the generalizability of these findings. Additionally, a mixed-
methods approach, including qualitative interviews, could provide a deeper un-
derstanding of the privacy paradox.

Keywords Generative Al, privacy concern, privacy paradox

INTRODUCTION

The Internet continues to evolve in tandem with the online services it provides. If Web 2.0 revolu-
tionized the Internet, turning users from passive readers to active content creators, the emerging
Web 3.0 era has further revolutionized the Internet, incorporating intelligent bots and learning ma-
chines into users’ workflows (Gan et al., 2023). Today, online users utilize generative artificial intelli-
gence (GAI) tools based on large language models (LLMs) for diverse activities, such as gathering in-
formation and writing, editing, or developing content (Tomlinson et al., 2025). However, as benefi-
cial as these tools may be, they also store vast amounts of information that may not be propetly pro-
tected and may even be disseminated to third parties. This may elevate users’ privacy concerns (Zhou
& Wu, 2025).

But even if users are concerned about how their data is handled by GALI tools, it might not be
enough to change their behavior and keep them from using these extremely beneficial tools. The dis-
crepancy between individuals’ stated privacy concerns and their actual behavior is a widely discussed
phenomenon in the literature referred to as the “privacy paradox” (Barnes, 2006; Norberg et al.,
2007). Past research found that despite their attitudes and intentions, users voluntarily disclose per-
sonal information online (Debatin et al., 2009; Dienlin & Trepte, 2015; Guo et al., 2016; Weinberger
et al., 2017). Several hypotheses have been suggested to explain users’ online self-disclosure behavior,
including the knowledge gap hypothesis — a lack of awareness of the risks posed by information dis-
closure (Barnes, 2006; Debatin et al., 2009) or a lack of knowledge regarding privacy-enhancing tools
and techniques (Trepte et al., 2015), and the uses and gratification theory — a lack of willingness to
forfeit the benefits of information disclosure, such as social benefits (Debatin et al., 2009; Trepte et
al., 2015). In addition, a theory of optimistic bias, also known as unrealistic optimism or comparative
risk judgments (Weinstein, 1989), was considered as an explanation of online self-disclosure where
users perceive themselves to be less vulnerable to these risks than their peers (Baek et al., 2014; H.
Cho, 2012; H. Cho et al., 2010).

Some studies even examined this phenomenon in the context of GAI tools usage. Victor-Nyebuchi
(2025) discovered that privacy concerns negatively impact users’ trust in Al systems, despite their
recognition of the benefits of personalization. However, other studies (Choi et al., 2025; Olatunde &
Mohamed, 2025) found that users who distrust Al privacy still engage with Al-powered tools
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(Olatunde & Mohamed, 2025) and that the potential benefits of personalization might outweigh pri-
vacy concerns (Choti et al., 2025).

This research aims to identify whether users experience privacy concerns while using GAI tools. The
research will build on previous studies that investigated these issues and will strive to add to the exist-
ing literature by examining them among students, who tend to have a higher digital orientation and
proficiency in the online environment and are thus expected to further stress the privacy paradox dis-
crepancy. The main research question sought to verify whether this is indeed the case: do privacy
concerns influence engagement with GAI tools (RQ1), and does trust play a role in the decision to
use these tools (RQ2)? In addition, as socio-demographic factors were also found in the past to be
associated with privacy-protective behavior (e.g., Dinev & Hart, 2005; Thelwall & Vis, 2017), this re-
search examined whether and to what extent socio-demographic factors (gender, age, and education)
affect privacy concerns (RQ3a) and GAI tool usage (RQ3b). Finally, the study examined the main
factors that predict the amount of GAI tool usage (RQ4). While studies investigating the influence of
privacy concerns among university students regarding GAI use (e.g., Wang et al., 2025) are currently
very few, as far as we know, this is the first study to examine these issues in Isracli academia.

Despite the growing body of literature on Al adoption, a significant research gap remains regarding
how privacy concerns manifest in academic environments, particularly in Israel. This study addresses
this gap by examining the interplay between trust, internet proficiency, and GAI usage among stu-
dents.

RELATED WORK

The literature review consists of two scopes: first, it explores the trade-off between the benefits of
self-disclosure and users’ willingness to protect their privacy; second, it reviews the rise in the use of
generative Al (GAI) tools and surveys the privacy issues related to them.

THE BENEFITS OF SELF-DISCLOSURE VERSUS THE WILLINGNESS FOR
PRIVACY PROTECTION

To understand why students use GAI despite potential risks, we must first examine the psychological
and economic trade-offs inherent in online interactions.

The online world has become an integral part of our everyday lives and, as such, customer-provider
interactions often mirror those in the physical world. Thus, as in “real life,” the constant engagement
between users and online service providers often raises tensions that result in protective behavior
(Chellappa & Sin, 2005). Commercial entities on the Internet routinely examine customers’ online be-
havior to gain insights into their purchasing habits and preferences (Punj, 2017). Furthermore, com-
panies request access to personal data to customize advertisements and product recommendations,
aiming to boost sales (Bandara et al., 2020; Dinev & Hart, 2005; Zeng et al., 2021). According to
Dinev and Hart (2000), in electronic commerce transactions, users act according to the privacy calcu-
lus model, i.e., weighing the risks and benefits of disclosing their information. Previous studies found
that users are generally willing to sacrifice a certain degree of their privacy for the benefits of person-
alization, and this exchange may be beneficial for both the sellers and the consumers (Karwatzki et
al., 2017); however, when consumers feel that the invasion of their personal space is excessive and
their privacy concern rises, they might forfeit the benefits of online personalization and engage in pri-
vacy protective behavior (Awad & Krishnan, 2006; Chellappa & Sin, 2005; Sheng et al., 2008; Smith
et al., 2011). Socio-demographic factors might also influence privacy concerns and self-disclosure.
Higher levels of education have historically been associated with greater concern about online privacy
(Rainie et al., 2013; Sheehan, 2002). Thelwall and Vis (2017) found that women are more concerned
about their online privacy than men and tend to engage more in privacy-protective behavior. Van
den Broeck et al. (2015) reported that younger adults exhibit higher privacy concerns than older
adults.
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The equilibrium between self-disclosure and privacy protection is thoroughly discussed in past stud-
ies in relation to the personalization-privacy trade-off (Karwatzki et al., 2017; Weinberger & Bouhnik,
2018) and the privacy paradox, i.c., the discrepancy between users’ online privacy attitudes and their
actual behavior that reflects the opposite (Barnes, 2006; Norberg et al., 2007; Weinberger et al.,
2017). These trade-offs have been investigated in the context of different online activities, including
e-commerce (Awad & Krishnan, 2006; Chellappa & Sin, 2005), social media engagement (Debatin et
al., 2009; Lee et al., 2013; Taddicken, 2014), and even usage of music streaming applications (Wein-
berger & Bouhnik, 2018).

They were also examined in the context of the Technology Acceptance Model (TAM) (Davis, 1986,
1989), an information systems theory that explains how users come to accept and use a technology.
The model suggests that when users are presented with a new technology, certain factors, such as
perceived ease of use and perceived usefulness, affect their decision about how and when they will
use it (Saadé & Bahli, 2005; Silva, 2015). Pavlou (2003) also integrated trust and perceived risk into
TAM, highlighting trust’s critical role in reducing the high perceived risk and uncertainty inherent in
impersonal, online transactions. The new model suggests that building trust and reducing perceived
risk are equally important to ensure user engagement. Venkatesh et al. (2003) developed an even
more evolved model that combined eight prominent IT adoption models, including TAM, to deter-
mine user acceptance and technology usage behavior. The Unified Theory of Acceptance and Use of
Technology (UTAUT) consists of four core elements: Performance Expectancy (the belief using the
system will improve job performance), Effort Expectancy (the perceived ease of using the technol-
ogy), Social Influence (the user’s perception that important others believe they should use the new
system), and Facilitating Conditions (the belief that an organizational and technical infrastructure ex-
ists to support the use of the system). These four elements are moderated by gender, age, experience,
and voluntariness of use.

The traditional privacy paradox, largely studied in social media and e-commerce, takes on a new di-
mension with the emergence of newer technologies based on artificial intelligence (Al) and the Inter-
net of Things (IoT), particularly LLM-powered generative Al platforms, which present an even
greater challenge. While these technologies offer significant advantages for personal convenience,
they simultaneously introduce new concerns regarding user privacy (Conger et al., 2013).

THE RISE OF GAI TOOLS AND THE DANGERS TO ONLINE PRIVACY

Building on these general privacy theories, the rapid adoption of LLM-based GAI tools presents a
unique case study in how users navigate trust and transparency.

The expansion of generative Al algorithms has led to the development of conversational Al services,
such as OpenAl’s ChatGPT, Google’s Gemini, and Anthropic’s Claude, which can provide immedi-
ate responses on almost any subject (K. Cho et al., 2025). Due to their ease of use, GAI tools are in-
creasingly adopted by online users for tasks such as information retrieval, content creation, editing,
and development (Tomlinson et al., 2025). These tools ate also used in different fields, including edu-
cation (Nguyen, 2025), art (Epstein et al., 2023), academic research (Perkins & Roe, 2025), and even
healthcare (Uprety et al., 2023), to enhance capabilities and develop novel methods to advance them.

Despite their wide utility, GAI tools raise privacy concerns because they store substantial amounts of
information that may not be adequately protected or shared with third parties (Zhou & Wu, 2025).
This is despite international data protection standards, such as the EU’s General Data Protection
Regulation (GDPR), pushing for “algorithmic transparency” in Al development and deployment
(Chaudhary, 2024). Thus, when the user secks to use these tools, they might face the aforementioned
dilemma: whether to harness the many benefits of GAI tools at the expense of their privacy or to
keep their personal information safe while losing some of those benefits.

Previous studies investigated the possible effect of privacy-related issues on users’ intent to use GAI
tools. Wang et al. (2025), who investigated these issues among university students, found that privacy
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concerns are among the most critical ethical issues in the application of GAI tools. Chakraborty et al.
(2025) examined how privacy concerns impact the use of GAI tools within the hospitality sector.
Their findings indicated that while privacy concerns initially reduce users’ likelihood of engaging with
GAI tools, this negative effect diminishes as users gain a better understanding of the associated risks.
Likewise, Victor-Nyebuchi (2025), who explored Al-driven personalization in social media market-
ing, found that privacy concerns negatively affect trust in Al systems, despite users’ awareness of the
benefits of personalization. The study found that privacy awareness might trigger cautious behaviors,
such as regularly adjusting privacy settings or limiting interactions with personalized advertisements.

On the other hand, Meng and Liu (2025) reported that emotional engagement with GAI tools can
influence users’ privacy-related decisions. They found that an emotional connection to a GAI tool,
such as feeling understood by the chatbot, can make users disclose information, even when they are
aware of privacy risks. Choi et al. (2025) found that while most GAI users experience privacy con-
cerns about data leaks and disclosures without consent, the potential benefits of personalization out-
weigh these concerns, vividly reflecting the privacy paradox. This phenomenon is further supported
by Olatunde and Mohamed (2025), whose research indicated that many users continue to interact
with Al-powered tools despite having distrust concerning Al privacy.

This research seeks to determine whether users, particularly students, experience privacy concerns
when using GAI tools and whether these concerns influence their intent to use them. In addition, it
examines whether trust and socio-demographic factors affect these decisions. Finally, the research
variables are used in a predictive model to identify the main factors that predict the amount of GAI
tool usage. While previous studies examined these issues in general contexts (such as social media),
there is a research gap regarding generative Al within specific cultural and educational frameworks,
such as Israeli technical educational institutions. This study fills that gap by examining whether trust
and internet proficiency can overcome privacy concerns in a high-stakes academic environment.

METHODOLOGY

To examine the earlier described issues, we conducted a pilot study among 121 students from the Je-
rusalem College of Technology: (52.1%) men and (47.9%) women (age range: 18-34), via a quantita-
tive method, using online closed-ended questionnaires. Table 1 presents the demographic characteris-
tics of the sample.

Table 1. Demographic distribution of the sample

Variable N (%)
Sex Male 063 (52.1%)
Female 58 (47.9%)
Age Lower (17-19) 62 (51.2%)
Intermediate (21-22) 30 (24.8%)
Upper (23+) 29 (24.0%)
Birth Place  |Israel 109 (90.1%)
Other 12 (9.9%)
Departments |Electrical/Electro-Optics Engineering 34 (28.1%)
Industrial Engineering 15 (12.4%)
Computer Science/Software Engineering | 62 (51.2%)
Information Science/Bioinformatics 7 (5.8%)
Pharmaceutics 3 (2.5%)
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The study was conducted in accordance with the American Psychological Association (APA) ethical
requirements. The participants were informed that the questionnaire is anonymous and that the gath-
ered information will be used for research purposes only. The closed-ended questionnaire consisted
of 14 items.

RESEARCH VARIABLES AND VALIDATION METHOD

The questionnaire used in the study comprised 14 items (see Appendix), organized into five distinct
sections. The first section (Part A, items 1-5) focused on demographic vatiables, including gender, age,
birthplace, department, and self-reported Internet proficiency. These variables have previously been
linked to privacy concerns and privacy-protective behavior (e.g., Dinev & Hart, 2005; Thelwall & Vis,
2017). The second section (Part B, item 6) addressed participants’ general level of concern about pro-
tecting their personal information online. The #hird section (Part C, item 7) sought to verify whether
the participant uses GAI tools. Participants who replied “No” did not complete the rest of the ques-
tionnaire. The fourth section (Part D, items 8-9) explored the extent of participants’ use of the GAI tool
and whether they have a paid account for any of the tools they use. The fifh section (Part E, items 10-
14) assessed participants’ privacy-related concerns regarding GAI tools and their level of trust in the
GALI tool operators. These variables have been examined in the literature (e.g., Olatunde & Mo-
hamed, 2025).

Based on the above-described questionnaire, the following research variables were defined. Research
questions that are addressed by specific variables and statistical procedures appear in parentheses.
Other variables and statistical procedures were tested for descriptive purposes.

1. Socio-demographic variables:

e Gender — male/female (part A, item 1).

e Age —varied between 17 and 34 (part A, item 2).

e Birthplace — Israel/other (part A, item 3).

e Department — choose one of 12 options (part A, item 4).

e Internet proficiency level (part A, item 5) was measured by a single indicator assessing
participants’ self-reported proficiency with computers and the Internet. The participants’
responses were recorded on a Likert scale with ratings ranging from 1 (not proficient at
all) to 5 (very high level of proficiency).

The differences between the socio-demographic subgroups with regard to the dependent
variable (tendency toward identity falsification) were examined using a series of t-tests and
ANOVA.

2. General privacy concern:

e The level of privacy concern (part B, item 6) was measured using a single indicator as-
sessing participants’ concern about protecting their online information. The participants’
responses were recorded on a Likert scale with ratings ranging from 1 (not concerned at
all) to 5 (very highly concerned).

3. GAI usage:
e GAI usage (Part C, item 7) — a binary variable indicating whether participants used GAI
tools. It was mostly used to filter out the participants who do not use these tools. Partici-
pants could respond “Yes” (coded as 1) or “No” (coded as 0).

4. GAI usage habits:

e  GAI usage frequency (Part D, item 8) was measured using a single indicator that assessed
participants’ use of GAI tools. The participants’ responses were recorded using a Likert
scale with ratings ranging from 1 (rarely) to 5 (usually).
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e Paid account (Part D, item 9) - this was a binary variable that examined whether the user
has a paid account on one of the GAI tools that they use. The participants could either
respond “Yes” (coded as 1) or “No” (coded as 0).

5. GAI privacy concern:

e GAI personal information disclosure (Part E, item 10) was a binary variable indicating
whether participants had ever disclosed their personal details to the GAI chatbot. Partici-
pants could respond “Yes” (coded as 1) or “No” (coded as 0).

e GAI trust (Part E, item 11) was measured by one indicator that examined the partici-
pants’ level of trust in the operators of the GAI tools they use. The patticipants’ re-
sponses were recorded on a Likert scale with ratings ranging from 1 (not concerned at all)
to 5 (very highly concerned).

e GAI privacy concern (Part E, item 12) was measured by one indicator that examined the
participants’ level of concern for the protection of their information while using GAI
tools. The participants’ responses were recorded on a Likert scale with ratings ranging
from 1 (not concerned at all) to 5 (very highly concerned).

e GAI data dissemination concern (Part E, item 13) was measured by one indicator that ex-
amined the participants’ level of concern for the dissemination of the data they provide
using GAI tools to external parties. The participants’ responses were recorded on a Likert
scale with ratings ranging from 1 (not concerned at all) to 5 (very highly concerned).

e GAI profiling concern (Part E, item 14) was measured by one indicator that examined
the participants’ level of concern that the data they reveal to the chatbot will be used to
profile their online accounts. The participants’ responses were recorded on a Likert scale
with ratings ranging from 1 (not concerned at all) to 5 (very highly concerned).

The scale used to measure privacy concerns (Part B, item 6, Part E, items 12-14) demonstrated high
internal consistency, with a Cronbach’s alpha of a = 0.74.

To predict the amount of GAI tool usage in the context of privacy preservation, we performed a
multivariate linear regression analysis, controlling for gender, age, Internet proficiency, privacy con-
cerns when using GAI tools, and trust in the operators of GAI tools. While the sample size (N =
121) is appropriate for a pilot study, it provides sufficient statistical power to detect medium-to-large
effect sizes (f2 = 0.15) in a multivariate linear regression.

FINDINGS

Almost 96% of the participants (N = 116) reported using GALI tools for various purposes, including
work (24%), studies (94%), and personal needs (84%), with 9% having a paid account on at least one
service.

The participants reported medium-high levels of general privacy concern while using the Internet (M
= 3.36, SD = 1.24). They showed similar, though slightly lower, levels of concern while using GAI
tools (M = 3.10, SD = 1.28). There is a strong, positive Pearson correlation between these two varia-
bles (¢(114) = 0.58, p<0.001). These findings also align with low-to-medium levels of trust in the op-
erators of the GAI tools M = 2.47, SD = 1.09).

The participants also showed medium-high concern about the dissemination of the data they provide
using GAI tools to external parties (M = 3.27, SD = 1.37) and about the possibility that this data will
be used to profile their online accounts (M = 3.25, SD = 1.28). There is a positive, medium Pearson
correlation between GAI privacy concern and each of these two variables (1(114) = 0.46, p<0.001;
r(114) = 0.33, p<0.001).

RQ1. Do privacy concerns influence engagement with GAI tools?

RQ2. Does trust play a role in the decision to use GAI tools?
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We did not find correlations between participants’ privacy concerns when using GAI tools and their
usage amount (r(114) = 0.37, p>0.05) or their tendency to reveal personal details to the chatbot
(r(114) = 0.15, p>0.05). However, we did find a positive correlation (though weak) between the par-
ticipants’ level of trust in the operators of the GAI tools and their usage amount (r(114) = 0.29,
p<0.01), i.e., the higher the level of the participant’s trust in the chatbot, the higher the usage
amount.

RQ3a. Whether and to what extent socio-demographic factors (gender and age) affect privacy
concerns?

RQ3b. Whether and to what extent socio-demographic factors (gender and age) affect GAI
tool usage?

As for demographic differences, we did not find significant demographic differences regarding pri-
vacy concerns or GAI tool usage. However, we did find significant differences between the age
groups regarding the tendency to reveal personal details to the GAI chatbot (F(2,113) = 5.22,
p<0.01), with the intermediate age group (21-22) having the highest tendency to reveal details, fol-
lowed by the lower age group (17-19).

RQ4. What are the main factors that predict the amount of GAI tool usage?

Subsequently, we examined the role of some of the aforementioned factors in predicting the amount
of GAI tool usage. A multivariate linear regression analysis was therefore performed, using the vari-
ous independent variables described in the Methods section. The regression was conducted using the
stepwise method, which considers only significant variables. Table 2 presents the regression coeffi-
cients for predicting the amount of GAI tool usage in the context of privacy preservation.

Table 2. The linear regression coefficient
for predicting the amount of GAI tool usage

Predictors | Dependent variable: The extent of GAI tool usage
B8 SE B t
Al Trust 0.29 0.09 0.29 3.24%%
Proficiency 0.18 0.09 0.18 1.99%

*p<0.05, **p<0.01

Table 2 shows that the regression for predicting the amount of GAI tool usage was significant,
F(2,113) = 7.52, p<0.01, with the predictor variables: trust in the operators of GAI tools and Inter-
net proficiency, accounting for 11.7% of the explained variance (trust was found more significant
than proficiency).

As participants’ trust in GAI tool operators increases, so does usage. Namely, the higher the partici-
pants’ trust in the operators of GALI tools, the more likely they are to use them. Additionally, the re-
sults suggest that participants with higher Internet proficiency tend to use GAI tools more fre-
quently.

DISCUSSION AND CONCLUSION

LLM-based Generative Al tools have become an integral part of our lives, helping users learn, make
informed decisions, and create high-quality content with ease. However, along with the widespread
benefits of the tools, significant risks to users’ privacy also arise. This puts users in a constant di-
lemma over whether to relinquish their privacy for the benefits of using GAI tools or to preserve it
at any cost.



Weinberger & Bouhnik

In contrast to previous studies that found privacy concerns negatively affect users’ intent to use GAI
tools (Chakraborty et al., 2025; Victor-Nyebuchi, 2025), this research found that Al-related privacy
concerns have no significant correlation with the amount of GAI tool usage (1(114) = -0.37, p>0.05)
or the users’ tendency to reveal personal details to the chatbot (r(114) = 0.15, p>0.05) (RQ1). Thus,
the privacy paradox is not observed in this specific sample. However, we found a positive correlation
between participants’ level of trust in the operators of the GAI tools and their use of the tools (r(114)
=0.29, p<0.01) (RQ?2), indicating that users who have higher trust in the chatbot use it more. This
finding partially contradicts earlier findings indicating that users continue to interact with Al-powered
tools despite having distrust concerning Al privacy (Olatunde & Mohamed, 2025).

As for demographic differences, despite earlier studies that found privacy concerns might be influ-
enced by socio-demographic factors, such as education (Rainie et al., 2013; Sheehan, 2002), gender
(Thelwall & Vis, 2017), and age (Van den Broeck et al., 2015), this research did not reveal significant
demographic differences regarding privacy concerns or GAI tool usage (RQ3a and RQ3b); however,
we did find significant differences between the age groups regarding the tendency to reveal personal
details to the GAI chatbot (F(2,113) = 5.22, p<<0.01), with the intermediate age group (21-22) having
the highest tendency to reveal details, followed by the lower age group (17-19).

Finally, a multivariate linear regression was employed to examine the main factors that predict the
amount of GAI tool usage (RQ4). The regression found that as participants’ trust in the operators of
GALI tools and their internet proficiency increase, so does their use of GAI tools. This shows that as
users feel safe and knowledgeable about the dangers to their personal information, their intent to use
GAI tools increases. This finding supports I'T adoption models, such as Pavlou’s (2003) improved
TAM model, which claims that trust reduces users’ perceived risk and improves user engagement
with online platforms.

In light of these findings, we call on the operators of GAI tools to increase transparency about the
information their services collect, build user trust, and reduce privacy concerns. This may benefit
them and their customers in the long run.

LIMITATIONS AND FUTURE RESEARCH

While this study provides early insights into GAI adoption in Israeli academia, several limitations
must be acknowledged. First, as a pilot study with a sample of 121 students from a single technical
institution, the findings may not be generalizable to the broader Israeli population or global student
bodies. The sample also featured a high concentration of students from engineering and computer
science departments (approximately 80%), who likely possess above-average technical literacy. Sec-
ond, the research relied on self-reported measures for “usage amount” and “internet proficiency,”
which are subject to subjective bias. Third, the cross-sectional design captures a “snapshot” in time;
as GAI tools evolve and regulatory frameworks like the GDPR or local Israeli privacy laws become
more prominent, user perceptions may shift. Future research should utilize larger, more diverse sam-
ples across multiple institutions and incorporate longitudinal designs to track how trust and privacy
concerns change as users gain more experience with these tools. Additionally, a mixed-methods ap-
proach, including qualitative interviews, could provide a deeper psychological understanding of the
privacy paradox that purely quantitative data may miss.
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APPENDIX - USAGE HABITS IN GAI TOOLS QUESTIONNAIRE

Part A — Demographic Details

1. Sex: M/F

2. Year of birth

3. Country of birth
4. Department

a. Electrical Engineering
b. Industrial Engineering
c. Electro-Optics Engineering
d. Software Engineering
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S

Weinberger & Bouhnik

Computer Science

Business Management

Accounting and Information Systems
Pharmaceutics (Nursing)
Bioinformatics

Information Science

Management

Mathematics Teaching

5. How would you desctibe your level of Internet/computer proficiency?

a.

oo T

Not proficient at all
Low proficiency
Average proficiency
High proficiency
Very high proficiency

Part B — General Privacy Concern

6. How concerned are you about the protection of your personal information on the web?

o a0 o

Not concerned at all
Slightly concerned
Moderately concerned
Highly concerned
Very highly concerned

Part C — GAI Usage
7. Are you using generative Al (GAI) tools, such as Claude, Gemini, ChatGPT, etc.?

a.

b.

Yes
No

Part D — GAI Usage Habits

8. In case you replied “Yes,” how frequently do you use generative Al (GAI) tools, such as
Claude, Gemini, ChatGPT, etc.?

€.

oo e

Rarely
Occasionally
Sometimes
Frequently
Usually

9. Do you have a paid account on one of the GAI tools that you use?

a.

b.

Yes
No

Part E — GAI Privacy Concern

10. Have you ever revealed personal details to the GAI chatbot?

a.

b.

Yes
No

11. To what extent do you trust the operators of the GAI tools you are using?

oo ge

Very low level
Low level
Medium level
High level
Very high level
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12. How concerned are you about the protection of your personal information while using GAI
tools?

Not concerned at all

Slightly concerned

Moderately concerned

Highly concerned

Very highly concerned

13. How concerned are you that the information you reveal to the chatbot will be disseminated to
external parties?

Not concerned at all

Slightly concerned

Moderately concerned

Highly concerned

Very highly concerned

14. How concerned are you that the information you reveal to the chatbot will be used to profile
your online user account?
a. Not concerned at all
b. Slightly concerned

Moderately concerned

Highly concerned

Very highly concerned

o oo TP

opo TP

Ao

o
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