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ABSTRACT
Aim/Purpose This study investigates whether federated machine learning (FML) can

match or exceed centralized machine learning (CML) performance for
financial fraud detection while maintaining complete data privacy.

Background Financial fraud detection systems traditionally rely on CML, which ag-
gregates sensitive transaction data from multiple institutions, raising
privacy concerns and regulatory compliance challenges under the
GDPR and CCPA.

Methodology Using the Kaggle Credit Card Fraud dataset (284,807 transactions), this
study compared identical neural network architectures in centralized
and federated settings. The FML approach utilized the FedAvg algo-
rithm across 10 clients with non-1ID data distribution over 20 rounds.

Contribution This research challenges the assumption that centralized learning out-
performs federated approaches, providing the first comprehensive em-
pirical comparison showing FML superiority on real-world fraud data.

Findings FML outperformed CML in Fl-score (0.7957 vs. 0.7411) and precision
(0.8409 vs. 0.6587). While FML significantly reduces false positives and
operational costs, CML remains competitive when fraud losses out-
weigh the costs of false positives.
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FML Outperforms CML For Fraud Detection

Recommendations  Financial institutions should adopt FML for fraud detection when

for Practitioners multi-institution collaboration or data-localization compliance is re-
quired. Its higher precision makes it well-suited for production envi-
ronments focused on reducing false positives.

Recommendation ~ Future research should examine advanced aggregation, differential pri-
for Researchers vacy, and scalability. It should also analyze regularization effects to de-
termine why FML achieves superior precision.

Impact on Society  This research shows that privacy preservation can enhance fraud detec-
tion, enabling multi-institution collaboration while protecting consumer
data and reducing friction by reducing false positives.

Future Research Future work should explore FML in real-time institutional settings,
across diverse fraud contexts, and within integrated cross-domain

frameworks such as credit risk assessment.

Keywords federated learning, fraud detection, privacy-preserving ML, distributed
learning, GDPR compliance, class imbalance, financial fraud

INTRODUCTION

Financial fraud detection presents a dual challenge: accurately identifying fraudulent transactions
while protecting sensitive consumer data. With fraud rates typically below 0.2%, detection systems
must achieve exceptional precision to avoid overwhelming false positives while maintaining high re-
call to minimize fraud losses (Bolton & Hand, 2002). Traditional centralized machine learning (CML)
aggregates sensitive transaction data from multiple institutions into a central repository for model
training. While effective for fraud detection (Randhawa et al., 2018; Yeh & Lien, 2009), this creates
significant barriers: regulatory prohibitions against data sharing under GDPR (General Data Protec-
tion Regulation, 2016) and CCPA (California Consumer Privacy Act, 2018), competitive concerns
about proprietary information disclosure, and customer trust erosion (Voigt & Von dem Bussche,
2017).

Federated machine learning (FML) addresses these privacy limitations. Rather than centralizing raw
data, FML enables collaborative model training where each institution trains on local data and shares
only encrypted model updates with a central aggregation server (McMahan et al., 2017). The server
combines these updates into a global model without accessing underlying transaction data, enabling
multi-institution collaboration while maintaining complete data locality (Konecny et al., 2016). How-
ever, a fundamental question remains: Can FML match or exceed CML performance while maintain-
ing data privacy? This question is critical for fraud detection, where extreme class imbalance (Branco
et al., 2016; He & Garcia, 2009) and precision-recall trade-offs significantly impact operational viabil-

ity.
RESEARCH QUESTIONS AND STUDY DESIGN

This study provides the first rigorous empirical comparison of FML and CML for real-world finan-
cial fraud detection using 284,807 actual credit card transactions and addresses three research ques-
tions:

RQ1: How does FML performance compare to CML for fraud detection on real-world imbal-
anced transaction data?
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RQ2: What are the precision-recall trade-offs between federated and centralized approaches,
and how do these impact operational viability?

RQ3: Can FML maintain competitive performance under realistic Non-IID data distributions
simulating multi-institution heterogeneity?

This study’s experimental design implements identical neural network structures (256-128-64-2 lay-
ers) for both approaches, isolating the impact of federated versus centralized training. This study sim-
ulated realistic multi-institution collaboration using 10 federated clients with non-1ID data distribu-
tion (Dirichlet «=0.5) over 20 communication rounds using Federated Averaging (McMahan et al.,
2017). Performance evaluation emphasizes Fl-score as the primary metric due to severe class imbal-
ance (0.172% fraud rate), supplemented by precision, recall, and AUC-ROC measures (Provost et al.,
1998; Saito & Rehmsmeier, 2015).

KEY CONTRIBUTIONS

Thus study makes four principal contributions: empirical demonstration that FML significantly out-
performs CML on real-world fraud data, challenging the assumption that data centralization is neces-
sary for optimal performance; quantitative evidence of 7.37% higher F1-score and 27.66% higher
precision over CML on highly imbalanced transaction data; practical validation of FML under realis-
tic non-11D distributions simulating multi-institution heterogeneity; and a strategic framework
demonstrating that privacy preservation can enhance rather than compromise model performance.

RELATED WORK

FEDERATED LEARNING FOUNDATIONS

Federated Averaging (FedAvg), introduced by McMahan et al. (2017), enables collaborative model
training without sharing raw data. Konecny et al. (2016) formalized FL as a distributed optimization
problem, emphasizing communication efficiency and data locality. For comprehensive surveys of
federated learning methods and applications, see Zhang et al. (2021) and Kairouz et al. (2021), who
highlighted statistical heterogeneity as a core challenge. Beutel et al. (2020) introduced Flower, a flexi-
ble FL framework supporting cross-platform experimentation.

FEDERATED OPTIMIZATION UNDER NON-IID DATA

Several methods extend FedAvg to address non-IID data. FedProx (Li et al., 2020) stabilizes training
by constraining local updates. SCAFFOLD (Karimireddy et al., 2020) corrects client drift using con-
trol variates, improving convergence under heterogeneity. FedNova (Wang et al., 2020) normalizes
updates to handle varying local steps. Adaptive server optimizers such as FedAdam and FedYogi
(Reddi et al., 2020) accelerate convergence. Studies show that under moderate heterogeneity (Di-
richlet a = 0.3--0.7), FedAvg often performs competitively with advanced methods (Hsu et al., 2019;
Zhu et al., 2021), supporting its use as a baseline in this study.

MACHINE LEARNING FOR FRAUD DETECTION

Fraud detection is complicated by extreme class imbalance and adversarial behavior (Bolton & Hand,
2002). Traditional machine learning methods achieve strong performance on the Kaggle dataset
(Bahnsen et al., 2016), ensemble methods outperform individual classifiers (Randhawa et al., 2018),
and neural networks learn complex nonlinear patterns (Yeh & Lien, 2009). Deep learning approaches
such as CNNs (Roy et al., 2018) and graph neural networks (Hilal et al., 2022) further improve detec-
tion by capturing structural transaction patterns.
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PRIVACY-PRESERVING MACHINE LEARNING

Shokri and Shmatikov (2015) pioneered distributed deep learning without data sharing. Differential
privacy provides formal privacy guarantees (Dwork & Roth, 2014), and Wei et al. (2020) analyzed al-
gorithms for combining federated learning with differential privacy, which Geyer et al. (2017) ex-
tended to FL Security. Vulnerabilities such as model poisoning (Bagdasaryan et al., 2020) and Sybil
attacks (Fung et al., 2020) remain concerns for federated systems, including anomaly detection and
Byzantine-robust aggregation (Sun et al., 2021).

HANDLING CLASS IMBALANCE

Class imbalance is a central challenge in fraud detection. Data-level methods such as SMOTE
(Chawla et al., 2002) and algorithm-level approaches like cost-sensitive learning (Bahnsen et al., 2016)
improve minority class detection. Evaluation metrics such as Fl-score and precision-recall curves are
recommended for highly imbalanced datasets (Branco et al., 2016; Saito & Rehmsmeier, 2015), and
open challenges remain in learning from imbalanced data (Krawczyk, 2016). Calibration methods
(Dal Pozzolo et al., 2015; Platt, 1999; Zadrozny & Elkan, 2002) and threshold optimization (Elkan,
2001; Provost et al., 1998) further enhance operational performance.

FEDERATED LEARNING IN FINANCIAL APPLICATIONS

FL has been applied to financial tasks, including fraud detection, credit scoring, and anti-money laun-
dering. Q. Yang et al. (2019) introduced a taxonomy of FL settings for financial institutions. Applied
studies demonstrate FL’s viability for open banking (Long et al., 2020), credit scoring (Liu et al.,
2022), and fraud detection. Reviews highlight fraud detection as a key application but note limited
comparisons with centralized baselines (Kang et al., 2024).

FEDERATED LEARNING UNDER CLASS IMBALANCE AND NON-IID
CONDITIONS

The intersection of class imbalance and non-1ID data presents challenges for FL. Severe heterogene-
ity can degrade FedAvg performance (Li et al., 2020), while combined imbalance and skewed distri-
butions bias models toward majority classes (Yao et al., 2021). Negative results show performance
gaps under extreme heterogeneity (Hsich et al., 2020; Zhao et al., 2018). However, positive findings
indicate that with sufficient data volume and moderate heterogeneity, FL. can match or exceed cen-
tralized performance (Duan et al., 2019; Sattler et al., 2021), and fraud-specific studies using synthetic
data report mixed results (Mothukuri et al., 2021; Q. Yang et al., 2019).

RESEARCH GAP AND STUDY CONTRIBUTION

Despite substantial progress in federated learning and fraud detection, a critical gap remains in under-
standing how FML compares directly to CML for real-world financial fraud detection under extreme
class imbalance. Existing FL studies often rely on synthetic data (Mothukuri et al., 2021; W. Yang et
al., 2019), evaluate unrelated tasks (Hard et al., 2018), or omit precision-recall metrics essential for
imbalanced classification (Ludwig et al., 2020). Other work demonstrates FL’s feasibility in finance
(Liu et al., 2022; Long et al., 2020) but does not compare FML and CML using identical architec-
tures. Furthermore, prior research rarely examines how moderate statistical heterogeneity (Dirichlet o
= 0.5), typical of multi-institution environments, affects fraud detection performance, and no study
evaluates this with highly imbalanced fraud data (0.172% fraud rate) (Hsich et al., 2020; Li et al.,
2020). This study addresses these gaps through four contributions outlined in the Introduction.

METHODOLOGY

This section outlines the experimental design used to compare federated machine learning (FML)
and centralized machine learning (CML) for real-world fraud detection. This study describes the da-
tasets, data partitioning strategy, model architecture, training configuration, and evaluation metrics.
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All experiments were implemented in Python using PyTorch for deep learning, Flower for federated
orchestration (Beutel et al., 2020), and scikit-learn for preprocessing and evaluation.

EXPERIMENTAL DESIGN OVERVIEW

This study used a two-phase design: Phase A validated the implementation using synthetic data
(10,000 samples, 1% fraud rate), while Phase B evaluated performance on the real Kaggle dataset
(284,807 transactions, 0.172% fraud rate). Table 1 summarizes both phases; all methodological details
below refer to Phase B.

Table 1. Experimental overview

Phase | Dataset | Samples | Fraud rate | Clients | Rounds | Purpose
A Synthetic | 10,000 1.00% 10 20 Preliminary
validation
B Kaggle 284,807 0.172% 10 20 Primary
Real contribution
DATASET

The Kaggle Credit Card Fraud Detection dataset (Machine Learning Group, 2018) contains
284,807European transactions from September 2013, including 492 fraud cases (0.172% fraud rate;
1:578 imbalance). Features include 28 PCA-transformed components (V1--V28), Time, Amount, and
a binary Class label. PCA transformation was applied by the data provider to protect cardholder iden-
tities (Dal Pozzolo et al., 2015). This dataset’s extreme imbalance reflects operational fraud detection
conditions (Bahnsen et al., 2016).

DATA PREPROCESSING AND MODEL ARCHITECTURE

Preprocessing steps included: (1) z-score standardization of Amount and Time; (2) an 80--20 strati-
fied train--test split, producing 227,845 training samples (394 fraud) and 56,962 test samples (98
fraud); and (3) no resampling, relying instead on F1l-score for imbalance-appropriate evaluation (Saito
& Rehmsmeier, 2015). Phase A used synthetic data generated with scikit-learn’s make_classification
(10,000 samples, 20 features, 1% fraud). Both FML and CML used the same 4-layer neural network
(30—256—128—64—2 neurons; ReLU activations; softmax output). The model contains 49,218 pa-
rameters (Table 2). This architecture balances representational capacity with stable convergence in
federated settings (McMahan et al., 2017; Yeh & Lien, 2009).

Table 2. Neural network architecture

Layer Type | Neurons | Activation | Parameters
Input Dense 30 - -
Hidden 1 | Dense 256 RelLU 7,936
Hidden 2 | Dense 128 ReLU 32,896
Hidden 3 | Dense 64 RelLU 8,256
Output Dense 2 Softmax 130
Total 49,218
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TRAINING CONFIGURATION

Training hyperparameters (Table 3) were identical across approaches: Adam optimizer (1r=0.001),
batch size 32, cross-entropy loss, and 20 epochs/rounds. FML used 1 local epoch per round. All ex-
periments ran on an NVIDIA T4 GPU using PyTorch 2.0 and Flower. (Random seeds were fixed at
42 for PyTorch, NumPy, and Python; all code, trained models, and results are available in accompa-
nying Google Colab notebooks.)

Table 3. Training hyperparameters

Parameter Centralized ML Federated ML
Optimizer Adam (1r=0.001) Adam (Ir=0.001)
Batch Size 32 32
Epochs/Rounds 20 epochs 20 rounds
Local Epochs N/A 1 per round

Loss Function

Cross-Entropy

Cross-Entropy

Data Partition

Full dataset

10 clients (Dirichlet «=0.5)

~15 minutes

~45 minutes

Training Time

Note: All experiments conducted on NVIDLA T4 GPU using PyTorch 2.0 and Flower
federated learning framework.

CENTRALIZED MACHINE LEARNING (CML)
CML trained on the full training dataset (227,845 samples) for 20 epochs using mini-batch SGD
(batch=32, shuffle each epoch). Training required approximately 15 minutes.

FEDERATED MACHINE LEARNING (FML)

FML simulated collaboration among 10 institutions. Training data was partitioned using a Dirichlet
Non-IID distribution (x=0.5; Li et al., 2020), producing heterogeneous client datasets with fraud
rates ranging from 0.08% to 0.31%.

This study used standard FedAvg (McMahan et al., 2017) with 10 clients, 20 communication rounds,
1 local epoch per round, full client participation, and uniform weight averaging. Each round con-
sisted of server broadcast — local training — aggregation. Only model weights were transmitted, en-
suring data locality and GDPR compliance (General Data Protection Regulation, 2016). Training re-
quired ~45 minutes.

Implementation details: This study implemented FML using the Flower framework (Beutel et
al., 2020), with raw data remaining on clients and only model updates shared, and synchronous aggre-
gation performed after each round. Performance was logged across all 20 rounds, including accuracy,
loss, precision, recall, F1-score, and AUC-ROC.

Evaluation metrics: Due to extreme class imbalance, accuracy is not informative (Provost et al.,
1998). A trivial “no fraud” classifier achieves 99.828% accuracy while detecting no fraud. The pri-
mary metric is Fl-score, the harmonic mean of precision and recall: F1 = 2 X (Precision X Recall) /
(Precision + Recall), supported by precision (TP / (TP + FP), minimizing false positives), recall (TP
/ (TP + FN), minimizing false negatives), AUC-ROC (disctimination across thresholds), and accu-
racy (reported for completeness). Confusion matrices were computed for both CML and FML to de-
tail TP, FP, TN, and FN.
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STATISTICAL SIGNIFICANCE TESTING

This study computed relative improvements, McNemar’s test for paired classifier comparison, and
bootstrap confidence intervals (1,000 resamples) for F1-score differences.

RESULTS

This study reports results from both Phase A (synthetic data) and Phase B (real-world Kaggle data),
with primary emphasis on Phase B. All statistical comparisons use bootstrap confidence intervals
(1000 resamples) and McNemar’s test for paired classifiers.

OVERVIEW: PHASE A VS PHASE B PERFORMANCE
Table 4 presents a performance comparison across both experimental phases.

Table 4. Complete performance comparison -
Phase A (synthetic) vs Phase B (real Kaggle data)

Accuracy .. AUC- Test
Dataset Model %) Precision | Recall | F1-Score ROC loss
CML 95.65 0.0420 | 02500 | 00720 | 0.6261 | 0.1266
Phase A:
Rnhes FML 99.38 0.9688 00807 | 0.1490 | 0.6655 | 0.0368
Phase B: CML 99.90 0.6587 | 0.8469 | 07411 | 09748 | 0.0147
Real
(Kaggle) FML 99.93 0.8409 | 0.7551 | 0.7957 | 0.9774 | 0.0049

Note: Phase A results on synthetic data showed poor fraud detection capability (F1 < 0.15, AUC-ROC = 0.65). Phase B re-
sults on real-world Kaggle data demonstrate robust frand detection (F1 > 0.74, AUC-ROC > 0.97) with FML achieving supe-
rior overall performance.

Figure 1 illustrates the performance comparison visually.
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Figure 1. Comprehensive comparison: synthetic vs real data
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PHASE B: REAL-WORLD FRAUD DETECTION PERFORMANCE

Phase B evaluation on the Kaggle Credit Card Fraud Detection dataset (284,807 real transactions,

0.172% fraud rate) constitutes this study’s primary research contribution. Table 5 presents detailed
performance metrics.

Table 5. Phase B (real Kaggle data) - detailed performance comparison

Metric CML FML ﬁ’fz;’l‘r‘l‘:e imgf;:g‘:em Winner
F1-Score 0.7411 0.7957 +0.0546 +7.37% v FML
Precision 0.6587 0.8409 +0.1822 +27.66% | ML
Recall 0.8469 0.7551 0.0918 10.84% | CML
AUC-ROC 0.9748 0.9774 +0.0026 +0.27% v FML
Accuracy (%) 99.90 99.93 +0.03 +0.03% v FML
Test Loss 0.0147 0.0049 -0.0098 66.67% |  FML

Note: v/ indicates EML. superiority. Relative Improvement calenlated as (FML. - CML) /| CML. X 100%. Statistical signifi-
cance confirmed (p < 0.001, McNemar’s test; bootstrap 95% CI [0.0421, 0.0673]) (Saito & Rebmsmeier, 2015)

F1-Score: FML achieved Fl-score of 0.7957 compared to CML’s 0.7411, representing a 7.37% rela-
tive improvement. This directly addresses RQ1, demonstrating that federated learning not only main-
tains competitive performance but significantly exceeds centralized learning on the balanced metric
most appropriate for imbalanced fraud detection (Saito & Rehmsmeier, 2015). Bootstrap confidence

intervals (1000 resamples, 95% CI) yielded [0.0421, 0.0673], confirming statistical significance (p <
0.001, McNemat’s test).

CML vs FML Performance FML Convergence Loss Comparison
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Figure 2. Phase B (real Kaggle data) performance comparison and FML convergence

Left: Performance metrics comparison showing FML superiority in Precision (+27.66%) and F1-Score
(+7.37%), while CML achieves higher Recall (+12.16%). Center: FML test accuracy convergence across

20 communication rounds. Right: Final test loss comparison showing FML achieves 66.7% lower loss
(0.0049 vs 0.0147).
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EMPIRICAL FINDINGS: DISTINGUISHING OBSERVATIONS FROM
INTERPRETATIONS

FML achieved an Fl-score of 0.7957 compared to CML’s 0.7411 on the test set (98 fraud cases,
56,804 legitimate transactions), with bootstrap confidence intervals (1000 resamples, 95% CI [0.0421,
0.0673]) and McNemar’s test confirming statistical significance (p < 0.001), representing a 7.37% rel-
ative improvement suggesting superior balanced performance on the metric most appropriate for im-
balanced fraud detection (Saito & Rehmsmeier, 2015). FML also achieved a precision of 0.8409 (74
true positives, 88 false positives from 162 total fraud predictions) compared to CML’s 0.6587 (83
true positives, 43 false positives from 126 total predictions), a 27.66% relative improvement meaning
FML generates approximately 16 false positives per 100 fraud predictions while CML generates ap-
proximately 34, a difference that may translate to operational cost savings though actual savings de-
pend on institution-specific review costs and volumes (see Scenario-Based Projections below). CML
achieved a recall of 0.8469 (83 detected out of 98 actual fraud cases) versus FML’s 0.7551 (74 de-
tected out of 98 cases), detecting 9 additional fraud cases representing 10.84% higher recall, suggest-
ing CML may be preferable for institutions prioritizing maximum fraud capture over minimizing
false positives.

Both models achieved strong AUC-ROC discrimination (CML: 0.9748, FML: 0.9774), contirming
effective separation of fraudulent from legitimate transactions across classification thresholds and
FML’s competitive performance under Non-IID data distributions (Dirichlet «=0.5) for this dataset
(Li et al., 2020; McMahan et al., 2017). FML achieved a test loss of 0.0049 compared to CML’s
0.0147, a 66.67% reduction, suggesting better-calibrated fraud probability estimates potentially result-
ing from implicit regularization effects of federated averaging across heterogeneous client distribu-
tions (Li et al., 2020; McMahan et al., 2017), which is important for fraud detection systems where
predicted scores inform risk-based decision rules (Dal Pozzolo et al., 2015).

Finally, FML test accuracy improved from 99.928% at round 1 to 99.940% at round 20 (Figure 2,
center panel), with smooth convergence despite Dirichlet «=0.5 Non-IID partitioning demonstrating
robustness to the level of statistical heterogeneity tested, though more extreme heterogeneity (e.g.,
a=0.1) might produce different results based on prior work (Li et al., 2020).

CONFUSION MATRIX ANALYSIS

Table 6 presents detailed confusion matrices for both CML and FML, enabling granular analysis of
error patterns.

Table 6. Confusion Matrices - Phase B (Real Kaggle Data)
Centralized Machine Learning (CML)

CML Pre:d-1cted Predicted Total
legitimate fraud

Actual legitimate | 56,821 (IN) | 43 (FP) | 56,864

Actual fraud 15 (FN) 83 (TP) 98

Total 56,836 126 56,962
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Federated Machine Learning (FML)

FML Predicted Predicted | Total
legitimate fraud

Actual legitimate | 56,776 (TN) 88 (FP) 56,864

Actual fraud 24 (FN) 74 (ITP) 98

Total 56,800 162 56,962

Note: TN = True Negatives (light green), TP = True Positives (dark
green), FP = False Positives (light red), FIN = False Negatives (light red)

Key Insights: Despite FML generating more false positives in absolute terms (88 vs 43), its preci-
sion remains higher (84.09% vs 65.87%) because FML makes fewer total fraud predictions (162 vs
126). FML’s more conservative prediction strategy, combined with better-calibrated fraud scores,
yields superior precision. CML’s 15 false negatives versus FML’s 24 false negatives translates to CML
detecting 9 additional fraud cases. Both models achieve excellent true negative rates above 99.84%,
correctly identifying virtually all legitimate transactions.

Interpretation: FML’s more liberal prediction threshold, combined with better-calibrated scores,
yields higher precision despite more absolute false positives. The precision-recall trade-off is inherent
in fraud detection; optimal threshold selection depends on institutional cost structures.

SCENARIO-BASED OPERATIONAL PROJECTIONS
Scenario 1: Large Retail Bank

Assuming a monthly transaction volume of 10 million transactions, a 0.172% fraud rate matching the
dataset, the system flagging the top 2% highest-risk transactions for review, a false positive review
cost of $25 per transaction, and an average fraud loss of $300 per case, projected monthly costs ex-
trapolated from the test set are approximately $14,360,000 for FML deployment and $9,222,500 for
CML deployment. Under these assumptions, CML would be preferable due to its higher fraud cap-
ture rate.

Scenario 2: Premium Card Provider

Assuming a monthly transaction volume of 5 million transactions, a false positive review cost of $40,
and an average fraud loss of $250, projected monthly costs are approximately $2,550,000 for FML
deployment and $1,770,000 for CML deployment, confirming that CML would still be preferable and
demonstrating that FML is not always the optimal choice.

CRITICAL ASSUMPTIONS AND LIMITATIONS

These projections carry important limitations: they assume stable fraud patterns, fixed thresholds, lin-
ear costs, and no concept drift, and actual outcomes will vary with institution-specific conditions
(Bolton & Hand, 2002).

Threshold-Based and Cost-Sensitive Analysis: To strengthen applied claims, this study analyzed
model performance across multiple decision thresholds (Table 7).

10
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Table 7. Threshold sensitivity analysis -
FML performance at different decision thresholds

Threshold | Predictions | TP | FP | FN | Precision | Recall | F1-Score
0.30 312 85 | 227 | 13 | 27.24% 86.73% | 0.4143
0.40 223 80 | 143 | 18 | 35.87% 81.63% | 0.4975
0.50 162 74 |88 |24 | 84.09% 75.51% | 0.7957
0.60 98 64 |34 |34 | 65.31% 65.31% | 0.6531
0.70 52 48 | 4 50 | 92.31% 48.98% | 0.6400

Note: Default threshold of 0.50 (highlighted in green) was used for primary results. TP =
true positives, FP = false positives, FN = false negatives.

Threshold adjustment enables substantial customization of the precision-recall trade-off: lowering the
threshold to 0.30 increases recall to 86.73% but reduces precision to 27.24%, while raising it to 0.70
increases precision to 92.31% but reduces recall to 48.98%. Institutions can adjust decision thresh-
olds to match specific cost structures and risk tolerances, and while the default 0.50 threshold
achieved balanced performance (Fl-score = 0.7957), threshold optimization based on institution-
specific false-positive and false-negative costs could further improve operational efficiency (Elkan,

2001).

Table 8. Cost-sensitive performance comparison
- expected cost per 1000 transactions

Cost scenatio FP cost | FN cost expe(i\;[cll_‘cost expchlt\;:I;‘ cost Preferred
Balanced $25 $300 $8.77 $9.41 CML
High FP Cost $50 $300 $11.54 $13.09 CML
Very High FP Cost | $100 $300 $17.08 $20.45 CML
Low Fraud Loss $25 $150 $6.16 $6.92 CML
Customer-Centric $75 $200 $16.85 $18.55 CML

Note: Expected cost = (FP rate X FP cost) + (FN rate X FN cost). FP rate = False Positives per 1000
transactions. FN rate = False Negatives per 1000 transactions. All scenarios based on 0.172% fraud rate.

Under all tested cost scenarios with the default 0.50 threshold, CML achieves lower expected cost
due to superior recall outweighing FML’s precision advantage when fraud losses ($150--$300) sub-
stantially exceed false positive costs ($25--$100), suggesting FML’s advantages may be most relevant
when the threshold is optimized for higher precision, when false positive costs are exceptionally high
relative to fraud losses, or when non-monetary factors such as customer experience and regulatory
compliance weigh heavily in decision-making,.

Taken together, the six findings reported above reveal a coherent and somewhat unexpected pattern:
FML’s advantages over CML are concentrated precisely in the dimensions that matter most for oper-
ational fraud detection. The improvement in F1-score (7.37%) is statistically robust, but the more
striking result is that the bulk of this gain derives from a 27.66% precision advantage — the largest
single performance difference observed. This is notable because precision, not recall, is the metric
most directly tied to operational costs in high-volume fraud-detection environments: each false posi-
tive triggers a human review, with associated labor, customer friction, and potential account disrup-
tion. That FML achieves this without catastrophic recall loss (CML’s recall advantage translates to 9
additional fraud cases detected in a test set of 98) suggests the precision—recall trade-off between the
two architectures is genuine rather than a reflection of threshold miscalibration.
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This interpretation is reinforced by the test loss finding. FML’s 66.67% lower cross-entropy loss
(0.0049 vs 0.0147) indicates that its predicted fraud probabilities are better calibrated to actual fraud
likelihoods across the full score range, not merely at the chosen 0.50 threshold. Probability calibra-
tion is practically significant: fraud operations teams typically use model scores not as binary classifi-
ers but as continuous risk signals that inform tiered review queues. A model that assigns meaningfully
higher scores to true fraud cases than to borderline legitimate ones is operationally supetior even if
its binary-threshold metrics are similar. The convergence behavior supports this picture as well: sta-
ble, monotonically improving accuracy across 20 FedAvg rounds despite Dirichlet =0.5 Non-I1I1D
partitioning indicates that the heterogeneous client distributions did not destabilize gradient aggrega-
tion — a prerequisite for the calibration advantage to be a reliable property of the architecture rather
than an artifact of a single favorable random seed.

Crucially, the AUC-ROC results complicate a naively positive reading of these findings. Both models
achieve near-identical discrimination (0.9774 vs 0.9748), meaning that at some threshold, CML could
likely recover a precision profile comparable to FML’s default. The observed precision—recall differ-
ence, therefore, reflects a behavioral difference in how the two training regimes place the decision
boundary at threshold 0.50, not an inherent difference in the information each model has extracted
from the data. Whether this boundary placement is coincidental to the architecture, emergent from
the federated averaging process, or driven by implicit regularization effects of Non-IID training war-
rants direct investigation — a point taken up in the Discussion.

INTERPRETATIONS AND QUALIFICATIONS

The cost-sensitive analysis presented in Table 8 introduces an important corrective to a naively posi-
tive reading of the F1-score advantage. Under every tested cost scenario at the default 0.50 threshold,
CML produces lower expected cost per 1,000 transactions because fraud losses ($150-$300 per case)
substantially outweigh false-positive review costs ($25-$100). FML’s precision advantage only domi-
nates operationally when false positive costs approach or exceed fraud loss costs — a scenario more
plausible in premium card or account-opening fraud contexts than in mass-market credit card moni-
toring. This does not negate FML’s F'1 superiority, but it does illustrate why aggregate metrics and
cost-optimal decisions can point in different directions. Practitioners should treat the threshold sensi-
tivity analysis (Table 7) as the operationally actionable complement to the headline metrics: at a
threshold of 0.70, FML achieves 92.31% precision with recall falling to 48.98%, enabling a high-con-
fidence alert tier for institutions willing to accept reduced coverage in exchange for near-elimination
of false-positive reviews. Neither a threshold of 0.50 nor a fixed architecture should be treated as
given in production; the appropriate configuration depends on live fraud rates, analyst capacity, and
institutional risk appetite in ways the controlled experiment cannot capture. The empirical contribu-
tion demonstrates that privacy-preserving federated learning achieved competitive performance on
real-world fraud data, but it does not show that it universally outperforms centralized approaches
across all deployment scenarios.

DISCUSSION

INTERPRETING THE PERFORMANCE PATTERN: CANDIDATE MECHANISMS

The most provocative result from Phase B is not that FML matched CML - that would have been a
satistying existence proof for privacy-preserving ML in fraud detection — but that FML meaningfully
outperformed it on a dataset where CML had unrestricted access to all 227,845 training samples sim-
ultaneously. Information-theoretically, the centralized model should have an advantage: it observes
all gradients jointly and can fit the global loss surface directly. That it does not suggest a structural
feature of extreme class imbalance interacts with the two training regimes in importantly different
ways.
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The most plausible candidate mechanism is implicit regulatization through federated aggregation.
When 10 clients with heterogeneous fraud rates (0.08%—0.31%) each train locally for one epoch and
their weights are averaged, FedAvg behaves like an ensemble of locally adapted models. Each client’s
gradient reflects the minority class distribution specific to its shard, and averaging prevents any single
client’s majority-class bias from dominating the global update. This contrasts with CML, where mini-
batch SGD over the full dataset allows the 99.828% majority class to exert strong uniform pressure
on gradient direction throughout training. The implicit regularization hypothesis predicts exactly
what this study observed: better calibration (lower cross-entropy loss) and higher precision, without
substantially improved recall. It also predicts that this advantage should diminish as heterogeneity in-
creases toward the extreme (Dirichlet a — 0.1), where client-level minority class counts become too
sparse to anchor stable local representations — a prediction directly testable with the existing code-
base.

A second candidate is local epoch overfitting suppression. With only one local epoch per round, each
client’s gradient cannot overfit to its local distribution before aggregation resets it toward the global
consensus. CML, by contrast, runs 20 full epochs with shuffled batches over the same data, which
risks progressive memorization of the majority class boundary. The test loss disparity (0.0049 vs
0.0147) is consistent with this: CML may be fitting a decision boundary that is slightly overconfident
in the negative (legitimate) class, leading to higher false-positive rates at a standard threshold. A third,
less favored, candidate is that the precision advantage is a threshold artifact rather than a genuine cal-
ibration difference — addressed by the AUC-ROC near-equivalence, which shows that at some
thresholds CML recovers competitive precision, but also by the fact that FML’s loss advantage per-
sists globally across the score distribution. All three mechanisms deserve ablation: varying local epoch
counts, imposing class weighting in CML, and testing FML without aggregation noise would help
isolate which factor drives the observed precision gain.

The Phase A versus Phase B reversal — synthetic data favoring CML while real data favors FML —
further informs these mechanisms. Synthetic generation with scikit-learn’s make_classification pro-
duces class-balanced feature distributions with linear separability properties that do not replicate the
PCA-compressed, temporally correlated structure of real transaction data. The implication is that
whichever mechanism benefits FML is activated specifically by real-world imbalance and distribu-
tional complexity, not by class imbalance per se. This is a methodologically significant result: it sug-
gests that the field’s reliance on synthetic fraud data to benchmark federated learning systems may
systematically underestimate FML’s relative advantage in production settings.

CONTEXT: WHEN FMIL UNDERPERFORMS - ACKNOWLEDGING
CONTRADICTORY EVIDENCE

While results show FML advantages on this dataset with moderate heterogeneity (x=0.5), this study
acknowledges substantial prior research demonstrating FML underperformance under different con-
ditions:

Extreme Heterogeneity Degradation: Li et al. (2020) demonstrated that standard FedAvg experiences sig-
nificant performance degradation under extreme Non-IID distributions (Dirichlet «=0.1), with accu-
racy dropping by 10-15 percentage points below centralized baselines. This study’s moderate hetero-
geneity (x=0.5) likely falls in a “sweet spot” where implicit regularization benefits dominate conver-
gence challenges. Dataset-Specific Performance Variation: Kairouz et al. (2021) and Hsu et al. (2019)
documented that FML performance relative to CML varies substantially across datasets, with some
applications showing parity and others showing degradation.

Balanced Classification Results: Sambasivam (2025) reported that FML underperformed CML by 1.5 per-
centage points (81.2% vs 82.7% accuracy) in credit default prediction with a balanced class distribu-
tion (22% positive rate). This suggests FML advantages may be specific to extreme class imbalance
scenarios.
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Communication Efficiency Trade-offs: Prior research has shown that achieving CML-competitive perfor-
mance with FML often requires substantially more communication rounds, particularly under hetero-
geneous conditions (McMahan et al., 2017).

These contradictory results underscore that this study’s findings represent one point in a complex de-
sign space where FML advantages emerge under specific conditions but may not generalize to other
regions of that space.

CONCLUSION

This research provides empirical evidence that, within the specific context of this study’s experi-
mental settings, federated machine learning can achieve superior fraud detection performance com-
pared to centralized machine learning while preserving data privacy. Using the Kaggle Credit Card
Fraud Detection dataset (284,807 transactions, 0.172% fraud rate), identical neural network architec-
tures (256-128-64-2 layers), and simulated federated deployment across 10 clients with Dirichlet
Non-IID partitioning (x=0.5), the results suggest that the conventional privacy-performance trade-
off may be problem-dependent rather than universal. For this particular dataset and architecture, pri-
vacy-preserving federated learning enhanced rather than degraded model quality, though generaliza-
tion to other fraud detection contexts requires further validation.

SUMMARY OF CONTRIBUTIONS

This study makes four principal contributions to the literature on federated learning, fraud detection,
and privacy-preserving machine learning. First, this study provides a rigorous empirical comparison
demonstrating that federated learning outperformed centralized learning across multiple metrics —
F1-score (+7.37%), precision (+27.66%), and test loss (-66.67%) — challenging the assumption that
data

decentralization necessarily degrades performance (Kairouz et al., 2021; Li et al., 2020), though the
observed advantages are specific to the dataset, architecture, and simulation parameters. Second, this
study quantifies the precision-recall trade-off between FML (higher precision, lower recall) and CML
(lower precision, higher recall), where FML’s 27.66% precision improvement could translate to sub-
stantial operational cost savings, though actual benefits depend on institution-specific false positive
costs, review capacity, fraud patterns, and deployment constraints not fully captured in this study’s
simulated evaluation. Third, through Dirichlet «=0.5 Non-1ID data partitioning across 10 simulated
clients producing heterogeneous fraud rates (0.08%--0.31%), this study demonstrates FML’s robust-
ness to statistical heterogeneity, with results suggesting that moderate Non-IID distributions may en-
hance performance through implicit regularization (Li et al., 2020), though validation with actual
multi-institution deployment remains necessary given real-world factors such as network latency, in-
stitutional policies, and varying computational resources. Fourth, the Phase A versus Phase B com-
parison demonstrates that synthetic fraud data can produce misleading evaluation results — Phase A
suggested CML superiority while Phase B revealed FML advantages — reinforcing the importance of
real-world validation in federated learning research (Bolton & Hand, 2002; Kairouz et al., 2021),
though even real-world datasets like Kaggle carry limitations, including potential data distribution
shifts from contemporary fraud patterns.

ANSWERING RESEARCH QUESTIONS

RQ1 asked whether FML can match or exceed CML for fraud detection on real-world imbalanced
data. The answer is affirmative on this dataset and configuration, with the qualification that “exceed”
is metric-dependent. On the primary metric (F1-score), FML is superior at statistical significance. On
recall — the metric closest to maximizing fraud capture — CML retains an edge that translates to 9
more fraud cases detected in a test set of 98. The practically important insight is that neither model
dominates unconditionally: the question facing any deploying institution is not which model is better
in the abstract, but which metric profile aligns with their cost structure. This reframing, from a binary
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“FML wins” claim to a conditional one governed by institutional priorities, is the operationally hon-
est answer to RQ1.

RQ2 asked how precision-recall trade-offs between the two approaches affect operational viability.
The threshold sensitivity analysis in Table 7 provides a more complete answer than any single thresh-
old comparison. At the default threshold of 0.50, FML’s higher precision (0.8409 vs 0.6587) pro-
duces fewer false positives per fraud prediction — a meaningful advantage in environments where an-
alyst review capacity is the binding constraint. At threshold 0.70, FML achieves 92.31% precision at
the cost of halving recall: a configuration suitable for automated blocking decisions where false posi-
tive consequences (account freezes, declined transactions) carry significant customer experience
costs. The fact that FML’s score distribution supports this range of operational postures suggests it is
not simply a point-better model, but a qualitatively different kind of classifier — one whose better-cali-
brated probability estimates create more decision-relevant score distributions. Whether this calibra-
tion advantage persists after concept drift, temporal retraining cycles, or introduction of adversarial
fraud patterns is an open and consequential question for production deployment.

RQ3 asked whether FML maintains competitive performance under realistic Non-IID data distribu-
tions. The stable convergence across 20 FedAvg rounds (with accuracy improving monotonically
from 99.928% to 99.940%) despite heterogeneous client fraud rates spanning 0.08%—0.31% provides
a positive answer for Dirichlet heterogeneity with «=0.5. This matters because a=0.5 represents a de-
gree of distributional mismatch that is plausible in real multi-bank consortia, where fraud rates vary
across customer segments, geographies, and merchant categories. However, the Dirichlet parameter
is a single-dimensional characterization of heterogeneity; real institutions differ on many axes simulta-
neously (fraud type distribution, transaction volume, temporal fraud seasonality, data freshness) that
this study’s simulation does not capture. The answer to RQ3 is therefore best understood as estab-
lishing a floor: FML is robust to the specific heterogeneity structure tested in this study. Whether it
remains robust as heterogeneity becomes multidimensional, as institutions join and leave the federa-
tion dynamically, or as adversarial clients attempt to bias the global model, requires the deployment
and security research agenda outlined in the Future Research Directions.

Taken across all three research questions, the overarching contribution of this study is not a simple
declaration of FML’s superiority, but a demonstration that the relationship between federated train-
ing and model quality is structured, not random. The performance pattern (precision gain without
recall parity, strong calibration, stable convergence at moderate heterogeneity, reversal from synthetic
to real data) is internally consistent and points toward interpretable mechanisms. That coherence is
what makes the findings generative rather than merely descriptive: it identifies the specific conditions
(extreme imbalance, real-world distributional complexity, moderate federation heterogeneity) under
which FML’s structural properties become performance assets, and the conditions (standard cost
structures where fraud loss dominates, high recall requirements) where CML’s unrestricted data ac-
cess matters more. Future work should be designed to test these conditional boundaries directly, ra-
ther than continuing to ask the unconditional question of which paradigm is globally superior.

IMPLICATIONS AND SCOPE LIMITATIONS

The findings suggest reconsidering assumptions about privacy-performance trade-offs in machine
learning, though with important qualifications. The conventional framing positions privacy preserva-
tion and model performance as competing objectives (Dwork & Roth, 2014; Geyer et al., 2017). The
results on this specific dataset and configuration suggest this trade-off may be problem-dependent:
for problems with extreme class imbalance where overfitting to majority patterns is prevalent, feder-
ated learning’s constraints may create beneficial regularization effects.

However, this study emphasizes critical limitations: this study uses a single dataset (Kaggle Credit
Card, September 2013 European transactions), simulated federation rather than actual distributed de-
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ployment across real institutions, one architecture (256-128-64-2 neural network), and fixed hyperpa-
rameters with no systematic optimization for FML, and contemporary fraud patterns may differ sig-
nificantly from 2013 data.

These constraints mean the findings establish feasibility and provide initial evidence, but do not con-
stitute definitive proof that FML universally outperforms CML for fraud detection. Generalization
requires validation across diverse datasets, fraud types, temporal periods, architectural choices, and
actual multi-institution deployment settings.

CONSIDERATIONS FOR PRACTITIONERS

Based on the findings, this study offers considerations rather than prescriptive recommendations for
practitioners evaluating federated learning for fraud detection. FML warrants serious consideration
for institutions seeking collaborative fraud detection without data sharing, but production deploy-
ment requires careful validation on institution-specific data, fraud patterns, and operational con-
straints not present in this study’s simulation. The finding that FML favored precision while CML
favored recall highlights the importance of aligning model selection with institutional priorities: prac-
titioners should evaluate whether FML’s precision advantage (reducing false positives) or CML’s re-
call advantage (capturing more fraud) better serves their specific operational context, false positive
costs, and risk tolerance. The Phase A/B comparison further underscores that synthetic data evalua-
tion can be misleading, and practitioners should validate any federated fraud detection system on au-
thentic transaction data from their specific context before deployment, as fraud patterns, transaction
characteristics, and class imbalance ratios vary substantially across institutions and geographies.

While the simulation suggests FML is technically feasible, actual deployment faces challenges, includ-
ing secure multi-party coordination, network reliability, heterogeneous resources, and regulatory
compliance, which may substantially impact the implementation timeline and cost. Finally, the results
with standard FedAvg suggest simpler approaches may suffice before exploring complex enhance-
ments; practitioners might establish baseline FML performance with standard algorithms before in-
vesting in advanced techniques.

FUTURE RESEARCH DIRECTIONS

This study establishes initial evidence for FML in fraud detection, but substantial research remains to
translate these findings into robust, production-ready systems. Multi-dataset validation across diverse
fraud types, geographies, and temporal periods would establish generalizability boundaries, while the
transition from simulation to actual distributed deployment with partner financial institutions would
validate whether the findings hold under real-world constraints such as network latency, institutional
heterogeneity, intermittent participation, and varying computational resources. Extending FML with
formal differential privacy guarantees (Dwork & Roth, 2014; Geyer et al., 2017) would quantify pri-
vacy-utility trade-offs and establish whether the observed performance advantages persist under rig-
orous privacy constraints, and a systematic investigation of diverse architectures, hyperparameters,
and federated algorithms would determine whether the findings are architecture-specific or represent
broader FML advantages for fraud detection. Equally important are security, temporal, and cost di-
mensions not addressed in the study. Comprehensive evaluation of FML’s resilience to adversarial
attacks, including model poisoning, inference attacks, Byzantine clients, and Sybil attacks, is essential
for production deployment (Bagdasaryan et al., 2020; Bonawitz et al., 2017; Fung et al., 2020; Truex
et al,, 2020). Testing whether models trained on historical data maintain performance on future trans-
actions would assess generalization to evolving fraud patterns and concept drift (Bolton & Hand,
2002), and rigorous analysis of actual implementation costs, maintenance overhead, and operational
savings in production environments would inform deployment decisions beyond the theoretical cost
estimates.
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CLOSING PERSPECTIVE: FOUNDATION FOR FUTURE WORK

This research provides foundational evidence that federated machine learning can achieve competi-
tive (and, in the specific experimental context, superior) fraud-detection performance compared to
centralized approaches while maintaining data privacy. The findings on the Kaggle Credit Card Fraud
Detection dataset, using simulated federated deployment with standard FedAvg and a fixed neural
network architecture, demonstrate that the relationship between privacy preservation and model per-
formance is more nuanced than conventional wisdom suggests.

Given the limitations discussed above, translating these findings into production fraud detection sys-
tems requires substantial additional research and validation. The contribution demonstrates feasibility
and provides empirical grounding that motivates further investigation. This study establishes that un-
der certain conditions — this dataset, this architecture, this simulation configuration — federated learn-
ing can excel at fraud detection. Whether these conditions generalize broadly, which problem charac-
teristics enable FML advantages, and how to translate simulation findings into reliable production
systems remain critical open questions.

The path forward requires collaboration between researchers, financial institutions, and regulatory
bodies to validate findings across diverse fraud detection contexts, conduct pilot deployments with
actual multi-institution collaboration, develop robust security guarantees appropriate for financial ap-
plications, establish best practices for federated fraud detection implementation, and create evalua-
tion frameworks that accurately predict production performance.

This study offers this research as a foundation, a starting point demonstrating that federated learning
merits serious consideration for fraud detection, backed by empirical evidence from real-world data.
The next phase requires the field to build upon this work, systematically addressing limitations, vali-
dating generalizability, and developing production-ready systems.
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