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ABSTRACT

Aim/Purpose The problem statement in the proposed study focuses on that, despite the
growing recognition that teenagers need to undergo security awareness training,
little is known about the impacts security training experts believe implementing
a mandatory gamified security awareness training curriculum in public middle
schools will have on the long-term security behavior of students in Texas.

Background This study was guided by the research question: What are the impacts security
training experts believe implementing a mandatory gamified security awareness
training curriculum in public middle schools will have on the long-term security
behaviors of students in Texas? The study gathers opinions from experts on the
impacts of security awareness training on students.

Methodology Our research used semi-structured interviews with twelve experts chosen
through the use of purposive sampling. The population for the study consisted
of experts in the fields of security awareness training for and teaching middle
school-aged children. Candidates were recruited through the CyberTexas Foun-
dation and snowball sampling techniques.

Contribution The research contributed to the body of knowledge by using interviews to ex-
plore the impacts of security awareness training on middle school students
based on the opinions and views of the teachers and instructors who work with
middle school students.

Findings The findings of this study demonstrate that middle school is an ideal time to
provide cybersecurity training and will impact student behaviors by making
them more conscious of cyber threats and preparing them to be more tech-
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Mandatory Gamified Security Awareness Training

savvy professionals. The research also showed that well-designed cybersecurity
games with real-world application combined with traditional teaching tech-
niques can help students develop positive habits. The research also suggests that
teachers possess the skills to teach cybersecurity classes and the classes can be
integrated into the current school day without the need for any significant
changes to existing daily schedules.

Recommendations A well-design gamification-based curriculum implemented in Texas Middle

for Practitioners Schools, combined with traditional teaching techniques and repeated over an ex-
tended time period, will impact students’ behaviors by making them more able
to recognize and respond to cyber risks and will transform them into more se-
cure and tech-savvy members of society.

Recommendations ~ The research shows middle school instructors and technology experts believe

for Researchers the implementation of a security awareness training program in middle schools
is both possible and practical, while also beneficial to the students. The recom-
mendation is to encourage researchers to explore ways to build curricula and
games capable of appealing to students and implementing the instruction into
school programs.

Impact on Society ~ Demonstrating that training provided in middle school will make lasting impacts
and improvements to student behaviors benefits children and their families in
the short-term and workplaces in the long-term. The development of a more
security-conscious workforce can reduce the significant number of data
breaches and cyber attacks resulting from the poor secutity habits of compa-
nies’ users.

Future Research Future research that will add significant value to the body of knowledge in-
cludes testing the effectiveness of habit-shaping games to determine whether
existing long-term games maintain student interest. Qualitative studies could in-
terview parents of teenagers using habit-shaping games to determine the effec-
tiveness of the applications. Another qualitative study could interview teachers
to determine how teachers’ ages affect their comfort level teaching technology
classes. Both studies could provide valuable insights into how to implement se-
curity awareness training in schools.

Keywords cybersecurity, security awareness training, gamification, security habits, middle
school security training

INTRODUCTION

The steadily increasing number of data breaches affecting the modern technological world has raised
awareness among organizations of the need to improve individuals’ security practices, both at work
and at home (Alruwaili, 2019). Most companies recognize that poor employee security practices in
the workplace can result in severe financial losses for organizations (Crossler & Belanger, 2014).
However, organizations have only recently begun recognizing the dangers arising from employees’
weak security practices outside the workplace. These include both the direct risks to the organiza-
tion’s infrastructure and productivity losses resulting from the psychological damage to employees
who suffer from such attacks.

As employees’ private security practices exist outside the control of corporate networks, traditional
security solutions, such as firewalls and office-based security tools, cannot entirely prevent these dam-
ages (Dennis & Minas, 2018). For this reason, increasing numbers of organizations are turning to-
ward cybersecurity awareness training programs to teach information technology users the im-
portance of protecting their personal information and the actions they can take to defend themselves
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from risks (Chong et al., 2019). Security awareness training programs can be defined as presentations
intended to teach employees “to be aware of possible cyber risks and to behave accordingly” (Al-
ruwaili, 2019, p. 1). Such programs are ubiquitous in the modern workplace, and many organizations
dedicate a significant portion of their entire I'T security budget solely to these programs (Kirova &
Baumél, 2018).

However, this increase in the number of training programs performed by organizations has done lit-
tle to stem the tide of attacks. Studies show that awareness of threats and risks seems insufficient to
motivate users to change their behavior (He et al., 2019). Xu and Guo (2019) note that adults of all
ages in the workforce have developed a variety of coping mechanisms to justify not performing
proper security behaviors, from procrastination to convincing themselves they can handle any nega-
tive results from their actions. Goyal Chin et al. (2016) identified the same issue among college stu-
dents, whose knowledge of security risks and proper security actions fails to significantly improve
poor security behaviors or practices in their daily lives. In fact, the study showed that, in some cases,
individuals receiving security awareness training demonstrated less secure behavior after the training
than individuals who did not receive the training (Goyal Chin et al., 2016).

The researchers concluded that the proliferation of technology and years of performing unsafe prac-
tices have desensitized users to security risks (Goyal Chin et al., 2016). To address the problem, van
Niekerk et al. (2013) propose that national initiatives improve cybersecurity and turn their attention
toward younger audiences, providing education to primary and secondary school children. They fur-
ther posit that this training needs to be performed in a formal setting such as a school since children’s
parents also demonstrate poor cybersecurity practices and cannot be trusted to teach this infor-
mation. The idea of providing education at a younger age to prevent desensitization has attracted
much attention in recent literature.

While no mandatory cybersecurity curriculums are currently implemented in American schools, stud-
ies have been performed which involve providing cybersecurity awareness training programs to sec-
ondary school students (Alruwaili, 2019). So far, the studies have demonstrated positive results, espe-
cially in programs that involve gamification — the use of video games as part of the curriculum. Un-
fortunately, most of these studies involve single classes or week-long programs. Follow-up studies
show that the benefits of these short-term classes often disappear over time (Amo et al., 2019). The
findings suggest that long-term cybersecurity training programs are necessary to make significant and
lasting changes in behavior.

In theory, implementing mandatory long-term courses focused on teaching students proper and
healthy security behaviors would fill a need in existing public-school programs. Mandatory curricu-
lums for developing healthy habits already exist in the form of health classes and sexual education
courses (Young et al., 2016). However, mandatory classes do not exist for cybersecurity. Current clas-
ses addressing cybersecurity are optional, and most students choose not to take them (Stuparu, 2020).
Future research is needed to determine what age groups are most receptive to cybersecurity training
and the impact of making security awareness courses mandatory.

PROBLEM STATEMENT

The problem addressed in the proposed study was that, despite the growing recognition that teenag-
ers need to undergo security awareness training, little is known about the impacts security training
experts believe implementing a mandatory gamified security awareness training curriculum in public
middle schools will have on the long-term security behavior of students in Texas (Tsimtsiou et al.,
2019). Studies examining why security awareness training fails to improve behaviors suggest the
problem results from a combination of unconscious behavioral patterns and pre-established habits
created during youth (Dennis & Minas, 2018). Research shows that the power of established habits
to create insecure behaviors applies equally to adults and college students (Goyal Chin et al., 2016).
School-age children, however, have fewer life experiences and fewer established behaviors than
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adults. van Niekerk et al. (2013) argue that teaching cybersecurity from an eatly age will improve se-
curity awareness among the public. Children’s preoccupation with technology during their eatly teen-
age years suggests this age is an ideal time to shape their future technology behaviors (Little et al.,
2013). Unfortunately, little effort has been made to provide cybersecurity education and guidance to
American school children. Few school classes exist to teach children how to interact with modern
technology in a safe and secure manner (Stuparu, 2020). Existing classes are voluntary, and most stu-
dents choose not to take them. Recently proposed legislation, such as the Cybersecurity Grants for
Schools Act of 2022 (2022), secks to address the problem by funding security education in the state
and local school systems. However, a significant lack of research exists regarding what school age is
ideal for providing security awareness training to children and how to build a curriculum that will ap-
peal to all types of students while maintaining learning goals (Van Mechelen et al., 2020). For this
reason, research was needed to determine when and how a mandatory security awareness curriculum
could be implemented in schools to produce positive behavioral changes.

PURPOSE

The purpose of the exploratory qualitative study was to explore the impacts security training experts
believe implementing a mandatory gamified security awareness training curriculum in public middle
schools will have on the long-term security behavior of students in Texas. An exploratory method
was the correct approach for studying a new subject never studied before or where refining explora-
tions had only just begun (Bakker, 2019). Current Texas middle schools do not have mandatory
courses that teach security awareness training using gamification (EdWeek Research Center, 2020).
For this reason, quantitative studies and qualitative methods based on observation and narrative
could not be used.

SIGNIFICANCE OF THE STUDY

The purpose of our exploratory qualitative study was to explore the impacts security training experts
believe implementing a mandatory gamified security awareness training curriculum in public middle
schools will have on the long-term security behavior of students in Texas. The research is of great
importance in our field and concentration, as demonstrated by the recently proposed Cybersecurity
Grants for Schools Act of 2022. The bipartisan legislation proposes to allow monetary grants to gov-
ernments and educational institutions for cybersecurity education and training programs (D. Johnson,
2022). Supporters of the bill emphasize that children need security awareness training to be taught
alongside traditional classes like math and science so they can learn to protect themselves (Kelley,

2022).

Unfortunately, limited research has been performed in the United States on when and how to effec-
tively implement a long-term curriculum into the school systems. Some experts argue that the train-
ing should be provided at a college level, while others argue for primary school, middle school, and
high school (McQuaid & Cervantes, 2019; Stuparu, 2020; van Nickerk et al., 2013; Walker et al.,
2018). There is also no agreement on how to provide training, as many schools and teachers do not
have the right resources, knowledge, abilities, or aptitude to teach cybersecurity (Sezer et al., 2015).
Researchers suggest gamified curriculums can address the issue, but existing gamification research
focuses on short-term programs, and there is a need for more advanced studies on the effectiveness
of long-term gamification courses (Gjertsen et al., 2017; Wu et al., 2021). By exploring the impacts
of gamified cybersecurity education at the middle school level, the research study helps address the
need illustrated by recent legislation to determine a way to provide security awareness training to
America’s children.
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LITERATURE REVIEW

CYBER THREATS FACING SOCIETY

The fear of cyberattacks has become a significant concern for nations worldwide (von Solms & van
Niekerk, 2013). These attacks are devastating to both humans and society at large for the harm they
inflict upon their victims. Beyond simple financial damages, these crimes result in loss of intellectual
property, greater unemployment rates, loss of trust in online activities, and reputational damages for
organizations (Farahbod et al., 2020). Surveys show that American consumers and businesses suffer
more economic damage in every category than in any other country.

Despite the dangers these attacks present to individuals, many organizations focus only on technical
defenses and controls for protecting data (Chong et al., 2019). However, even the most advanced se-
curity controls and devices can be rendered useless due to insecure human behaviors. Williams et al.
(2020) note that the biggest reason for the success of modern cyberattacks is their ability to take ad-
vantage of weaknesses in the human element. Estimates suggest that over half of all information se-
curity breaches are caused directly or indirectly by insecure behaviors performed by employees

(Vance et al., 2012).

NEED FOR SECURITY AWARENESS TRAINING

Protecting organizations requires going beyond technical controls and requires companies to focus
on protecting the users inside their organizations (von Solms & van Niekerk, 2013). This awareness
must include workers” home-computer usage since a user who practices secure-computing habits at
home is likely to carry these positive habits into their work lives (Xu & Guo, 2019). The best way to
improve employees’ habits is through security awareness training programs designed to keep individ-
uals psychologically involved and invested in the training. Yoon et al. (2012) argue that information
security education is critical for modern users to protect themselves from the growing variety of
threats they face. Without proper training, users cannot be expected to know the many security risks
they face or how to react to these dangers (Furnell et al., 2000).

Studies performed on the effectiveness of security education and training demonstrate promising im-
provements in participants’ security knowledge due to these courses (Hagen et al., 2011). Unfortu-
nately, the results from these studies suggest that knowledge of security ideas and higher levels of
computer skills have little effect on whether users behave in a more secure manner (Kang et al.,
2015). Literature on the subject shows that while people often know the correct security actions, they
do not practice these activities in real life (Alruwaili, 2019). Hammond (2019) also found that alt-
hough security training positively impacted users’ intentions to behave securely, the training produced
very little impact on users’ actual behaviors.

HABITS BEHAVIOR THEORY

Habit Theory explains the problem by noting that too many behavior-change programs focus on
conscious, rational motivations and not on the unconscious factors influencing behavior (Pinder et
al., 2018). While behavior change may be initially motivated by conscious motivations and interven-
tions, user behaviors tend to eventually fall back to habit and context-based routines. In other words,
people ate so used to behaving in an insecure manner that they continue to execute poor behaviors
automatically despite knowing better (Vance et al., 2012). Solving this discrepancy between user
knowledge and actions requires users to develop new thought patterns and habits to replace existing
tendencies (Bada & Nurse, 2019).

Creating secure habits is vital because habitual actions allow a behavior to continue even after con-
scious motivation and intentions dissipate (Gardner et al., 2012). Unconscious activities performed
by habit make up a large percentage of the actions performed by most individuals (Martin, 2018).
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Even when the user intends to behave securely, weak intentions are often overridden by habits
(Gardner et al., 2020). As these habits can lead to negative and positive behaviors, developing and
creating positive habits becomes an integral part of ensuring individuals perform healthy behaviors
(Fiorella, 2020). Otherwise, the unconscious awareness will likely continue to execute negative behav-
iors automatically, without any conscious intent or guidance (Bargh & Morsella, 2008).

Changing behaviors because of external demands or breaking existing habits is significantly more
challenging than creating habits (Gardner et al., 2012). The challenge associated with breaking habits
is relevant in information security, where poor habits for at-home computer usage lead individuals to
practice unsafe security behaviors at work and hinder attempts to enforce proper security responses
(Poleon, 2020). These negative habits are reinforced by the prevalence of in-home computing, which
allows users to make numerous insecure computing decisions every day (Wash & Rader, 2015). Such
habits are made harder to break by the length of time during which the insecure actions are per-
formed and strengthened through constant repetition (Poleon, 2020). Such habits affect how individ-
uals perform at home and play an important role in determining whether they follow proper security
procedures and policies at work (Vance et al., 2012).

SECURITY AWARENESS TRAINING FOR YOUTH

K. Johnson (2017) proposes the creation of a more secure workspace by implementing cybersecurity
training programs at high schools and middle schools so users already have robust cybersecurity
knowledge and practices in place before joining the workforce. Likewise, psychologists are increas-
ingly noting that training targeted toward younger age groups is critical for shaping the healthy be-
haviors and actions that young people will carry with them for the rest of their lives (Bay et al., 2012).
Pye (2016) suggests K-12 education is the ideal time to teach a cybersecurity curriculum because chil-
dren are just learning about computers. Students at this age are more interested and willing to pro-
mote security behaviors in their personal lives. Without training, children lack the skills to understand
or assess the numerous risks and dangers to their safety and privacy present in the modern internet
environment (Quayyum et al., 2021).

Security training from parents

Studies show that parents also feel worried about their children’s cyber safety (Boyd et al., 2011).
However, because many parents did not grow up with modern electronics and smart devices, they do
not understand the threats and dangers their children face (Plowman et al., 2010). Even parents who
know what security actions are necessary and appropriate to protect their children fail to enact these
actions in their family practices. Worse, a study by Boyd et al. (2011) showed that while parents are
concerned about their children’s safety online, more than half were knowingly complicit in allowing
their children to break laws and access materials deemed unsafe for their age group. For this reason,
Stuparu (2020) suggests that, while parents need to be included in the cyber education program and
provided resources to support their children’s learning, the development of more secure behaviors
must start at school.

SECURITY AWARENESS TRAINING IN SCHOOLS

Smith (2018) states that schools need to actively develop a mandatory cybersecurity curriculum for
school children that is tailored to their knowledge and skill levels. Studies show that even a single
class about proper online behaviors taught during regular class time by a trained teacher can change
the behaviors of secondary school children (Walther et al., 2014). While many experts agree that this
training must occur in either middle or high school, other researchers go further, emphasizing that
training should be completed before eighth grade, when problematic behaviors become the worst
(Petruzzelli & Sharma, 2019; Roberts, 2014).

Studies further suggest that this training needs to be part of an extended program, not just a single
class or session (Amo et al., 2019). A study by Amo et al. (2019) found that a multiple-day course
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with simulated cyber defense activities was more effective than a single intervention for middle
school students. A mandatory curriculum for middle schools is also crucial because statistics demon-
strate that most students are not choosing to take technology electives or classes that would provide
them with the necessary cybersecurity awareness (Stuparu, 2020). Despite this need, current educa-
tional curricula are found to be lacking in digital security (Basarmak et al., 2019). Van Mechelen et al.
(2020) note that few attempts have been made to study or design any form of curriculum to teach
children how to interact with modern technology properly.

GAMIFICATION

A possible solution is using a curriculum taught through game-based education (Smith, 2018). Video
games have been recognized for many years as a significant source from which young people learn
new skills and habits outside of educational contexts (Gonzalez & Aguilar, 2019). Using video games
as a tool for teaching non-gaming concepts is called gamification and has been used for many years
to affect behaviors among groups, such as pilots and military trainees, and to develop situational
memory patterns (Dennis & Minas, 2018; Treiblmaier et al., 2018). Gamification takes advantage of
the motivational and addictive nature of games and transforms them into tools that shape students’
attitudes, abilities, and performance (Chapman & Rich, 2018).

GAMIFICATION AND CYBERSECURITY

Despite the success of gamification in other industries, the use of gamification for teaching infor-
mation security awareness is still a relatively new concept (Treiblmaier et al., 2018). So far, however,
the field of cybersecurity is one area where gamification techniques are shown to be particularly ef-
fective (Rowe et al., 2011). Wu et al. (2021) found that students using a gamified system showed sig-
nificant improvements in cybersecurity knowledge compared to students who attended lecture-based
training. Subjects put through training programs involving gamification also demonstrated a greater
willingness and higher motivation to follow information security ideas taught by the games (Gjertsen
et al,, 2017). The results led Khando et al. (2021) to suggest gamification as one of the most effective
tools for creating interest and motivating users to follow information security awareness practices.

Apart from video games, Denning et al. (2013) successfully improved security knowledge among sec-
ondary school students using non-electronic gamification. Their research using a card game suggests
that even gamification tools such as tabletops games can be effective at increasing cybersecurity
knowledge. Many students become so engrossed with the games that they were observed playing the
game independently between classes (Jin et al., 2018). Ultimately, research suggests that employing
unique approaches such as gamification to address the challenges of teaching cybersecurity can play a
key step in improving cybersecurity interest and training (Snyder, 2018).

GAMIFICATION AND BEHAVIOR CHANGE

Of course, to be effective in teaching security, gamification must move beyond simply teaching
knowledge to produce real-world behavior changes (Giannakas et al., 2019). Gamification is the per-
fect medium for creating these changes since gameplay forces the participants to continually repeat
healthy security habits (Pinder et al., 2018). The user is trained to develop a plan of identifying a par-
ticular scenario and taking specific actions every time the scenario plays out (Clarke et al., 2017).
Clarke et al. (2017) suggest that gamification allows the action to be performed enough that it be-
comes habitual. The positive habits developed in this way can be equally resilient and resistant to
change as negative ones (Pinder et al., 2018).

Research has shown a positive correlation between gamification and the creation of healthy habits
(Sarbadhikari & Sood, 2018). Gamification achieves this goal by motivating users to perform positive
actions and rewarding them when they perform those actions (Santos et al., 2021). On an intrinsic
level, the sense of achievement, whether through earning a prize, gaining a level, or completing a
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challenge, makes the player feel like they are achieving some greater accomplishment or mastering a
new skill (Gjertsen et al., 2017). On a physiological level, Silic and Lowry (2020) note that playing
video games causes the body to release chemicals that make the participant more receptive to devel-
oping habits and shifting behaviors. While some of these rewards may be temporary, once the action
is established as a habit, studies demonstrate that the habit will continue to be repeated even after the
reward is no longer present (Pinder et al., 2018).

A study by Yildiz Durak (2019) highlights the effectiveness of games in impacting the behaviors of
high school students. His research demonstrates that video games can play an essential role in shap-
ing high school students’ behaviors, values, and personality traits in their everyday lives. The impact
playing video games has on children’s behaviors is shown to be greater than the impacts teenagers
experience from watching videos or participating in non-interactive activities (Hourcade, 2015).
Hourcade (2015) reports that adolescents and teenagers are more likely to model their behaviors and
activities after the behaviors and activities they perform in video games and other interactive elec-
tronic media. Teenagers’ tendency to model their behaviors based on video games makes gamifica-
tion a promising solution for addressing the challenges and resource limitations facing the teaching
of Information Security curriculums in secondary schools (Wu et al., 2021).

RESEARCH METHOD AND DESIGN

The research method selected for this study was qualitative exploratory research. Qualitative research
methods involve collecting and analyzing experiences, behaviors, and opinions to gain insights into a
phenomenon (Hikansson, 2013). Qualitative exploratory research is considered an ideal approach for
understanding the complex phenomenon of school education and educational programs, including
the social phenomena and interactions between teachers, students, and parents (Gunnulfsen, 2021).
Qualitative research methods provide a more comprehensive approach to understanding and study-
ing instruction in educational contexts (Meyer & Schutz, 2020).

The research method selected for the study involved performing semi-structured interviews. Inter-
views were an ideal choice for the study. Interviews allow for high-quality descriptions of situations
and can reveal unknown and unanticipated rationales for accepting or rejecting an idea that may not
be identified by a literature review alone (Merriam & Tisdell, 2016). The interviews followed a semi-
structured format. Semi-structured interviews consisted of predetermined questions, but they allow
the interviewer to insert additional questions to obtain further details (Mills et al., 2014). The ap-
proach was considered a better choice than structured interviews for exploratory research because
semi-structured interviews allow greater interaction between the interviewer and the interviewee. The
interviewer can use answers and responses provided by the interviewee to obtain more details and
depth on the research topic.

PARTICIPANTS

The population for the study consists of cybersecurity awareness training experts from Texas. The
professionals were initially recruited through the CyberTexas Foundation. These professionals work
with schools across the state to provide summer boot camps and training programs to children and
teenagers of all ages, including middle and high school (CyberTexas Foundation, 2018). Due to a lack
of existing cybersecurity programs in middle schools, additional teachers were recruited from other
computer science disciplines. The population of experts provides the insights necessary for develop-
ing a holistic understanding of the research topic.

A purposeful sampling method was used to select and identify the 15 research participants. The qual-
ified study participants possessed a variety of job titles depending upon whether education was their
fulltime job or their work in education was a secondary profession. The years of experience and time
spent teaching and interacting with middle school students varied from one year to twenty-two years.
Eight of the study participants were male, while seven were female.
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RESEARCH QUESTION

The research question for this qualitative exploratory study is:

What are the impacts security training experts believe implementing a mandatory gamified
security awareness training curriculum in public middle schools will have on the long-term
security behaviors of students in Texas?

DATA COLLECTION

Because of restrictions implemented during the Covid-19 pandemic, the semi-structured interviews
were conducted through Zoom, an online communication platform. Modern research suggests that
video interviews are less daunting or intimidating than in-person interviews and support the estab-
lishment of rapport and open communication between participants (Weller, 2017). Video-based in-
terviews are also less expensive, safer, more environmentally friendly, and more time-efficient than

in-person interviews while also allowing the researchers to access hard-to-access participants
(Krouwel et al., 2019).

After each interview, the researchers had a third party, Transcription Puppy, transcribe the interview.
Before providing services, Transcription Puppy provided a non-disclosure agreement to ensure the
confidentiality of all data. Having a third party transcribe the interview ensured the integrity of the
information since researchers often allow biases or memories of lived experiences to color their tran-
scription, resulting in an unfaithful representation of the information conveyed (Shelton & Flint,
2019). Each interviewee received transcriptions of their interviews to confirm that the transcribed
information was accurate (Hagens et al., 2009).

DATA ANALYSIS

The transcribed data was entered into the ATLAS.ti tool after each interview. ATLAS.ti also allowed
the researchers to enter pseudonyms and false information to secure the confidentiality of all partici-
pants and ensure all identifying information would be kept secret (Kaiser, 2009). Once interview data
was loaded into ATLAS.ti, the program developed a set of codes and themes based on an initial re-
view of interview transcripts and notes. The ATLAS.ti program also assisted the researchers in iden-
tifying irrelevant and unnecessary data allowing us to focus on the major themes and topics identified
in the interviews.

The coding process involved three phases. The first phase arose after ATLAS.ti completed the cod-
ing process. The first phase was initial coding, where the researchers broke down the data into
smaller segments and compared the data segments with other resources (Mills et al., 2014). Initial
coding helped determine what data was relevant to the study and what the data was saying. The phase
established the foundation for the subsequent exploration of patterns identified in the data (Linne-
berg & Korsgaard, 2019). At the end of Initial Coding, several core ideas and categories were identi-
fied.

The second phase of the coding process was Axial Coding. During this phase, the researchers re-
viewed all of the interviews again, focusing on the core ideas and categories identified during Initial
Coding (Creswell et al., 2007). The process helped the researchers understand how the interviews
shaped and were shaped by the core ideas and topics. Next, a diagram was constructed to connect all
core ideas and categories (Mills et al., 2014).

After Axial Coding was completed, the final phase involved the construction of a “storyline.” The
storyline provided a narrative and helped the researchers identify any weaknesses or holes in their re-
search (Mills et al., 2014). The storyline connected the data’s key concepts, categories, and relation-
ships (Birks et al., 2009).
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FINDINGS

All participants were interviewed for approximately 30 minutes to 1 hour through Zoom. Questions
1 and 2 sought to establish the demographics of the participants. The job titles revealed that many of
the participants possessed primary jobs working in the cybersecurity industry and worked in educa-
tion as a secondary job. No two individuals possessed the same job title. The wide variety of job titles
is unsurprising as organizations maintain very little consistency in the naming conventions and re-
sponsibilities assigned to cybersecurity roles (Catarino et al., 2016). The diverse roles of the partici-
pants allowed the researchers access to a variety of backgrounds and viewpoints.

Question 8 was an introductory question, designed to determine whether participants knew what
gamification was before asking questions related to the subject. All participants were familiar with the
use of gamification in education. Subjects also demonstrated a wide gap in years of experience work-
ing with middle school students. The participant with the most experience had worked in academia
for more than twenty-two years while several participants possessed only one year of experience. The
average participant possessed between three to ten years of experience working with students in the
educational system.

INTERVIEW QUESTION 3

In what ways do you feel middle school is or is not an appropriate time for providing behav-
ior-based training, like security awareness training?

The collected data for Interview Question 3 showed two themes, whether: (a) middle school training
is appropriate because of the prevalence of technology and internet usage by middle school students,
and (b) security awareness training needs to start earlier than middle school. Eight participants felt
middle school was an appropriate time for security awareness training due to the prevalence of tech-
nology in the lives of middle school students. Participants expressed the opinion that middle school
students were gaining greater access to technology and more independence in how they use the tech-
nology. One participant explained, “6™ through 8t grades is a perfect age to start this training as this
is when I see students start to have more autonomy with their personal devices and online accounts.”

Seven participants expressed an opinion on whether security awareness training should be provided
at a younger age than middle school. Some participants felt that many students are coming into con-
tact with technology earlier than middle school and believed the training needed to start at these
younger ages. As one participant stated, “We want to get them as young as possible, first, second-
grade. Kids are resilient. They’re not the same first and second graders we were when we were
younger.” Other participants discussed how elementary school students are carrying around iPhones
and tables. They felt the presence of technology in elementary schools meant the training needed to
be started at a younger age.

INTERVIEW QUESTION 4

Based on your experience, to what extent, if any, do you feel that good security habits taught
in middle school impact the students’ long-term security behaviors?

Aggregated data for Interview Question 4 reflected two themes: (a) good security habits will impact
students’ long-term behaviors because students are impressionable, and (b) good security habits
taught in middle school impact students’ long-term behaviors by teaching them about future risks.
Other teachers felt that in order for good security habits to impact long-term security behaviors, the
training needs to be repetitive.

Seven participants identified middle school as an ideal age for the development of habits because
middle school students were more “impressionable”. One participant explained by stating, “What
they learned [in middle school] really molds a lot of who they are.” A participant with experience
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teaching both high school and middle school students specifically emphasized that the training
needed to be completed before eighth grade because middle school students were more “malleable”.
Another participant noted, “When you build in those habits at that age, like the junior high, seventh,
and eighth grades, by high school they don’t even think about it anymore.” They felt middle school
was the ideal age to target for shaping long-term behaviors.

Eight teachers expressed the opinion that good security habits impact students’ long-term behaviors
because it teaches them about future risks. They believed that making students aware of the risks at a
Y g

younger age would lead them to remember those risks when making future decisions. One partici-
pant explained, “I see from those who haven’t been exposed to security, or the value of security, how
dangerous it can be for them.” Participants felt that by developing awareness of the risks at a

g p y ping
younger age, the students will make better decisions as they get older. As one participant said, “it may
be one of those things that doesn’t immediately impact them in a large, grandiose, way ... but it’s
those habits that they’re going to pick up.”

Two teachers expressed the opinion that in order for good security habits to impact students’ long-
term behaviors the training needed to be regulatly repeated. They felt that a single class in middle
school was not sufficient to have a lasting impact. Further reinforcement was necessary to change
students’ long-term actions. As one participant said, “the way to be successful is where security
awareness training is repetition.” The other noted, “if you think about parenting a child, you tell
them something one time, then they hear it. But the next week, they forget.” The participants felt
that a single class, without continuing training, lacked the power to affect long-term behaviors.

INTERVIEW QUESTION 5

How prepared do you believe middle schools and teachers are to implement cybersecurity
awareness training curriculums?

The data for Interview Question 5 demonstrated three themes. All of the themes focused on the
teachers. Participants expressed mixed opinions on whether middle school teachers were prepared to
teach security awareness training classes. Some participants felt teachers were prepared to teach secu-
rity awareness. Other participants indicated that teachers could teach security awareness but they first
needed to receive direct training in the subject. A final group of participants felt teachers lacked the
technical experience necessary to teach security awareness.

Five participants felt that middle school teachers are prepared to teach security awareness training to
students. They felt teachers’ previous experience taking security awareness training classes made them
well-equipped to teach the subject. They noted that teachers go through multiple cybersecurity
awareness training classes every year and should be able to transfer that instruction to their classes.
As one participant noted, “cybersecurity awareness training is the basic. It’s not that difficult. It’s not
really that technical” Another participant that most teachers tend to be in their 20s, 30s, and 40s and
computer technology is second nature to them. The participants felt that teachers possessed suffi-
cient knowledge to teach the subject.

Six participants felt that middle school teachers can be prepared to teach security awareness training
to students if they first receive proper training. The training described varied from receiving class-
room instruction to a fully prepared out-of-the-box curriculum. One participant explained, “there
needs to be training provided to all the teachers in the middle school on how to implement it cor-
rectly”” As long as teachers receive this training, the participants felt the teachers would be able to
provide the training to students.

A third group felt middle schools lacked the technical expertise necessary to provide security aware-
ness classes. Four participants noted that middle schools suffered from a lack of technology-savvy
teachers. Participants that schools struggle to find teachers capable of teaching Computer Science
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and related technical topics. As a result, they felt teachers lacked the knowledge and skills to teach cy-
bersecurity concepts. “We have to bring cyber people in to do that,” one participant stated. Another
explained, “when it gets too technical, a lot of [teachers] just - they don’t want anything to do with
it.” They felt the teacher’s lack of technical knowledge left schools unprepared to implement a cybet-
security curriculum.

INTERVIEW QUESTION 6

Would you support or oppose the idea of making cybersecurity awareness training courses
mandatory? Why or why not?

The collected data for Interview Question 6 showed three main themes: (a) security awareness train-
ing should be mandatory for children’s safety; (b) security awareness training should be mandatory
for students’ futures; and (c) mandatory security awareness training for all students was impractical.
Participants also raised the theme of when mandatory security awareness training could be per-
formed.

Eight participants felt that cybersecurity awareness training should be mandatory for the safety of
students. They felt the students faced a number of dangers and threats if they did not receive the
training. Participants compared security awareness to CPR training, noting that all students are re-
quired to take CPR training so they know what actions to take in a critical situation. Another partici-
pant compared a cybersecurity curriculum to the “stranger danger” training provided to elementary
school students. They noted that these trainings are required for students because they save lives. Par-
ticipants felt students needed the same awareness of security risks in order to “keep themselves safe,
and their families.”

Five participants felt that cybersecurity awareness training should be mandatory for the future of stu-
dents. Some discussed the future in terms of college, noting “we can start [security training in middle
school] so that one day when workforce students get to college, there is far less of having to drink
from the hose.” Others discussed the future in terms of professional careers, stating that the training
could “introduce them to new career ideas that are going to be essential in the future.” Others spoke
of security training being important for growing productive citizens and for the future welfare of the
country. As one participant stated, “We teach them good habits now. They’re more likely to be those
productive citizens in their colleges and in the workforce.”

Three participants felt that making security awareness training mandatory for all students was im-
practical. The participants felt that mandatory security awareness training was a good idea, but also
felt implementing training for all students would face insurmountable obstacles. One of the partici-
pants focused on the challenges of finding a time when all of the students could take the class. Other
participants focused on students in life skills and special education classes that lacked the mental ca-
pabilities to understand the materials. One of the participants also expressed concerns that some par-
ents would provide pushback on having their children take the course. For these reasons, they felt im-
plementing a mandatory curriculum was not feasible.

Six participants discussed the topic of when mandatory security awareness should be performed.
The participants supported the idea of training because they felt that times existed within the school
day that could be used to implement the training. Many of them proposed different times as the ideal
place for the training. Two participants suggested that training could take place during advisory and
grading periods. Participants noted, “most junior highs, at least in the area that I’'m at, have an advi-
sor time which occurs daily, and [training] could be implemented into part of that curriculum.” Two
other participants proposed the idea of the training occurring during homeroom or a similar “enrich-
ment time.” The times available for the training helped support their feeling that the training should
be mandatory.

78



Meadows & Sambasivam

INTERVIEW QUESTION 7

What are some of the biggest challenges, if any, that you see to the implementation of a
mandatory cybersecurity curriculum in middle schools?

The collected data for Interview Question 7 showed four main themes: (a) lack of technical talent
among teachers; (b) schools lacking the time to teach the subject; (c) problems with student maturity;
and (d) challenges managing the curriculum. Seven participants felt that one of the biggest challenges
to the implementation of a mandatory cybersecurity curriculum in middle schools was the lack of
technical talent among teachers. As one participant said, “for teachers, [technology] wasn’t the main
function of the educational training or the programs they went into didn’t have an emphasis or cy-
bersecurity.” They pointed out how skilled technology professionals often went to work for private
companies rather than schools and noted how schools face a challenge in hiring teachers for com-
puter science-related courses. They felt the lack of knowledge was one of the biggest challenges to
the implementation of a mandatory cybersecurity curriculum.

Eight participants felt that one of the biggest challenges to the implementation of a mandatory cy-
bersecurity curriculum in middle schools was finding time to teach the subject. Participants noted
that teachers faced so many obligations that finding time to implement the training would be diffi-
cult. As one participant said, “it is everything else that absolutely should be mandatory ... How much
time do you have in school?” Participants felt that teachers would feel security awareness training was
just “something extra that they have to do in their already busy out-of-time days and schedules”. Par-
ticipants also noted that mandatory training could not be performed in electives such as physical edu-
cation, because not all of the students were taking them. On the other hand, participants felt that
classes on tested subjects would have a difficult time finding opportunities to teach cybersecurity. Al-
together, the participants believed finding time to squeeze these materials into the class would be a
challenge.

Seven participants felt that one of the biggest challenges to the implementation of a mandatory cy-
bersecurity curriculum in middle schools was the maturity of students. These participants expressed
the opinion that teaching to a vast range of maturity levels among students would be a challenge. The
participants felt that some students would not understand the value of the classes. As one inter-
viewee noted, “there is a vast range of maturity on whether or not [students| take it seriously.” Other
participants noted how there is a wide gap in the comfort level different students felt with technol-
ogy. As one participant said, “I’ve had students who were smarter than their teachers on tech-related
topics, and students that had no clue how to click a link or hover over a link at all.” They felt the di-
verse maturity levels of the students would make implementing a mandatory security awareness cur-
riculum difficult.

Five participants felt that one of the biggest challenges to the implementation of a mandatory cybet-
security curriculum in middle schools was managing the curriculum. The challenges they identified
included both building the curriculum and keeping the curriculum up-to-date. As one participant ex-
plained, “educational material can have a very slow process to approval, which in the InfoSec Indus-
try, can make the material outdated fairly quickly.”” Other participants expressed concerns about the
cost of finding the right people to build a curriculum and the tendency for standardized curriculums
to have significant holes. They felt designing and maintaining a curriculum capable of keeping up
with the rapidly evolving threats and dangers in cybersecurity would be a challenge to the implemen-
tation of a mandatory curriculum.

INTERVIEW QUESTION 9

How effective do you feel security awareness training programs involving gamification could
be in shaping the habits and behaviors of middle school children?
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The collected data for Interview Question 9 showed five main themes: (a) participants noted that
middle school students respond positively to gamified activity; (b) participants were also familiar with
training where gamification was effective; and (c) participants felt gamification helped shape student
behaviors by providing hands-on experience. Participants also raised concerns about: (d) how the
games need to be applicable to the students; and (¢) how different students respond differently to
gamification.

Ten teachers felt that gamification could be effective in shaping the habits and behaviors of middle
school students because middle schoolers respond positively to games. They described students as
being drawn to games and enjoying them. Participants noted how both students and teachers enjoy
incorporating gamification into their classes. As one interviewee put it, “anytime the kids think it’s a
game, or they think they’re playing, they’re much more likely to participate.” Another participant
noted that “if you apply [gamification] to any subject, the kids respond way better, retention goes
way up, and interest holds longer over time.” The participants felt students’ interest in games made
them an effective tool for shaping behaviors.

Seven participants felt that gamification could be effective in shaping the habits and behaviors of
middle school students because they had seen gamification be effective in other training. One partici-
pant discussed seeing successful gamification programs taught at all ages, from elementary school
students learning their ABCs to medical students learning to perform trauma diagnosis. Several also
talked about witnessing the effectiveness of gamification for teaching cybersecurity, noting such
games as “Cyber Threat Defender,” and “CyberSiege.” The success of gamification in other areas of
education led the participants to feel the training would also be effective in a middle school cyberse-
curity curriculum.

Four participants felt that gamification could be effective in shaping the habits and behaviors of mid-
dle school students because it provides hands-on experience. The participants felt the interactive na-
ture of the games allowed students to internalize cybersecurity lessons. As one participant explained,
“[students] put their own spin on it. That makes it their own, and that just gives them more power.
That empowers them to remember and feel good about it.”” They also noted how teachers are seeking
to find ways to “get kids off textbook theory and more of a hands-on approach.” Participants felt
the interactive, hands-on nature of the games made them ideal for shaping student behaviors.

Eight participants felt that, for gamification to be effective in shaping the habits and behaviors of
middle school students, the games needed to be applicable to the students. They felt the games
needed to be designed in a way that translated security concepts into direct behaviors that students
could apply to their lives. Otherwise, they felt the games would lose their effectiveness. Participants
noted, “There’s a danger of [the game| being trivial and not supporting any kind of education or
learning,”” The game needs to be designed in a way that students could say, “This is a game, but this is
also what we do.” On the one hand, participants noted there was a risk of a game being “too cheesy
ot just too obvious that it’s super education, and [students] are just doing this to check on the box.”
Participants felt building a game that allowed students to learn applicable skills without losing student
interest was the key to shaping the habits of middle school students.

Five participants felt that a challenge for gamification to be effective in shaping the habits and behav-
iors of middle school students is that different students respond differently to gamification. They felt
the difference between how students react to different games could affect whether students benefit
from the training, One noted that not all students are tech-savvy and felt the less technically-inclined
students “might find [gamification] a little intimidating,” Another discussed how different students
like different types of games and no single type of game or entertainment is going to appeal to all of
them. Participants felt that while some students would “run with the game”, there would be other
students who would not excel in the environment. They felt students’ diverse reactions to games
would limit the effectiveness of a gamified training program in shaping student behaviors.
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INTERVIEW QUESTION 10

In what ways do you believe the long-term use of gamification as part of a mandatory
school cyber security curriculum would be successful and/or unsuccessful in changing mid-
dle school students’ security behaviors?

The collected data for Interview Question 10 showed four main themes. Participants noted that in
order to successfully change middle school student’s behaviors gamification needs to be applied over
a long-term period. Additional themes discussed the need for games to incorporate constantly evolv-
ing goals and challenges, and for games to be a supplement to other education approaches. Partici-
pants also expressed concern that the long-term use of gamification would result in students losing
interest.

Eight teachers felt that in order for gamification to be effective in changing students’ behaviors it
needs to be applied over an extended period of time. The period of time ranged from across an en-
tire school year to spanning multiple years. Participants felt that applying gamification over an ex-
tended period of time was necessary to get support from the teachers and to positively impact the
students. As one participant explained, “if you don’t keep doing it, you’re going to forget it. So, if we
teach somebody something in middle school and then they don’t touch it again until potentially col-
lege, they forget.” Another participant noted, “the average IQ person (90-110) has to be told three
times for it to get to long-term memory. And, for every ten points lower, it [increases exponentially]
... So, if you don’t get them interested in doing something over and over and over, it’s really not go-
ing to make it.” The general feeling was that gamification needed to be a long-term part of any effec-
tive curriculum.

Six teachers felt that in order for gamification to remain effective in changing students’ behaviors
over a long-term application, the game needs to have evolving goals and challenges. Participants dis-
cussed that games keep students’ interest longer when they are trying to win or accomplish some ob-
jective. As one participant explained, “that is the whole point of gamification. They earn their points
or their tokens or whatever they’re doing to get new skins or items.” Participants said the drive to get
new prizes or accomplishments is what keeps students interested in the game. “They want that extra
badge,” one participant noted, “They want another higher score.” Participants felt similar rewards
and constantly evolving challenges were necessary for long-term gamification to be effective.

Five teachers felt that in order for gamification to remain effective in changing students’ behaviors
over a long-term application, the games needed to be used as a supplement to other educational ap-
proaches. Other education approaches included lectures and readings. One participant explained,
“kids like a buffet of learning. They want to have a choice on what they learn and you can give [gami-
fication] to them as an option.” The participants felt gamification worked best when integrated into
current teaching styles and curriculums. As a participant noted, “I think doing it, just a game, just the
whole time, that might lose some of the value of it.” The participants felt gamification worked better
as something teachers employed a couple of days a week or offered students at the end of a class.

Two teachers expressed the view that applying gamification over a long-term period would lose its
effectiveness at changing student behaviors because students would get bored. One participant de-
scribed their concerns that doing games over an extended period of time could result in “students
who are click-your-way-through” and “not paying attention.”. Another participant brought up their
experience dealing with students during the aftermath of Covid. They noted how after years of using
an online curriculum, students came back saying, “Don’t make us sign in. We don’t want to have to
be on a computer.” Students wanted personal interaction. For this reason, participants felt long-term
use of gamification would reduce the effectiveness of a cyber curriculum.
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DISCUSSION

Twenty-six themes were identified in the data from the 10 interview questions asked by the research-
ers. Once the data was analyzed, the investigators identified three major themes. The three major
themes interviewees focused on: (a) how the student’s relationship with technology affects the impact
of the training, (b) how the gamification’s design affects the impact of the training, and (c) how repe-
tition affects the impact of the training. The prevalence of the three themes suggests that respond-
ents felt that students’ interactions with technology, the design of the gamified curriculum, and the
frequency of training repetition were the most importance elements in shaping the impacts of a
mandatory gamified cybersecurity awareness program on middle school students.

INTERPRETATION OF STUDY FINDINGS

CENTRAL THEME 1: STUDENT’S RELATIONSHIP WITH TECHNOLOGY
AFFECTS THE IMPACT.

The research participants focused on how students’ relationships with technology will affect the im-
pacts of security awareness training. The participants focused on the fact that middle school was a
time when students were increasing their technology usage and being more responsive to technology
training, Participants’ opinions support the argument that middle school years are the most promising
opportunity to shape future security behaviors (Pye, 2016). Participants also noted that middle school
is when many students are getting their first personal email addresses, starting to spend significant
time on their cell phones, and beginning to use the internet regularly as part of their classes. They
further noted that middle school is a time many other behavior-shaping classes are taught, suggesting
that early teenage years were the most promising times for shaping and developing behaviors (Little
et al,, 2013).

Participants felt targeting students during a time when they were increasing their technology usage
would produce long-term positive impacts. The two main impacts participants believed security
awareness would have on middle school students were developing an awareness of risks and forging
a more productive and secure workforce. Participants felt that even if students were not immediately
facing threats and cyberattacks, the seeds of knowledge planted by the training would provide stu-
dents with a greater chance of recognizing dangerous situations in the future. They also felt security
awareness training in middle school increased students’ interest in pursuing careers in cybersecurity
and prepared them to be more secure members of the workforce. These views align with existing ex-
pert opinions that cybersecurity is necessary to protect students from the dangers of modern society
and that countries with existing security awareness school curriculums possessed more tech-savvy
and safe workforces (Pye, 2016; Stuparu, 2020).

CENTRAL THEME 2: GAMIFICATION DESIGN AFFECTS THE IMPACT.

Another common theme throughout the research was how the design of the gamified training curric-
ulum affects the impact of the training, All the participants recalled experiences where they had seen
gamification be effective in shaping student behaviors and confirmed that students respond posi-
tively to gamified learning. The views aligned with existing research indicating that students enjoy
gamification and are more engaged and interested when lessons involve games (Chapman & Rich,
2018). However, participants also discussed experiences where pootly designed games failed to either
maintain the interest of students or produce any positive impacts on student behaviors. In order to
produce lasting positive impacts on student behaviors, they felt the games need to be designed to
mimic real-world interactions and possess constantly evolving goals, prizes, and challenges.

Participants discussed experiences with educational games that failed to use hands-on, interactive ex-
periences to teach the materials. They noted that games that failed to place the students in practical
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scenarios and real-world situations might provide students with knowledge but will not produce ac-
tual changes in behaviors. As existing literature notes, simply providing knowledge without producing
behavior change defeats the purpose of the class (Giannakas et al., 2019). For this reason, a well-de-
signed game needs to use practical and interactive activities that will train students to behave in spe-
cific ways when confronted with security threats.

At the same time, participants emphasized that the game needs to be designed in a way that is enjoya-
ble and keeps students’ interest. Otherwise, students will view the game as merely something they
have to do and just click through the activities. Participants felt games needed to have constantly
evolving goals, prizes, and challenges to keep students coming back to the activities and lessons.
These opinions support research by Micallef and Gamagedara (2018) suggesting rewards play an im-
portant role in the effectiveness of gamification. Only if the game were designed with prizes to keep
students’ interest and applicable, real-world exercises, would the gamified curriculum be effective in
positively impacting student behaviors.

CENTRAL THEME 3: REPETITION OF TRAININGAFFECTS THE IMPACT.

Another common theme participants discussed was how the repetition of the training affects the im-
pact on middle school students. Participants felt that a single class was not sufficient to produce last-
ing effects on the students. Instead, they felt that security awareness training needed to be part of a
long-term program taught over an extended time frame. The effectiveness of training implemented
as part of an ongoing and continuing curriculum has been demonstrated in other countries (Stuparu,
2020). Participants expressed the opinion that training needs to take place over multiple sessions and
classes, either throughout the school year or over multiple school years. They felt constant reinforce-
ment was necessary to ensure the lessons and impacts from the training extended beyond simply the
short-term.

PRACTICAL IMPLICATIONS OF FINDINGS

The study presented data showing that teachers and security education experts believe the heavy us-
age of technology and the growing number of cybersecurity threats make security awareness training
in middle schools important for the safety and welfare of Texas students (Quayyum et al., 2021). The
researchers suggest that the findings uncovered in the research support the belief that middle school
is an ideal time to implement security awareness training and that training using gamification can pro-
duce lasting changes in the behaviors of middle school students.

The first finding was that middle school is an ideal age for impacting and shaping student behaviors.
The results of the research show that cybersecurity experts and teachers agree that middle school is
the ideal time to shape students’ future behaviors. Middle school is the time when behavior-based
training like health classes, sexual education, and good citizenship are taught because students are old
enough to understand the concepts. Likewise, during middle school, students are beginning to in-
crease their technology usage and develop their relationship with technology, making them more re-
sponsive to training designed to change and shape their behaviors than high school students.

The development of positive habits is middle school will impact students by helping them develop an
awareness of the threats and dangers around them. Middle school students will be prepared to face
the threats and dangers currently confronting them and will also be prepared for threats they are not
currently encountering, Health classes and CPR classes taught in middle schools are designed to pre-
pare students with the proper way to act even though they may not encounter a situation requiring
those skills for many years. In the same way, security awareness training in middle schools can shape
students” habits before they encounter many dangers and attacks. As a result, when they encounter
these threats and dangers in the future, they will be able to recognize them and know how to act in
both their personal lives and work lives.
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The second finding was that gamification can be a key tool in impacting children’s behaviors. Every
participant was able to recount experiences where they had seen gamification be successful in teach-
ing behaviors in a scholastic environment and many used game-based education in their own classes.
The collected evidence supported existing research that suggests gamification is a more effective
teaching method than other non-interactive activities (Hourcade, 2015). Several participants related
their experiences with cybersecurity games aimed at teenagers that simulated real-world threats and
situations and they discussed how student’s security behaviors showed improvement afterward. Over-
all, experts felt gamification employing hands-on, practical activities was a critical part of ensuring
security awareness positively impacted middle school students.

The third finding was that long-term gamification can be effective but the games must be combined
with traditional educational approaches. Gamification alone is not enough to teach cybersecurity
awareness to middle school students. Teacher and administrator experiences following Covid showed
that students do not want to spend all of their time on computers. Students thrive when classes em-
ploy a variety of teaching techniques. Cybersecurity education programs in middle schools need to
include traditional teaching techniques such as lectures, videos, and readings, in addition to educa-
tional games. A gamified cybersecurity curriculum alone would not be sufficient to make lasting im-
pacts on students’ cybersecurity behaviors and produce long-term behavioral changes. In order to
make lasting positive improvements in students’ security habits, schools need to rely upon teachers to
teach the materials to the students.

Fortunately, the fourth finding shows that teachers possess the skills to teach the subject. Seventy-
four percent of Texas teachers are 49 or younger (National Center for Educational Statistics, n.d.).
They have grown up with the internet and modern computer technology and receive cybersecurity
awareness training every year as part of their responsibilities. Plus, recent requirements to adopt tech-
nology into their classes during Covid, and the constantly changing curriculums mandated by
schools, demonstrate that teachers possess the skills and resiliency to adapt to new educational man-
dates. If teachers are provided with a well-developed curriculum and provided training in the curricu-
lum, they are capable of teaching security awareness to their students.

The fifth finding shows that schools possess the time and opportunity to provide security awareness
training to students. Although schools have busy schedules and crowded curriculums, homeroom pe-
riods, advisory periods, and the use of computers and internet resources in core classes provide
teachers with an opportunity to teach cybersecurity awareness. Many teachers also allow students to
play games at the end of class if the students finish quizzes or activities. Teachers could use the free
periods as an opportunity to teach security principles by allowing students to play games designed to
teach cybersecurity ideas and behaviors. Schools need to have the time to teach the classes because
security awareness training classes need to take place over an extended period of time in order to
have a lasting impact on students.

Ultimately, the findings suggest that a security awareness curriculum taught over an extended period
of time by trained teachers using a combination of traditional teaching techniques and cybersecurity
games implementing hands-on practical security behaviors will positively impact student security be-
haviors. The curriculum will target middle school students at an age when they are increasing their
use of technology and susceptible to training. The training will help students in both learning to rec-
ognize threats and developing into more tech-savvy professionals.

LIMITATIONS OF STUDY FINDINGS

Limitations are constraints and weaknesses in a study that are outside of the researchers’ control but
may affect the research study’s design, results, and conclusions (Theofanidis & Fountouki, 2018).
Four major limitations affected the study. Many of these limitations stemmed from the fact that cut-
rent Texas middle schools do not have mandatory courses that teach security awareness training us-
ing gamification (EdWeek Research Center, 2020).
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The first limitation was the inability to collect data from middle school students. Since no mandatory
security awareness training courses exist in middle schools, no resources existed for the researcher to
perform quantitative analysis, case studies, or observation (EdWeek Research Center, 2020). Further,
experimentation was not possible since middle school students are a protected group (National Com-
mission for the Protection of Human Subjects of Biomedical and Behavioral Research, 2014). In-
stead, the researchers were required to rely upon interviewees honestly sharing their experiences and
opinions about middle school student education and behavior change programs.

The second limitation related to the difficulty of recruiting participants for the study. The Cyber-
Texas foundation, a state-wide organization that provides cybersecurity boot camps and training pro-
grams to middle school and high school students, had agreed to assist with the recruitment of teach-
ers to participate in the study (CyberTexas Foundation, 2018). Unfortunately, the organization’s out-
reached efforts failed to produce many volunteers. As a result, the researchers were forced to resort
to a variety of purposeful sampling techniques, including snowball sampling, which involves obtain-
ing new participants through assistance from existing participants, and opportunistic sampling, which
involves expanding the sampling criteria in response to new ideas and themes that emerge during the
course of information gathering (Suri, 2011).

The use of additional purposeful sampling techniques and the extension of sampling criteria proved
necessary to get the number of participants required to achieve saturation. The combining of multi-
ple purposeful sampling techniques does not reduce the integrity of the research. Suri (2011) notes
that researchers often employ a combination of two or more sampling strategies to ensure data col-
lection is adequate to meet the needs and purpose of the study. Mixing purposeful sampling tech-
niques provides flexibility and can be strategically utilized to develop high-level conclusions (Patton,
2002).

The final limitation, the broad range of work roles, was the result of the difficulty in recruiting par-
ticipants. Many of the CyberTexas coaches turned out to either teach subjects other than cybersecu-
rity, be school administrators, or be security professionals who teach or work with middle school stu-
dents in their spare time. The limitation does not reduce the integrity of the research as schools often
possess diverse faculty populations and network with colleagues from other backgrounds (Patterson
& Mikovits, 2021). Obtaining views on the education of middle school students from multiple per-
spectives and backgrounds results in richer information saturation. Although the teachers, adminis-
trators, and security professionals answered the questions from different perspectives, ATLAS.ti cod-
ing indicated that the majority of the responses focused on the same themes and the sample size was
sufficient to attain saturation.

RECOMMENDATIONS FOR FURTHER RESEARCH

Data collected from the participants suggests that teachers possess the skills and schools have the
available time, to implement a security awareness training curriculum, supported by gamification, that
would produce long-term improvements in student security habits. However, the games need to be
designed with prizes and awards that appeal to students and the training needs to be provided over
an extended period of time so students can integrate the knowledge. The research study prompted
areas for further research.

Recommendation 1: Test Habit Shaping Games. The research proposes that a game with goals, objectives,
and rewards can keep students interested and produce lasting behavioral changes. Habitica is an ex-
ample of a game targeted at young adults that is designed to help them develop proper habits
through completing goals, achieving objectives, and earning rewards (Ionescu, 2022). However, no
studies or research have been performed to determine whether Habitica, or similar games, keep the
long-term interest of young adults or whether the games make a lasting impact on their behaviors.
Future research can test the effectiveness of existing long-term behavior-shaping games to determine
their effectiveness over an extended period of time. Since middle school students are a protected
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group, the research study would need to be a qualitative study involving interviewing parents of teen-
agers who use Habitica or similar behavior-changing applications (National Commission for the Pro-
tection of Human Subjects of Biomedical and Behavioral Reseatrch, 2014).

Recommendation 2: Teacher Technology Comfort By Age. Although statistics show that 74% of Texas teach-
ers are 49 or younger and have grown up using computers and technology, the statistics also show
that 26% of teachers are 50 or older (National Center for Educational Statistics, n.d.). The wide age
discrepancy may indicate that some teachers will feel more comfortable teaching cybersecurity classes
after receiving training than other teachers. Research is needed to determine how teachers from vari-
ous age groups respond to teaching cybersecurity lessons after receiving training, A discrepancy be-
tween the skill levels of older teachers versus younger teachers may have important implications for
how schools need to implement cybersecurity awareness classes. A qualitative study could allow
teachers of various ages to teach a security awareness class to a group of students and later report on
their level of comfort or discomfort while teaching the lessons.

CONCLUSION

The purpose of the proposed exploratory qualitative study was to explore the impacts security train-
ing experts believe implementing a mandatory gamified security awareness training curriculum in
public middle schools will have on the long-term security behavior of students in Texas. Current
Texas middle schools do not have mandatory courses that teach security awareness training using
gamification (EdWeek Research Center, 2020). For this reason, the study used a qualitative explora-
tory method, relying upon the viewpoint and experiences of the participants (Cotton, 2021). Purpos-
ive sampling resulted in fifteen participants sharing their ideas and experiences related to the impacts
of providing mandatory gamified cybersecurity awareness training in Texas middle schools.

The research question asked what impacts security training experts believe implementing a manda-
tory gamified security awareness training curriculum in public middle schools will have on the long-
term security behaviors of students in Texas. Participant answers identified three major themes. The
primary themes focused on: (a) the students, (b) the teachers, and (c) the curriculum. After interviews
were completed using semi-structured questions, the transcripts were created by Transcription Puppy,
reviewed by the researchers, and imported into ATLAS.ti for coding and evaluating patterns within
the content of the interviews (Paulus & Lester, 2016). To protect the credibility and confirmability of
the research, each participant received a copy of their transcript to review and confirmed that the
scripts accurately reflected their opinions and viewpoints (Connelly, 2016).

The first theme identified by the study was that middle school students’ relationship with technology
affects the impact of security awareness training. Middle school students are beginning to interact
heavily with technology and, unlike high school students, are young enough to still be malleable and
responsive to behavior-shaping curriculums. The second primary theme focused on gamification
needs to be designed with hands-on, real-world activities to shape students” habits and rewards to
keep students’ interest. A pootly designed game will not keep students’ interest or produce positive
changes in their long-term behaviors. The third theme focused on the need for a security awareness
curriculum to be repetitive, extending over multiple lessons and years to reinforce the positive im-
pacts over an extended period of time.

The findings of this study demonstrate that middle school is an ideal time to provide cybersecurity
training and will impact student behaviors by making them more conscious of cyber threats and pre-
paring them to be more tech-savvy professionals. The research also showed that well-designed cybet-
security games with real-world applications combined with traditional teaching techniques can help
students develop positive habits. The researchers suggest that teachers possess the skills to teach cy-
bersecurity classes and the classes can be integrated into the current school day without the need for
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any significant changes to existing daily schedules. Integrating the training into current school sched-
ules will allow the classes to be taught over an extended period of time, producing a repetition that
will reinforce the positive impacts of the training program.

Future research that will add significant value to the body of knowledge includes testing the effec-
tiveness of habit-shaping games to determine whether existing long-term games maintain student in-
terest. Qualitative studies could interview parents of teenagers using habit-shaping games to deter-
mine the effectiveness of the applications. Another qualitative study could interview teachers to de-
termine how teachers’ ages affect their comfort level teaching technology classes. Both studies could
provide valuable insights into how to implement security awareness training in schools.
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APPENDIX A: INTERVIEW PROTOCOL

1. Initiate the conference call via Zoom and test to ensute the connection is established.
2. Greet the participant and thank them for participating in the study.

3. Ensure the participant is in a comfortable and distraction free environment where they can talk
freely.

4. Explain the purpose of the study.

5. Review the informed consent form (which they signed before the interview was scheduled) and
ensure they are comfortable with the interview process. Ensure the participant knows they have
the right to terminate the interview at any time without reason.

6. Ensure the Zoom name of the participant is changed to a pseudonym so no identitying
information is recorded.

7. Start the recording and assign an identification number to each participants interview.

8. Ask interview questions per interview script and follow-on questions for clarification.
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APPENDIX B: INTERVIEW QUESTIONS

. What is your current job title?
. How many years have you spent interacting and working with middle school students?

. In what ways do you feel middle school is or is not an appropriate time for providing behavior-
based trainings, like security awareness training?

. Based upon your experience, to what extent, if any, do you feel that good security habits taught in
middle school impact the student’s long-term security behaviors?

. How prepared do you believe middle schools and teachers are to implement cybersecurity
awareness training curriculums?

. Would you support or oppose the idea of making cybersecurity awareness training courses
mandatory? Why or why not?

. What are some of the biggest challenges, if any, that you see to the implementation of a
mandatory cybersecurity curriculum in middle schools?

. How familiar are you with the use of gamification in education?

. How effective do you feel security awareness training programs involving gamification could be in
shaping the habits and behaviors of middle school children?

10.1In what ways do you believe the long-term use of gamification as part of a mandatory school

cyber security curriculum would be successful and/or unsuccessful in changing middle school
students’ security behaviors?
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